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Memo
3
1. 3.
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H2E

2.1. l1oT Platform

2.1. 1.
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IT
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2.2.4.

recommend_value ON
JSON
1 JSON  Key value

Key value

recommend_value "ON" "OFF"

recommend_parameter

IIALMII
recommend is on ON
JSON
{
"recommend_value™:"ON"
"recommend_parameter':"recommend is on"
}
2: 2.5
JSON
2 JSON  Key value

Key

tps (tps)[transaction/second]
bps (bps)[bit/second]

10tps 10,000bps JSON

{

lltpsll : II10II ,
"bps":""10000"
}
JSON
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31
MQTT
3
1 ID
2 MQTT
3 URI
4 MQTT
3:2.
REST HTTP MQTT
0S
Linux0S curl MQTT Python
Ubuntu curl su
# apt-get install curl
Ubuntu Python MQTT Eclipse Paho
su
# apt-get install python
# apt-get install python-pip
# pip install paho-mqtt
3.3 SSL/TLS
SSL/TLS SSL DigiCert
DigiCert SHA2 High Assurance Server CA
SSL/TLS DigiCert High Assurance EV Root CA

https://www.digicert.com/digicert-root-certificates.htm#roots

URL 2016 9
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5. L.
JSON
[1] JSON
REST GET
areal/devicel
JSON
1
DeviceAccessCode
areal/devicel
R U
API JSON
HTTP PUT
Authorization
Bearer DeviceAccessCode
URI http://<zone>_fujitsu.com/v1l/< ID>/areal/devicel. json
BODY {""sensorl": 100}
200 OK API JSON
HTTP GET
Authorization
Bearer DeviceAccessCode
URI http://<zone>_fujitsu.com/v1l/< ID>/ areal/devicel/ past
BODY JSON JSON
" _data” (_resource_path) _date
[
{
" data":{
"sensorl':100
1
" date":"20170214T072509.987Z",
" _resource_path”:"areal/devicel”
}
]

BODY

loT Platform API

3.3
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[2] Mail

JSON
ID eventinfo.txt
eventinfo.txt eventinfo.txt
JSON " body” operation date
ID(event_id) (resource_path)
{
"operation":"create",
"date":"20170214T072509.997",
"body":{
"sensorl':100
1,
"event id":"58a2b0bc0341",
"resource_path':"areal/devicel”
)
loT Platform API 10.2
[31
API API JSON
API
_fwd/areal/devicel
JSON
URI http://< API>
PUT
FwdDeviceAccessCode
_fwd/areal/devicel
R U
API JSON
HTTP PUT
Authorization
Bearer DeviceAccessCode
URI http://<zone>_fujitsu.com/v1l/< ID>/ fwd/areal/devicel. json
BODY {""sensorl1":100}
200 OK API JSON
API BODY JSON

JSON

‘{"sensorl":lOO}
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5. 2. _JSON

_JSON
1
9
1
_JSON
API 8.8 loT Platform API
3.3
filter API _date and
loT Platform

§—fz

10 ( 1 APl )
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/sensorsBl FETOUY-RCALT
B—OTFIZAI-FE
BB 2 EN DD

loT Platform .

b sy
f§€ns _s?_ﬂev eA ‘ /sensors/$all
= [EMLT

U2 . T-IERETS

/sensors /sersors/devic

~/sensors/deviceE

loT Platform
Jsensorsicma
GIEOFIEAD-FE

fSsnsoRy deiic ﬁ‘
= — _ [EHLT

BRE AL _ IYE e | ‘ _jjﬁﬁﬁz%n

{ DY—2R ]‘——‘ -z E.J

/sensors /sensbrs/device

_—

— - _

~ Jsensors/deviceE
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5. 4. CDL
CDL

1 CDL

5.5. CDL
CDL 1

5. 6.
API API
KeepAlive ON
KeepAlive  OFF

5. T.

5.8.

)

! 4.13

2)

3)

! 4.7

4)

5) API

API1

PKCS#12 client._pl2
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PKCS#12 CA

API
PKCS#12
REST PKCS#12

PKCS#12 client._crt client_key

client. plZ(PKCS #12)

T e ' ’7747%\ f;;’r?» “

—E A - @)LADER%

' 4 ﬁ%ﬁbtfﬁﬁ%& ) ]

client.crt client.key

W W 5T
_amE | wER
PHRI— EADBE - \ 9}‘%;“ ARETS.
. I 71 H GSAPIE | s
APID] | 7 5 KBTS,
o [ s e
13 PKCS#12
OpenSSL OpenSSL
Ubuntu
PKCS #12
20171011000000.p12 client._crt)

‘$ openssl pkcsl12 -in 20171011000000.p12 -clcerts -nokeys -out client.crt

client.crt
4.7
PKCS #12 20171011000000.p12
client_key)

‘$ openssl pkcsl2 -in 20171011000000.p12 -nocerts -nodes -out client._key

API client.key client.crt API curl
" --key” ,"-E" ClientAccessCode
API

$ curl -X PUT -H "Authorization:Bearer ClientAccessCode® "https://<zone>.fujitsu.com/vl/<
ID>/clientResource.json” -d "{"sensor":10}" -E <client.crt >
/client.crt --key <client_key >/client._key
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5.9. CORS

JavaScript API
CORS(Cross-Origin Resource Sharing) JavaScript
4.14.2
5. 10.
MQTT
_error
_error
8.12 loT Platform API
5.11. JSON
csv txt binary gzip _JSON
JSON csv
gzip JSON
JSON
- | @ || o7 Platform ) q =07
T csvI74 ix{E RO HUFISONAZRD 7TV
- 4 N name,age,tel U J—R {“csv":[["name”,"age”,"tel"],
h MA,30,012-345-6789 q [“ErF” 30,"012-345-6789"], —
#74,40,098-765-4321 _JSON [“§#574",40,"098-765-4321"]]} o
[
L )
IoT Platform
| txtIPANEE | [ EROHUIZISONFZ R0 |
FIAR : _ 77
° 3 fn'gﬁ‘(i)d? =sdio > {“txt":"#indlude <stdio.n>¥n
SRR TR S A S mapli?i(rztf{(igHello C World!¥¥n¥");¥n}"} E pe—
IoT Platform i 77

T/MR - [binaryIr{NieE) R0 HUFISONFERD

{"bin":" 40zVEVYVOOAjeOBr+mBuOaKnu
OBp+0BjeOBvuOBmM+0CKk+0AggOK---"}

IoT Platform

| gzipE#EF-5 |

¥

RO UIZISONZ RO -

{q‘lcsvﬂ:[[Hnameﬂrlfageﬂrﬂtelii]r
[“H",30,"012-345-6789"], m—
[“#57K",40,7098-765-4321"]]} -
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FHOEE

6. 1.
API
. @APINS DTk
QY—EZR—=FILH5 . I
! Jyy—=z. S N 71 Z23— Rl AccTokyo |
YY-2-FoEAI-kotm YA FIEAT bo#mDﬁ/wﬁ
ey c]
[ TOKYO TOKYO/KAMATA/Sensorl
PO 23—F: AccTOKYO PEA3—F : AccSensor
Pt AHE: COLER TS FOUAIE : RUIER(TS
BAPIICED
YY-A7-HDERE
14
[11
CDL
TOKYO
AccTOKYO
TOKYO
CDhL
[2]API
API
| TOKYO/KAMATA/Sensor1
AccSensor
TOKYO/KAMATA/Sensorl
R U
API
BODY 11.1 loT Platform API 7
POST
Authorization:Bearer AccTOKYO
URI http://<zone>.fujitsu.com/vl/< ID>/ TOKYO/KAMATA/Sensorl

201 Created
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CDL AccTOKYO

API
BODY 12.1 loT Platform API 8
POST
Authorization:Bearer AccTOKYO
URI http://<zone>.fujitsu.com/v1l/< ID>/_access_codes/AccSensor
201 Created
CDL AccTOKYO
[31
TOKYO/KAMATA/Sensorl
BODY 8.1 loT Platform API 3.1
PUT
Authorization:Bearer AccSensor
URI http://<zone>_fujitsu.com/v1l/< 1D>/TOKYO/KAMATA/Sensorl

200 OK
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H1E

7.1. API
7.1. 1.
REST HTTP MQTT REST HTTP
MQTT REST
MQTT
CPU
Eclipse Paho
MQTT  PUBLISH SUBSCRIBE SUBSCRIBE
API SSL/TLS SSL/TLS
1
7. 1.2,
ACID
Atomicity Consistency Isolation
Durability
[
[
7.1.3.
° API
[
° _JSON
(] _Binary 1
1 SSL API API SSL
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7.1.4. APl

UTF-8

7.1.5.
+00:00(UTC)
7. 1.6.
HTTPS

7.1.7.
7.1.8. API

API
7.1.9. REST MQTT

_JSON REST MQTT
_Binary REST
7. 1. 10.
API
Response Content-Length
7.1.11.
1 256KByte
API 100
API 1
10,000
1 100Mbyte
100

CA

SUBSCRIBE
MQTT

API

SUBSCRIBE

HTTP
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7.2. REST
721,

1001
_JSON
_Binary

top API

7.3. MQTT
7:8. 1.

IP
MQTTS

7.3.2. QoS

MOTT QoS

MQTT

7.3.4. retain
REST MQTT
MQTT

7.3.5. keepalive
MQTT  keepalive

MQTT
ID

16MB
100MB
BODY
BODY

MQTTS

retain

retain

SUBSCRIBE

ID

MQTT

1,000

loT Platform API

PUBLISH
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BE8E REST
API

ID < 10>
URI http://<zone>.fujitsu.con/

8.1.
_JSON JSON
API

diligence 1 0
2015 8 3 UTC 9

diligence/status/hanako

JSON

1

Di ligenceManagement22222

diligence/status/hanako

R U

API

HTTP PUT

Authorization

Bearer DiligenceManagement22222

URI http://<zone>_fujitsu.com/v1l/<
ID>/diligence/status/hanako. json?$date=20150803T090000Z

BODY {"diligence":1}

Linux0S curl API
URI  $Filter=
%20 + %2b - %27
= %3d

$ curl -i -X PUT -H "Authorization:Bearer DiligenceManagement22222® -d "{"diligence":1}" *
http://<zone>_fujitsu.com/vl/< ID>/diligence/status/hanako. json?$date=20150803T090
000Z*"

200 OK

All Rights Reserved, CopyrightoFUJITSU LIMITED 2016-2018
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8.2.
_JSON JSON
API
http://<zone>_fujitsu.com/vl/< ID>/di ligence/status/hanako

diligence 1 0
2015 8 3 9

8.1
MQTT Subscribe
URI

_fwd/diligence/status/taro

JSON

URI http://<zone>_fujitsu.com/vl/< ID>/di ligence/status/hanako

PUT

Authorization
Bearer DiligenceManagement22222

DiligenceManagement11111
_fwd/diligence/status/taro
R U

API

HTTP PUT

Authorization

Bearer DiligenceManagement11111

URI http://<zone>.fujitsu.com/vl/< ID>/_fwd/diligence/status/taro.j
son

BODY {"diligence":1}

Linux0S curl API

$ curl -1 -X PUT -H "Authorization:Bearer DiligenceManagement11111® -d "{"diligence":1}" "ht
tp://<zone>_fujitsu.com/v1l/< ID>/_fwd/diligence/status/taro.json”

200 OK

Memo
REST

All Rights Reserved, CopyrightoFUJITSU LIMITED 2016-2018
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8.3.

_JSON JSON
API
_past(20150803T0900002) . json 8.1
HTTP PUT
Authorization
Bearer DiligenceManagement22222
URI http://<zone>_fujitsu.com/v1l/<
ID>/diligence/status/hanako/ past(20150803T090000Z) . json
BODY {"diligence":0}
Linux0S curl API
URI  $filter
%20 + %2b - %27

= %3d

$ curl -i -X PUT -H "Authorization:Bearer DiligenceManagement22222® -d "{"diligence":0}" "ht
tp://<zone>_fujitsu.com/v1l/< 1D>/diligence/status/hanako/_past(20150803T090000Z) . jso
n?$newdate=20150803T100000Z"

200 OK
Memo
1
8.4.
_JSON JSON
API
8.1 API
HTTP GET
Authorization
Bearer DiligenceManagement2222?2
URI http://<zone>_fujitsu.com/v1l/<
ID>/diligence/status/hanako/ present.json
Linux0S curl API

$ curl -i -X GET -H "Authorization:Bearer DiligenceManagement22222" "http://<zone>.fujitsu.c
om/vl/< ID>/diligence/status/hanako/ present.json®

JSON 200 OK

All Rights Reserved, CopyrightoFUJITSU LIMITED 2016-2018
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[
{
" data":{
"diligence":0
}
"_date':"201508037090000.000Z" ,
" _resource_path":"diligence/status/hanako"
}
1
JSON
Key Value
_data < >
_date
8.5.
_JSON JSON
API
8
8.1
API filter
2015 8 1 8 31
HTTP GET
Authorization
Bearer DiligenceManagement22222
URI http://<zone>.fujitsu.com/v1l/< ID>/diligence/status/hanako/_pa
st?$filter=_date gt 20150801T000000Z and _date It 20150901T000000Z
Linux0S curl AP1

URI  S$filter=

%20 + %2b %3d

$ curl -i -X GET -H "Authorization:Bearer DiligenceManagement22222" "http://<zone>.fujitsu.c
om/vl/< ID>/diligence/status/hanako/_past?$filter=_date%20gt%2020150801T000000Z%20an
d%20_date%201t%2020150901T000000Z"

JSON 200 OK

[
{
" data":{
"diligence":1
}
"_date':'201508037100000.000Z" ,

All Rights Reserved, CopyrightoFUJITSU LIMITED 2016-2018
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" resource_path":"diligence/status/hanako"

}
1
8.6.
_JSON JSON
2015 8 1 8 31 8.1
API
HTTP DELETE
Authorization
Bearer DiligenceManagement22222
URI http://<zone>.fujitsu.com/v1l/< ID>/diligence/status/hanako/_pa
st?$filter=_date gt 20150801T000000Z and _date It 20150901T000000Z

Linux0S curl AP1
URI  S$filter=

%20 + %2b %3d

$ curl -i -X DELETE -H "Authorization:Bearer DiligenceManagement22222" "http://<zone>.fujits
u.com/vl/< ID>/diligence/status/hanako/_past?$filter=_date%20gt%2020150801T000000Z%2
0and%20_date%201t%2020150901T000000Z "

200 OK
8. 7. (bulk insert)
bulk insert _JSON JSON
API
2016 10 1 9 10 1 ID 0001
9 9 5
users/0001/temperature
JSON
1
TemperatureAccessCode
users/0001/temperature
R U
R U
API bulk=single_resource path  Bulk Insert

All Rights Reserved, CopyrightoFUJITSU LIMITED 2016-2018
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HTTP PUT

Authorization

Bearer TemperatureAccessCode

URI http://<zone>.fujitsu.com/vl/< 1D>/users/0001/temperature. jso
n?$bulk=single_resource_path

BODY L

{

" date':"20161001T090000Z",

" data":{
"temperature:25.0,
"moisture”:10.0

}

31
"_date":"20161001T090100Z",

" data":{
"temperature':25.3,
"moisture":9.0

}
A

" date™:"20161001T090200Z",

" data":{
"temperature™:26.0,
"moisture":12.0

}

3A
"_date":"20161001T090300Z",

" data":{
"temperature:27.0,
"moisture":17.0

¥
3A
"_date":"20161001T090400Z",

" data":{
"temperature":29.0,
"moisture”:19.0

}
}

]

Linux0S curl API
URI  $Filter=
%20 + %2b - %
27 = %3d

$ curl -i -X PUT -H "Authorization:Bearer TemperatureAccessCode” -d "< BODY >" "http://
<zone>_fujitsu.com/vl/< ID>/users/0001/temperature. json?$bulk=single_resource_path*

200 OK
Bulk Insert JSON JSON 1000

All Rights Reserved, CopyrightoFUJITSU LIMITED 2016-2018
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8.8. 1 API ($all)
sall _JSON JSON API
10 9
9 API 8.7

users/0001/temperature
JSON
1

users/0002/temperature
JSON
1

users/0003/temperature
JSON
1

URI
TemperatureAccessCode
Users
P G
G P
users users/0001/tem
perature, users/0002/temperature, users/0003/temperature
API
HTTP GET
Authorization
Bearer TemperatureAccessCode
URI http://<zone>_fujitsu.com/vl/< ID>/users/$all/_past? $filter=_d
ate gt 20161001T090000Z and _date It 20161001T093000Z
BODY
Linux0S curl AP1

URI  $filter=
%20 + %2b " %
27 = %3d

$ curl -i -X GET -H "Authorization:Bearer TemperatureAccessCode® "http://<zone>.fujitsu.com/
v1/< ID>/users/$all/_past?$filter=_date%20gt%2020161001T090000Z%20and%20_date%201t%2
0201610017093000Z"
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200 OK JSON

[
{
" data":{
"temperature™:25.0,
"moisture":10.0
}1
"_date™:"20161001T090000Z",
" resource_path":"users/0001/temperature"
A
" data":{
"temperature":39.0,
"moisture”:30.0
}s
" date™:"20161001T090000Z",
" _resource_path":"users/0002/temperature”
A
" data":{
"temperature:0.0,
"moisture":10.0
}1
"_date™:"20161001T090000Z",
" _resource_path':"users/0003/temperature”
A
" data":{
"temperature':25.3,
"moisture”:9.0
1
" date':"20161001T090100Z",
" resource_path":"users/0001/temperature"
A
" data":{
"temperature™:40.1,
"moisture":10.0
}s
" _date™:"20161001T090100Z",
" _resource_path":"users/0002/temperature”
A
" data":{
"temperature":-3.0,
"moisture”:10.0
}
" date':"20161001T090100Z",
" resource_path":"users/0003/temperature"

All Rights Reserved, CopyrightoFUJITSU LIMITED 2016-2018
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8.9. name (select)

_JSON name name
8.7
API
HTTP GET
Authorization
Bearer TemperatureAccessCode
URI http://<zone>.fujitsu.com/vl/< ID>/users/0001/temperature/_pas
t?$select=temperature
BODY

Linux0S curl API
URI  $Filter=
%20 + %2b - %27
= %3d

$ curl -i -X GET -H "Authorization:Bearer TemperatureAccessCode® "http://<zone>.fujitsu.com/
vl/< ID>/users/0001/temperature/_past?$select=temperature”

200 OK JSON

[
{
{
" data":{
"temperature”:25.0
}
" _date™:"20161001T090000Z",
" _resource_path":"users/0001/temperature”

A
" data":{
"temperature™:25.3
b
" _date":"20161001T090100Z",
" _resource_path":"users/0001/temperature”
A
( )
}
1
8. 10. csv/txt/binary/gzip _JSON JSON
csv txt binary gzip _JSON

JSON

convert
JSON
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ConvertAcc
convert
R U
R U
API
[1] csv
HTTP PUT
Authorization
Bearer ConvertAcc
URI http://<zone>.fujitsu.com/vl/< ID>/convert.csv
BODY Csv (file.csv)
file.csv
name,age, tel
,30,012-345-6789
,40,098-765-4321

Linux0S curl AP1
URI  S$filter=
%20 + %2b -

%27 %3d

$ curl -i -X PUT -H "Authorization:Bearer ConvertAcc" --data-binary @file.csv "http://<zone
>_fujitsu.com/vl/< ID>/convert.csv®

200 OK
HTTP GET
Authorization
Bearer ConvertAcc
URI http://<zone>_fujitsu.com/v1l/< ID>/convert/ _present.json
BODY

$ curl -i -X GET -H "Authorization:Bearer ConvertAcc® "http://<zone>.fujitsu.com/v1l/<
ID>/convert/_present.json®

JSON 200 OK
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[

{
" data":{
{"csv':[["name","age","tel],
[ ",30,"012-345-6789"],
[ ",40,"098-765-4321"1]
}
" date™:"20170901T095721.680Z",
" _resource_path":"convert”
}
1
[2] txt
HTTP PUT
Authorization
Bearer ConvertAcc
URI http://<zone>.fujitsu.com/vl/< ID>/convert.txt
BODY (file.txt)
file.txt
#include <stdio.h>
main() {
printf("Hello C World!¥¥n™);
}
Linux0S curl API
URI  S$filter=
%20 + %2b ’

%27 %3d

$ curl -1 -X PUT -H "Authorization:Bearer ConvertAc’ —-data-binary @file.txt "http://<zone>.
fujitsu.com/vl/< ID>/convert.txt"

200 OK
HTTP GET
Authorization
Bearer ConvertAcc
URI http://<zone>_fujitsu.com/v1l/< ID>/convert/ _present.json
BODY

$ curl -i -X GET -H "Authorization:Bearer ConvertAcc® "http://<zone>.fujitsu.com/vl/<
ID>/convert/_present.json®

JSON 200 OK
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[

{
" data":{
{"txt":"#include <stdio.h>¥nmain() {¥nprintf(¥"Hello CWorld!¥¥n¥");¥n}"
s
" date":"201709017105721.680Z",
" _resource_path":"convert"
}
1
[3] binary
HTTP PUT
Authorization
Bearer ConvertAcc
URI http://<zone>_fujitsu.com/v1l/< ID>/convert.bin
BODY JPEG (koala.jpg)
Linux0S curl API
URI  $filter=
%20 + %2b -

%27 = %3d

$ curl -i -X PUT -H "Authorization:Bearer ConvertAcc® --data-binary @./koala.jpg "http://<zo
ne>_fujitsu.com/vl/< ID>/convert._bin®

200 OK
HTTP GET
Authorization
Bearer ConvertAcc
URI http://<zone>_fujitsu.com/v1l/< ID>/convert/ _present.json
BODY

$ curl -i -X GET -H "Authorization:Bearer ConvertAcc® "http://<zone>.fujitsu.com/v1l/<
ID>/convert/_present.json®

JSON 200 OK
[
{
" data":{
{"bin":"40zVEVYVOOAjeOBr+mBuOaknuOBp+0B jeOBvuOBm+0Ck+0AggOK
1
" date":"20170901T115721.680Z",
" _resource_path":"convert”
}
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K

[4] gzip
HTTP PUT
Authorization
Bearer ConvertAcc
URI http://<zone>.fujitsu.com/v1l/< ID>/convert.json.gz
BODY gzip (file.g2)
Linux0S curl AP1
URI $filter=
%20 + %2b '

%27

%3d

$ curl —i -X PUT -H "Authorization:Bearer ConvertAcc" —-data-binary @./file.gz "http://<zone

>_fujitsu.com/vl/< ID>/convert. json.gz"
200 OK
HTTP GET
Authorization
Bearer ConvertAcc
URI http://<zone>.fujitsu.com/v1l/< ID>/convert/_present.json
BODY

$ curl -i -X GET -H "Authorization:Bearer ConvertAcc® "http://<zone>.fujitsu.com/vl/<
ID>/convert/_present.json®

JSON 200 OK

[
{
" data":{
{"csv":[["name","age","tel"],
[ ",30,"012-345-6789"],
[ ",40,"098-765-4321"1]
}s
" date':"20170901T095721.680Z",
" resource_path":"convert"
}
1

JSON loT Platform API
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Search
JSON
1
SearchAcc
Search
R U
JSON
{"data":[["'name","age"],[" ", 4511}
{lldatall:[[llnamell’llagell]’[ll II’26]]}
{"data":[["'name","age"],[" ".3711}
{"data":[["'name","age"],[" ",2611}
Memo
" age” " data” 1 0 2 1
2 kil ageﬂ
data.0.1
1 llnamell’llagell 2
JSON 26
filter JSONPath
API
HTTP GET
Authorization
Bearer SearchAcc
URI http://<zone>_fujitsu.com/v1l/< ID>/search/_past?$filter=data.l1.1
eq 26"
Linux0S curl API
URI  S$Filter=
%20 + %2b = %3d

$ curl -i -X GET -H "Authorization: Bearer SearchAcc " "http://<zone>.fujitsu.com/v1l/<
ID>/search/_past?$filter=data.1.1%20eq%2026"
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JSON

200 OK

[
{
" data":{
"data":[["name","age"],
[ 26
¥
" date":"20170901T095721.680Z",
" resource_path":" search"
A
" data":{
"data":[["'name","age"],
[ 260
s
" date™:"20170901T095647.245Z",
" _resource_path":" search”
}
1
8.12.
MQTT
_error
ErrorAccRU
_error
R U
/
_error
ErrorAccRU
API
HTTP GET
Authorization
Bearer ErrorAccRU
URI http://<zone>.fujitsu.com/vl/< ID>/_error/_past
Linux0S curl API
URT  $Filter=
%20 + %2b = %3d
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$ curl -i -X GET -H "Authorization:Bearer ErrorAccRU" "http://<zone>.fujitsu.com/vl/<
ID>/_error/_past”

JSON 200 OK

[
{
" data":{
"collection_first_time":"< >,
"collection_last_time":"< >,
"errors”: [
{
"error_factor_message':"'< >
"number_of times'":<
>1

"resource_path:"'< >t
lltriggerll:ll< >ll
}
1

s
"_date™:""201809017235959.000Z",

" _resource_path":" _error”

( )
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HIE MQTT

MQTT API
2 MQTT MQTT
1 ID < D>
2 MQTT <zone>_fujitsu.com
3 loT URI http://<zone>_fujitsu.com/
4 MQTT < ID>
9.1.
8.1
API
diligence 1 0
8.1
API
MQTT <zone>_fujitsu.com
1883/TCP SSL/TLS 8883/TCP
PUBLISH
MQTT < 1D>
MQTT <MQTT >
DiligenceManagement22222/v1/< ID>/di ligence/status/hanako
DUP 0
QoS 0
RETAIN True
{
"diligence":1
}
Eclipse Paho Python
pub.py

import paho.mqtt.client as mgtt
import time

def on_connect(client, userdata, flags, rc):
if str(rc)=="0":
print("[CONNACK]:client can connect :" + str(rc));
else:
print("[CONNACK]:client can¥"t connect :" + str(rc));
client._publish(topic,payload,qos=0, retain=False)

2 MQTT
REST
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def on_publish(client,userdata,mid):
print(client is published ™)
client._disconnect()

if _name_ == " main_ ":
is_connect = True

username = " < ID>"

password = "<MQTT >*

host = "<zone>.fujitsu.com”

topic = "DiligenceManagement22222/v1/<
port = 1883

payload = *{"diligence":1}"

client = mgtt.Client()

client.on_connect = on_connect
client.on_publish = on_publish
client._username_pw_set(username,password)
client.connect(host, port,keepal ive=1800)
client._loop_forever()

ID>/diligence/status/hanako"

Eclipse Paho Python
‘$python pub . py
[CONNACK] :client can connect :0
client is published
MQTT JSON
REST
9.2.
MQTT 8.1
API
MQTT <zone>_fujitsu.com
1883/TCP SSL/TLS 8883/TCP
SUBSCRIBE
Topic DiligenceManagement22222/v1/< ID>/di ligence/status/hanako
Keep-alive 1800
DUP 0
QoS 0
RETAIN 0
DiligenceManagement22222/v1/< ID>/di ligence/status/hanako
sub.py

import paho.mgtt.client as mqtt
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def on_connect(client, userdata, flags, rc):
if str(rc)=="0":
print("[CONNACK]:client can connect :" + str(rc));
else:
print("[CONNACK]:client can¥"t connect :" + str(rc));
client.subscribe(topic,qos=0)

def on_message(client, userdata, msg):
print(“Message is recieved.¥r¥nTOPIC:" + msg.topic + "¥r¥npayload:¥r¥n®" + str(msg.payloa

d))

client.disconnect();

if _name_ == " main_ ":
username = "< ID>"
password = "< MQTT >*"
host = "<zone>.fujitsu.com”
topic="DiligenceManagement22222/v1/< ID>/diligence/status/hanako*
port = 1883

client = mgtt.Client()
client.on_connect = on_connect
client.on_message = on_message

client.username_pw_set(username, password)
client._connect(host, port=port, keepalive=1800)
client._loop_forever()

‘$python sub.py

4.1

‘$python pub.py

topic: DiligenceManagement22222/v1/< ID>/di ligence/status/hanako

payload:
{ "diligence":1}

CONNECT  SUBSCRIBE
CONNECT KeepAlive 1 1800
PINGREQ

PUBLISH retain True
CONNECT
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H10E _Binary
_Binary API

1D < 1D>
URI http://<zone>._fujitsu.com/

loT Platform

_bin/Tokyo/Kamata/LineA/normal

1
AccTokyoLineAllRU
_bin/Tokyo/Kamata/LineA/normal
R U
R U
10. 1. _Binary
_Binary Binary
A
_Binary _bin/Tokyo/Kamata/LineA/normal
JPG
2016 9 1 10 01 A
(11neA1000. jpg) productlD12345
API
HTTP PUT
Authorization
Bearer AccTokyoLineAllIRU
x-iotpf-meta-datal
productlD12345
URI http://<zone>.fujitsu.com/vl/< ID>/_bin/Tokyo/Kamata/LineA/no
rmal ?$date=201609017100100Z
BODY JPEG (1ineA1000. jpg)
Linux0S curl AP1
URI  $filter=
%20 + %2b ) %27

= %3d
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$ curl -i -X PUT -H "Authorization:Bearer AccTokyoLineAlIRU" -H "x-iotpf-meta-datal: product
1D12345" --data-binary @./1ineA1000.jpg "http://<zone>.fujitsu.com/vl/< ID>/_bin/Tok
yo/Kamata/LineA/normal ?$date=201609017100100Z"

200 OK
10. 2. _Binary
A
_Binary _bin/Tokyo/Kamata/LineA/normal Binary
10.1
JPG
2016 9 1 10 11 A
10 01 10 21 100 41
API filter
2016 9 1 10 11
Filter 1oT Platform API
HTTP GET
Authorization
Bearer AccTokyoLineAllIRU
URI http://<zone>.fujitsu.com/v1l/< ID>/_bin/Tokyo/Kamata/LineA/
normal/_past?$filter=_date gt 201609017100000Z and _date It 2016090
171100002
Linux0S curl API
URI  $filter=
%20 + %2b = %3d

$ curl -i -X GET -H "Authorization:Bearer AccTokyoLineAlIRU" "http://<zone>.fujitsu.com/v1l/<
ID>/_bin/Tokyo/Kamata/LineA/normal/_past?$filter=_date%20gt%2020160901T100000Z%20an
d%20_date%201t%20201609017110000Z"

JSON 200 OK

[
{

"content_type'":"application/x-www-form-urlencoded",
"name":"_bin/Tokyo/Kamata/LineA/normal/_past(20160901T100100.0002)"
}

{
"content_type':"application/x-www-form-urlencoded",
"name":"_bin/Tokyo/Kamata/LineA/normal/_past(201609017102100.0002)"
}

{
"content_type":"application/x-www-form-urlencoded”,
"name"':"_bin/Tokyo/Kamata/LineA/normal/_past(201609017104100.0002)"
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1
_Binary
1
10.3
10. 3. _Binary
A
_Binary _bin/Tokyo/Kamata/LineA/normal 2016 9
1 10 01
10.1 API
HTTP GET
Authorization
Bearer AccTokyoLineAllIRU
URI http://<zone>.fujitsu.com/vl/< ID>/_bin/Tokyo/Kamata/LineA/norma
1/_past(201609017100100.0002)
Linux0S curl API
URI  $filter=
+ %2b

$ curl -X GET -H "Authorization:Bearer AccTokyoLineAlIRU" "http://<zone>._fujitsu.com/v1l/<
ID>/_bin/Tokyo/Kamata/LineA/normal/ past(201609017100100.000Z )" > outputLineA.jpg

10.1 JPG

HTTP Range Request

206 Partial Content Header Content-Range Header

Range API
10. 4. _Binary

A
_Binary _bin/Tokyo/Kamata/LineA/normal 2016 9
1 10 1
10.1 API
HTTP DELETE
Authorization

Bearer AccTokyoLineAllRU
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URI http://<zone>_fujitsu.com/vl/< ID>/_bin/Tokyo/Kamata/LineA/nor
mal/_past?$filter=_date eq 20160901T100100.000Z

Linux0S curl AP1

$ curl -i -X DELETE -H "Authorization:Bearer AccTokyoLineAllRU® "http://<zone>.fujitsu.com/v
1/< ID>/_bin/Tokyo/Kamata/LineA/normal/_past?$filter=_date%20eq%20201609017100100.00
0z*

200 OK
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113

API
10 A B
1D < 1D>
URI http://<zone>_fujitsu.com/
loT
Platform
_bin/Tokyo
1
URI
_bin/Tokyo
AccTokyoCDL
CDL
CbL API C D L
_bin/Tokyo API
11.1
B
_Binary _bin/Tokyo/Kamata/LineB/normal API

_bin/Tokyo/Kamata/LineB/normal

3
AP1
HTTP POST

Authorization
Bearer AccTokyoCDL

URI http://<zone>_fujitsu.com/v1l/< ID>/_bin/Tokyo/Kamata/LineB/
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normal

BODY {

"resource":{
"retention_period”:3
}

}

Linux0S curl API

$ curl -i -X POST -H "Authorization:Bearer AccTokyoCDL® -d "{"resource":{"retention_period":

3}}" "http://<zone>.fujitsu.com/vl/< ID>/_bin/Tokyo/Kamata/LineB/normal*
201 Created Location
http://<zone>_fujitsu.com/vl/< 1D>/_bin/Tokyo/Kamata/LineB/normal
11.2
_bin/Tokyo 11.1
API

HTTP GET

Authorization

Bearer AccTokyoCDL
URI http://<zone>.fujitsu.com/vl/< ID>/_bin/Tokyo/$all/_resources

Linux0S curl API

$ curl -i -X GET -H "Authorization:Bearer AccTokyoCDL" "http://<zone>.fujitsu.com/v1l/<
ID>/_bin/Tokyo/$all/_resources”

JSON 200 OK

{

"resources":[{
"resource_path":"_bin/Tokyo/Kamata/LineA/normal",
"retention_period":1,
"last_modified":201609017100100Z

}

}

{
"resource_path":"_bin/Tokyo/Kamata/LineA/fault",
"retention_period”:1,
"last_modified":201609017100000Z

}
}
{
"resource_path™:"_bin/Tokyo/Kamata/LineB/normal™,
"retention_period”:3,
"last_modified":201609017120100Z

}
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A
"resource_path":"_bin/Tokyo/Kamata/LineB/fault",
"retention_period”:1,
"last_modified":201609017120000Z

}
}
1
_bin/Tokyo _bin/Tokyo/Kamata/LineA/normal _bin/Tokyo/Kamata/LineA/T
ault _bin/Tokyo/Kamata/LineB/normal _bin/Tokyo/Kamata/LineB/fault 4
11..3.
C _bin/Tokyo/Kamata/
LineC/normal 11.1
_Binary
_bin/Tokyo/Kamata/LineC/normal
3
API
HTTP DELETE
Authorization
Bearer AccTokyoCDL
URI http://<zone>.fujitsu.com/v1l/< ID>/_bin/Tokyo/Kamata/LineC/norma
I
Linux0S curl API

$ curl -1 -X DELETE -H "Authorization:Bearer AccTokyoCDL" “http://<zone>._fujitsu.com/vl/<
ID>/_bin/Tokyo/Kamata/LineC/normal*

204 No Content
423 Locked 12.3
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F128E

12. 1.
11.1

AccTokyoLineAllRU
_bin/Tokyo/Kamata/LineB/normal
R U

R (read) U (update)

HTTP POST

Authorization

Bearer AccTokyoCDL

Content-Type

application/json; charset=UTF-8

URI http://<zone>_fujitsu.com/v1l/< ID>/_access_codes/AccTokyolLineA
11RU

BODY {

NN

"access_code":{
"permissions":{
"resource_operations":[

{
"operations™:[
"update”,
"read"
1.
"resource_path™:"_bin/Tokyo/Kamata/LineB/normal*
}
1
}
}
}
Linux0S curl API
$ curl -i -X POST -H "Authorization:Bearer AccTokyoCDL" -H "Content-Type: application/json;
charset=UTF-8" -d * BODY " "http://<zone>.fujitsu.com/vl/< ID>/_access_codes
/AccTokyoLineAlIRU"
201 Created Location
http://<zone>.fujitsu.com/vl/< ID>/ access_codes/AccTokyoLineAl
IRU
12..2.
12.1
11 12.1
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HTTP GET

Authorization

Bearer AccTokyoCDL

URI http://<zone>.fujitsu.com/vl/< ID>/_access_codes/AccTokyoLi
neAllRU

Linux0S curl API

$ curl -i -X GET -H "Authorization:Bearer AccTokyoCDL" "http://<zone>.fujitsu.com/v1l/<
ID>/_access_codes/AccTokyoLineAlIRU"

JSON 200 OK
{
"access_codes":[{
"permissions":{
"ip_filter":[ ],
"resource_operations”:[{
"operations":[ "read"”, "update" ],
"resource_path":"_bin/Tokyo/Kamata/LineA/normal"
31
}1
"access_code":"AccTokyoLineAllIRU"
31
}
12..3:

12.1 12.1
AccTokyoLineAllRU
_bin/Tokyo/Kamata/LineB/normal

R U

API

HTTP DELETE
Authorization
Bearer AccTokyoCDL

URI http://<zone>.fujitsu.com/vl/< ID>/_access_codes/AccTokyoLineAll
RU

Linux0S curl API

$ curl -1 -X DELETE -H "Authorization:Bearer AccTokyoCDL" “http://<zone>._fujitsu.com/vl/<
ID>/_access_codes/AccTokyolLineAllRU"

204 No Content
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E13=

13. 1.
A 30 Email

1 Sensors
JSON
1

2 sensors/temperature
JSON
1

TemperatureCDL
sensors

CDL

TemperatureRU
2 sensors/temperature

R U

CDL API C D L
R (read) U
(update)

HTTP POST

Authorization

Bearer TemperatureCDL
Content-Type

application/json; charset=UTF-8

NN

URI http://<zone>.fujitsu.com/v1l/< ID>/_events

BODY {
"event":{
"notification”:{
"smtp:{
"subject™:" 30 ",
"body":" 30 ",
"send_to":"hoge@piyo.fujitsu.com"
}
}
"conditions":{

"targets":{
"read_access_code'":"TemperatureRU",
"operations':["create”,"update"],
"resource_path:"sensors/temperature’
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}
"notification_condition":{
"body_conditions":{
"path':"'sensors/temperature”,
"path_type':"JSONPath",
"comparing_operator':"ge",
"value':30.00000
}
}
}
1}

Linux0S curl API

$ curl -i -X POST -H "Authorization:Bearer TemperatureCDL" -H "Content-Type:application/jso

n; charset=UTF-8" -d * BODY " "http://<zone>.fujitsu.com/vl/< ID>/_events”
201 Created Location
http://<zone>_fujitsu.com/vl/< ID>/_events/1234567890
1234567890 ID
13..2.
13.1 13.1

ID 1234567890

HTTP GET
Authorization
Bearer TemperatureCDL
URI http://<zone>_fujitsu.com/v1l/< ID>/_events/1234567890
Linux0S curl AP1

$ curl -i -X GET -H "Authorization:Bearer TemparatureCDL" “http://<zone>_fujitsu.com/vl/<
ID>/_events/1234567890"

JSON 200 OK

{

"events":[{
"conditions":{
"targets":{
"operations':["create”, "update"],
"resource_path':"sensors/temperature",
"read_access_code'":"TemperatureRU"
.
"notification_condition":{
"body_conditions":{
"path'":"sensors/temperature",
"path_type':"JSONPath",
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"comparing_operator':"ge",
"value':30.00000

}
}
}
"notification":{
"smtp":{
"subject™:" 30 ",
"body™:" 30 ",
"send_to":" hoge@piyo.fujitsu.com"
}
}
"event_id":"1234567890"
31
}
13. 3.
13.1 13.1
API
HTTP DELETE
Authorization
Bearer TemperatureCDL
URI http://<zone>.fujitsu.com/v1l/< ID>/_events/1234567890
Linux0S curl API

$ curl -i -X DELETE -H "Authorization:Bearer TemperatureCDL" "http://<zone>.fujitsu.com/v1/<
ID>/_events/1234567890"

204 No Content
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1 REST (Android)
Android

Copyright (¢) 2018 Fujitsu Limited

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software™), to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software only for the activities in
connection with “ FUJITSU Cloud Service loT Platform” service of Fujitsu Limited, and to
permit persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE 1S PROVIDED "AS 1S, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

SampleAppREST.zip Android Studio
Android Developer

ARROWS NX F-O5F(Android 4.4)

API
SDK SDK
API Android
SDK 19 Android 4.4 KitKat
SDK 21 Android 5.0 Lollipop
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i@ Rest For loT I Rest For loT

GET DELETE SETTING P GET DELETE SETTING

e ” . = w1 =4
BaseURI: http://api.iot.jp. R ’
FJIOT-001/ v1/TESTO3-001/

Resource Path

Resource Path dili /status/hanak
| Hiligence/status/hanako | a—— ® M
AccessCode

AccessCode Dili M 111111
I DiligenceManagement11111 IQ— @ BO;\?GHCE o

BODY plan”: 0}
I {"plan": 0} IQ—-@ =

PUT Clear

Result
i ~——-HEADER -—-

emulated/0/ HTTP/1.1 208 OK
1508712_142115893_PUT txt Server: nginxDate: Wed, 12 Aug 2015 85:27:33
GMTContent-Type: application/isonCantent-Length:
3Connection: keep-aliveX-Powered-By: go-json-rest
—.BODY——
oK

PUT/GET/DELETE
URI SETTING
URI SETTING URI
REST
REST
BODY BODY
REST BODY
REST [1] [5] REST
REST
Android REST
1 API 1
/storage/emulated/0/Download
REST
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181 Rest For loT

PUT GET DELETE SETTING

Hasellfl

http://api.sys.iot.jp.fujitsu.com/vi/ R —— @
TEST@1-002/ _

Set BaseURI < (::)

URI

URI

URI

URI
PUT/GET/DELETE
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