10T Platform
API

(7.00 )
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1.0 2016/10/7
1.1 ( ) 2016/11/1
1.2 (DRC)
2.2 2.2.1 2.2.5 2.2.6
2.2 _Binary
Utc
+0900 yA
2.3.1 2.4.1  SSL TLS1.1 TLS1.2
2.5.1 MQTT QoS
1.2 2016/12/1
$orderby
2.1
3.2
7.2  Body last_modified
1.3 2.1 2017/1/12
410 2017/4/1
2.3.1 2.3.2 (Range Request)
2.4 CORS(Cross-Domain Resource Sharing)
3.3 5.3  hierarchy get
8.1 8.2
8.1  hierarchy_get hierarchy_put
42.0 2017/8/1
2.4 8.1 8.2 17
2.2.7
11
5.00 2017/11/18
3.1 3.4 csv/ /
3.3
2.1 1)
5.10 2018/3/17
2.1 2.4.1 3.1 3.4 3.5 4.1 11.3
2.1 skip
3.3
2.3.1 2.5.1 TLS
3.1 3.2 3.3 3.4 3.5
5.11 2018/4/11
2.1
11.3
512 2018/6/13
10
10.1 Request Response
10.3 ( )_JSON  API
7.00 2018/9/15
2.3.1 2.3.2 2.4.1 2.4.2
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2.4.1
10.1
11.3

5.1

5.5
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loT Platform

loT Platform API
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loT Internet of Things
REST REpresentational State Transfer
Web
URL HTTP XML
RESTful API
XML JSON
MQTT Message Queuing Telemetry Transport
MQTT TCP/1P
M2M 1oT Internet of Things
2 HTTP

CPU

Dynamic Resource Controller
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1.1.
loT Platform API
API
1.2.
loT Platform
loT Platform
loT Platform API
API
loT Platform Web ( )
Memo
loT Platform
3
loT Platform
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REST(HTTP)/MQTT

1: REST(HTTP) URI MQTT  Topic
2:filter REST(HTTP)
filter
3: filter API
filter
4: select select
5: Body REST Body MQTT Payload
1
128
- _ /
/( ) /- /- _fud
/ -
- |2
/ 7/ / _Binary
_bin
128
json csv txt bin 3 4
Bod
oy 9z 2 2
IF
3 48
1508601 (
) or -
20141225T103612.001Z T 16 24
uTC VA
(
0
)
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MQTT broker

RETAIN true false 4 5
true
false
<filter >
name,value
<filter >
alue ’
filter valu 6 256
and or
_date
top 1 1000
100,000
skip skip 0
Select key
$select=< key> name
< key>
< key> ,
key y 8 256

< key>  JSON name
XML $select=data.no,data.name

ContentTune sov I RFC2046 RFCEB38 RFC4280 | -
yp y RFC6657

) ) %x21-%xX7E
x-iotpf-request-id ID US ASCII 0 o4

x-iotpf-meta-datal,
_ %x21-%xX7E
x-1otpf-meta-data2, 1 128
. US ASCII
x-1otpf-meta-data3

Body JSON
JSON - - 1,000
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2 fTilter

¥(*1)
& $ ( )
Unicode
(UTF-8)
URI
JSON
1 128
name _
name and or
eq ne It le
gt ge
name
<name>.<name>
15
¥(*1)
Unicode (UTF-8) 256
URI
JSON ~999999999999999
value ' 999999999999999
null
t 8
ea( ) ne( ) o eq ne gt ge It le
) geC ) I 1 (
) leC ) )
and( ) or( )
0]
(Aeq1andBeql)or(Aeq?
and B eq 2)
and or 0 (
O O )
((Aeq
1 and B eq 1)or(A eq 2 and B
eq 2))and(C eq 1)

(*1) U+005C(REVERSE SOLIDUS)
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3 filter

1 1
_resource_path ( (
) )
¥(*1) ' ,
Unicode (UTF-8 1)
URI
- . ~ 256
startwith() -
3
eqC ) eq - (
)
and( ) 2
and and - (
) )
(*1) U+005C(REVERSE SOLIDUS)
4 select
¥(*1) - &
$ ( )
Unicode (UTF-8
D
URI
JSON - ; ~
key - 1 128
name
name
<name>.<name>
15
10
key < key> (
)

(*1) U+005C(REVERSE SOLIDUS)

5 Body
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16Mbyte
JSON
Body BSON
- JSON 0 Byte
Bulk Insert
json
JSON 256kbyte
csv (
- Body csv 0 Byte
t>xt
)
bin
¥(*1) ’ &
$ ( )
Uniicode (UTF-8)
JSON
name - 1 128
name name and or eq
ne It le gt
ge ( )
name 15
¥(*1) s 0 Body
Unicode
(UTF-8)
value JSON -999999999999999
value 999999999999999
null
true/false bool (
)
(*1) U+005C(REVERSE SOLIDUS)
2.2.
2.2.1.API
ID APl  SSL
2.2.2. AP1
API create
delete list API create delete
list

API
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2.2.3. REST MQTT

_JSON REST MQTT SUBSCRIBE
_Binary REST MQTT SUBSCRIBE
2.2.4. / / JSON
JSON 400 Bad Request
JSON 400 Bad Request
_JSON Body
“ fwd_info” “ fwd_info” ( )_JSON 400 Bad
Request
2.2.5.
_JSON < >
( )_JSON  _fwd/< >
_fwd/
_Binary _bin/< >
_bin/
2.2.6.
API / /
5 (
)
2.2.7.
REST(HTTP) HTTP
429 Too Many Requests
MQTT
“ trigger” :* MP” , “ error_factor message” :“ Failed to
execute publishing resource data, in the system internal
processing.”
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2.3. REST(HTTP)

2.3.1.Request

Parameters
Base URL http://<zone>.fujitsu.com <zone>
https://<zone>.fujitsu.com
® http 80/tcp
® https 443/tcp (TLS1.2
* )
> URL ( ? ) (
)
Headers M/0(*1)
Authorization Bearer < > M
Accept-Encoding | gzip gzip | 0(*2)
Range bytes=< >- 0(*3)
bytes=< >-< >
bytes=-< >
LD M 0
(*2) 3.2 _JSON 3.3 _JSON
(*3) 5.2 _Binary

2.3.2.Response

Status-Code | Reason-Phrase

200 0K

201 Created

204 No Content

206 Partial content

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

405 Method Not Allowed

408 Request Time-out

409 Conflict

411 Length Required Content-Lengh
412 Precondition Failed )
413 Payload Too Large
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414 URI Too Long URI
415 Unsupported Media Type
Content-Type
416 Requested Range Not (Range )
Satisfiable
421 Misdirected Request
423 Locked
429 Too Many Requests
495 SSL Certificate Error
496 SSL Certificate
Required
497 HTTP Request Sent to HTTPS HTTP
HTTPS Port
500 Internal Server Error
501 Not Implemented
502 Bad Gateway
503 Service Unavailable
504 Gateway Time-out
Headers
Content-Encoding | gzip gzip
(@)
Content-Length Body (byte) -
Content-Range < >-< >/< > | 206 Range
*1) 3.2 _JSON 3.3 _JSON Request
Accept-Encoding 1024byte
1.
Headers
Content-Type application/json
application/json; charset=UTF-8
1. Body
{"errors": [{
"message': "< >,
"< name>": "< value>"
H ks
M/0(*1)
— M
name name name 0
value | < name> value — 0
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*1) M 0

Body 1

2.4. CORS (Cross-Origin Resource Sharing)

Web (Same-Origin Policy) Web
REST (HTTP) loT Platform
CORS (Cross-Origin Resource Sharing)(*1)
(*1) w3C (http://www.w3.0rg/TR/cors/)
CORS 2
>

» Preflight Request

CORS REST(HTTP)

2.4.1.Preflight Request

® Request
Method
Options - -
Headers M/0(*1)
Origin < > - M
Access-Control-Request-Method | POST PUT GET DELETE REST (HTTP) | M
Access-Control-Request-Headers | Authorization - M
Content-Type 0
Range 0
x-iotpf-meta-datal 0
x-iotpf-meta-data2
x-iotpf-meta-data3
x-iotpf-request-id 0
Accept-Encoding 0

1) M 0

» Access-Control-Request-Headers

< ( )
< Content-Type

1. 7.1

2. 7.3

3. 8.1

4. 8.3

5. 9.1

6. 9.3
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http://www.w3.org/TR/cors/

7. _JSON _JSON 3.1
8. _JSON 3.4
9. _Binary 5.1
< x-iotpf-meta-datal x-iotpf-meta-data?2 x-iotpf-meta-data3 Range
1. _Binary (REST) 5
< x-iotpf-request-id
1. _JSON _JSON 3.1
2. _JSON 3.4
3. _JSON 3.5
4. _Binary (G.1 )
5. _Binary (G5 )
< Accept-Encoding
1. _JSON 3.2
2. _JSON 3.3
> CORS Origin
(400 Bad Request)
Body
® Response
Status-Code Reason-Phrase
2.3.2 - -
Headers
Access-Control-Allow-Origin | *
Access-Control-Allow-Methods | OPTIONS,POST,PUT,GET,DELETE
Access-Control-Al low-Headers | Authorization
Content-Type
Range _Binary
(REST)
x-iotpf-meta-datal _Binary
x-iotpf-meta-data2 (REST)
x-iotpf-meta-data3
x-iotpf-request-id _JSON (
)_JSON (REST)
_Binary (REST)
Accept-Encoding _JSON (
)_JSON (REST)
Access-Control-Max-Age 86400 24

» Access-Control-Request-Headers

Body

2.4.2.
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CORS 2.3

® Request
Request
Headers M/0(*1)
Origin < > - M
LD M 0

® Response

Headers

Access-Control-Allow-0rigin *
CORS
CORS

CORS

Access-Control-Expose-Headers | Location
Content-Length CORS
Content-Range
x-iotpf-meta-datal
x-iotpf-meta-data2
x-iotpf-meta-data3
Content-Encoding

2.5. MQTT
MQTT v3.1
2.5.1.Request
® MQTT
MQTT SSL/TLS
<zone>_fujitsu.com 1883/TCP
<zone>_fujitsu.com 8883/TCP o
® <zone>

® SSL/TLS TLS1.2

[ ]
0
CONNECT 1 o
CONNACK 2 ( )
PUBLISH 3 o
PUBACK 4 PUBLISH Qos=1 o
PUBREC 5 PUBLISH Q0S=2, partl o
PUBREL 6 PUBLISH Q0S=2, part2 o
PUBCOMP 7 PUBLISH Q0S=2,part3 o
SUBSCRIBE 8 o
SUBACK 9 SUBSCRIBE ( )
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UNSUBSCRIBE 10 o
UNSUBACK 11 UNSUBSCRIBE ( )
PINGREQ 12 PING
PINGRESP 13 PING ( )
DISCONNECT 14
15
Parameters
DUP Oor1l 0: PUBLISH
1: PUBREL
SUBSCRIBE
UNSUBSCRIBE
QoS Oor1lor? 0: PUBLISH
1: SUBSCRIBE
lor?2
0
MQTT
QoS
RETAIN Oor1l 0:MQTT broker PUBLISH
1:
Parameters
MQIsdp CONNECT
3 CONNECT
User name 1 CONNECT
Password 1 CONNECT
Will RETAIN 0 CONNECT
Will QoS 0 CONNECT
Will 0 CONNECT
Clean Session 1 CONNECT
1 1800 0 CONNECT
1800
(0x05: )
< — PUBLISH
>/v1/<Tenant SUBSCRIBE
ID>/< UNSUBSCRIBE
> (1)
1)< > < >
/v1/<Tenant ID>/< > MQTT
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® CONNECT
Parameters
23
User Name 10
ID
Password 12
® PUBLISH
<>
® SUBSCRIBE
<>
) < >/vl/<Tenant 1D>/< >
® UNSUBSCRIBE
<>
o < >/v1/<Tenant ID>/< >
® MQTT
SUBSCRIBE/UNSUBSCRIBE
No
< >/vl/<Tenant | <Tenant ID> DC/
ID>/# DC/aaa/Tokyo
DC/bbb/Tokyo/1
DC/aaa/Fukuoka/1
DC/bbb/Fukuoka
2 < >/vl/<Tenant DC/aaa
ID>/DC/aaa/# DC/aaa/Tokyo
DC/aaa/Fukuoka/1
3 < >/v1l/<Tenant DC/aaa/Tokyo
1D>/DC/+/Tokyo
< < >/v1/<Tenant 10>/
<>
o
) # +
) +
2.5.2.Response
[
o
[
Parameters
0 — CONNACK
1 ( )
2 ( )
3 ( )
4 ( / )
5 ( )
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3 _JSON ( )_JSON (REST)
_JSON ( )_JSON REST
6
REST _JSON 3.1
[ 1
_JSON
)
_JSON
Bulk Insert Bulk Insert
Bulk Insert API
( )_JSON
URL
URL MQTT Broker
3.2
[ 1
3.3
HIT
[ 1
QUERY
3.4
[ 1
3.5
[ 1
QUERY
3.1. _JSON _JSON
Request
Parameters
Method PUT
URI <Base URL>/v1/<Tenant ID>/< >.< >.< >?$date=<

>&$skip=<Body

>8&$retain=<RETAIN>&$bulk=<Bulk Insert

>&$numconv=<

>&$charset=<Body

>
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<Base URL>/v1/<Tenant ID>/_fwd/< >.< >.<

>?$date=< >&$retain=<RETAIN>&$charset=<Body
>&$skip=<Body >&$numconv=< >
Headers 2.3.1
Body
Memo
loT Platform Method
PUT POST Method (7.1 )
< URI
M/0(*1)
Base URL 2.3.1 M
Tenant ID M
M
0
json
json
csv
txt
bin
Body 0
Body
gz
2) 0
($date= )
RETAIN MQTT broker 0
true
false
false ($retain= )
Bulk Insert RETAIN
Bulk Insert Bulk Insert 0
json
none Bulk Insert
single_resource_path Bulk Insert
none ($bulk= )
Body Body csv  txt 0
utf-8 UTF-8
shift_jis Shift-JIS
utf-8 ($charset= )
Body Body csv 0
($skip= )
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Body 0
csv
true
false
true ($numconv= )
DM 0
(*2) 1508601( ) 20141225T7103612.001Z
( 0 )
N + hhmm Z
utc
1. URI
< HTTP
Headers M/0(*1)
Content-Type json 0
application/json; charset=UTF-8
csv
text/csv; charset=<charset>
<charset>
UTF-8
Shift_JIS
txt
text/plain; charset=<charset>
<charset>
UTF-8
Shift_JIS
bin
Body MIME
9z ( )
application/gzip
application/x-gzip
x-iotpf-request-id ID( )(*2) 0
11.3
DM 0
(*2) -
< Body ( json )
1.
>
> name
» JSON 1000
2. <Bulk Insert > none
» JSON ado»
3. <Bulk Insert > single_resource_path
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> JSON JSON

Parameters M/0(*1)
_date (*2) 24 0
< >
< >
_data M
(JSON )
DM 0
(*2) 1508601( ) 20141225T7103612.001Z
( 0 )
-1 + hhmm Z
utc
[
{* _date” :* 20160717T71315207" ,

“ _data” : {* namel” :* valuel” }},
{* _date” :* 20160717T1315217" ,
“ data” :{" namel” :“ valuel” }}

> Bulk Insert API Bulk Insert API

> Bulk Insert

» Bulk Insert MQTT Subscriber
< Body ( csv )
1. Csv JSON
name : “ csv”
value : 2
2. Csv RFC4180
» CSV . ( ) / " ( )
» CSV “CR LF" “ LF”
3. Csv
> ( ) $numconv=false
“ g “« pr
> true false
bool
>
$charset=shit_jis Shift-JIS
UTF-8
Body Shift-JIS UTF-8
4. Body UTF-8 (BOM)
5. MQTT Subscriber
JSON
6.
Body (Csv )

node-a, true, 10.1
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| node-b, false, 20.0

(JSON )
{
"esv': [
[
"node-a",
true,
10.1
1.
[
"node-b",
false,
20
1
1
}
< Body ( txt )
1. JSON
name :© “ txt”
value :
2. $charset=shit_jis Shift_JIS UTF-8
Body Shift-JIS UTF-8
3. Body UTF-8 (BOM)
4. MQTT Subscriber
JSON
5.
Body ( )
#include <stdio.h>
int main(int argc, char **argv)
{
printf(“ Hello, World!!¥n" );
3
(JSON )
{
"txt": "#include <stdio.h>¥r¥n¥r¥nint main(int argc, char
*argv)¥r¥n{¥r¥n¥tprintf(¥"Hello, World!!¥¥n¥";¥r¥n}¥r¥n"
3
< Body ( bin )
1. JSON
name : “ bin”
value : Base64
2. MQTT Subscriber
JSON
3.
Body ( )
| 1234567890
(JSON )
{

"bin": "MTI1zNDU2Nzg5MA=="
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<~  Body

1. gz Body gzip
JSON
2.
3. MQTT Subscriber
JSON

2. Response
<>

Parameters
Status-Code 200 OK
Headers 2.3.2

Body

< 2.3.2

3.2. _JSON

Request
Parameters
Method GET
URI <Base URL>/v1/<Tenant ID>/< >/ present.< >?<QUERY>
<Base URL>/v1/<Tenant ID>/< >/ past(< >).<
1) >?<QUERY>

Headers 2.3.1
Body
(*1) < >

< URI

M/0(*1)
Base URL 2.3.1 M
Tenant 1D

2

o= =

json
QUERY @ ) ( ) 0
GO M 0
(*2) 1508601( ) 20141225T103612.0012
( 0 ) .
= hhmm Z utc

1. URI

% QUERY

$select=< < key>
key> < key> JSON name XML
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key
< key> ,
_date/_resource_path/_data <
key>
$select=sensor. id,sensor.name,sensor.data.temp

3. Response

<>
Parameters
Status-Code 200 OK
Headers | Content-Type < > MIME
json application/json; charset=UTF-8
Body
<~  Body
Name Value
_resource_path
_date (*1)
_data JSON
(*1) 1508601( ) 20141225T103612.0012
( 0 ) ;
= hhmm Z utc
<>
1. 404 Not Found
2. 204 No Content
3. 2 16MB
1000 400 Bad Request
4. 2.3.2
3.3. _JSON
Request
Parameters
Method GET
URI <Base URL>/v1/<Tenant ID>/< (/%all )>/ past.<
>?<QUERY>
(@)
HIT <Base URL>/v1/<Tenant ID>/< (/%all
)>/ past/_count?<QUERY>
Headers 2.3.1
Body
1) < > < >
< URI
M/0(*1)
Base URL 2.3.1 M
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Tenant 1D M
(/%all M
)
0
json
QUERY (& ) ( ) 0
(GON 0
1. URI
¢ < (/%all )>
1. 1)
>
2. 2) /%all
>
>
> AX A/B  A/B/C A/$all
A/B A/B/C
Memo
_JSON
< ID>/%all/_past
< S$all Authorization
1. read
> read ( 401 Unauthorized )
2. hierarchy get
> hierarchy get $all
$all
> $all hieraachy get read
1 read ( 401
Unauthorized )
< QUERY
$filter=<filter > | <filter >
<filter > and or
$top=n n 1000
$skip=n n skip
key < > key <
>
$select=< key> < key>
< key> JSON name name
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< key> ,
_date/_resource_path/_data < key>
$select=sensor.no,sensor.name,sensor.data.temp

$orderby=< key>
< > < key>
_resource_path
_date
< >
asc :
desc :
< key> < >
< key> < > ,
< key>
$orderby
$orderby=_resource_path asc,_date desc
1. /_count $top $skip $select S$orderby $filter
< Tilter
eq /temperature?$filter=Owner eq * Tom’
ne /temperature?$filter=Owner ne null
gt /temperature?$filter=Floorl._Value gt 1000
ge /temperature?&$filter=Floorl.vValue ge 1000
It /temperature?$filter=Floorl._Value It 1000
le /temperature?$filter=Floorl._Value le 1000
and /temperature?$filter=Floorl_Value ge 1000 and Owner eq ‘ Tom
or /temperature?$filter=1d eq 2 or Id eq 1
1. null
2. name <name>.<name>
3. (Aegland B eq 1l)or(Aeq 2 and B eq 2)
> O O ((Aeql1andBeql)or(Aeq?2
and B eq 2))and(C eq 1)
4.
5.
6. JSON <name>.< index> index
{
“ Owners” :[
“ Taro” ,
“ Jiro”
1
}
filter $filter=Owners.0 eq * Taro
> name
index name index name
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{* data” :[{* 0" :* Taro” },{" 0" :* Jiro” }]1}
{* data” :[{* 0" :* Jiro” },{" 0" :* Taro” }]}
{* data” :{* 0" :“ Taro” }}

filter
$filter=data.0 eq * Taro’
$filter=data.1.0 eq * Taro’

< filter
_date 1)
_date
name URI - ; _ ~ )
name
(*1) 1508601( ) 20141225T7103612.001Z
( 0 ) -1
+ hhmm VA e
4. Response
[ ( ) 1
<>
Parameters
Status-Code 200 OK
Headers Content-Type application/json; charset=UTF-8
Body
1. Body
> < >
Name Value
_resource_path
_date (*1)
_data < >
(*1) 1S08601( ) 20141225T7103612.001Z
( 0 )
-1 = hhmm z
utc
>
<>
1. 404 Not Found
2. 204 No Content
3. 2 16MB
1000 400 Bad Request
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> top acceptable_top=n  Body

4. 2.3.2
[HIT 1
<>
Parameters
Status-Code 200 OK
Headers Content-Type text/plain
Body
1. Body
>
< 2.3.2
3.4. _JSON
Request
Parameters
Method PUT
URI <Base URL>/v1/<Tenant ID>/< >/_past(< ( )»)-< >.<
1) >?$newdate=< ( )>&$charset=<Body
>&$skip=<Body >&$numconv=< >
Headers 2.3.1
Body
(1) ( )
< URI
M/0(*1)
Base URL 2.3.1 M
Tenant ID M
M
0
json
json
csv
>t
bin
Body 0
Body
gz
(D) 2) M
(D) *2) 0
($newdate= )
Body Body csv  txt 0
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utf-8 UTF-8
shift_jis Shift-JIS
utf-8 ($charset= )
Body Body csv 0
($skip= )
Body 0
csv
true
false
true ($numconv= )
DM 0
(*2) 1508601( ) 201412257103612.001Z
( 0 ) -1
+ hhmm VA UtC
e URI
< HTTP
Headers M/0(*1)
Content-Type json 0
application/json; charset=UTF-8
csv
text/csv; charset=<charset>
<charset>
UTF-8
Shift_JIS
txt
text/plain; charset=<charset>
<charset>
UTF-8
Shift_JIS
bin
Body  MIME
9z ( )
application/gzip
application/x-gzip
x-iotpf-request-id ID( )(*2) 0
11.3
DM 0
(*2) -
<~ Body
3.1
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> JSON an

Response

Parameters
Status-Code 200 OK
Headers 2.3.2

Body

2.3.2

3.5. _JSON
Request

Parameters

Method DELETE

URL <Base URL>/v1/<Tenant ID>/< >/ past?<QUERY>

Headers 2.3.1

Body

URI

M/0(*1)
Base URL 2.3.1 M
Tenant 1D

M

M
QUERY M
1) M 0

HTTP

Headers M/0(*1)
x-iotpf-request-id ID( )(*2) 0

11.3

1) M 0
*2) -

QUERY

$filter=<filter > | <filter >
<filter > and or

1. URI
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filter
3.3

filter
3.3

Response

Parameters

Status-Code

200 OK

Headers

2.3.2

Body

2.3.2
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4 _JSON (  )_JSON (VQTT)

_JSON ( )_JSON MQTT
7
MQTT 4.1
[ 1
4.2
4.1. _JSON _JSON
Request
Parameters
PUBLISH
Topic < >/v1/<Tenent ID>/< >
< >/v1/<Tenent ID>/ fwd/< >
2.5.1
---10T-PF<CRLF>
Header Header < ><CRLF>
<CRLF><CRLF>
[<CRLF>] Header
Headers M/0(*1)
Date < > 0
x-iotpf-request-id | < I1D( )>(*2) 0
LD M 0
2)
11.3
M/0(*1)
M
Tenant ID M
M
*2) 0
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11.3
LD M 0
(*2) 1508601( ) 20141225T7103612.001Z
( 0 ) -1
£ hhmm Z UTc
1. JSON
> (D
>
> name
Response
QoS ( /PUBACK /PUBREC )
4.2. _JSON _JSON
MQTT SUBSCRIBE
Topic SUBSCRIBE MQTT PUBLISH
SUBSCRIBE Retain
REST o (*1) o
X J—
X J—
X P
MQTT o o
X P
(*1) Bulk Insert MQTT PUBLISH
Request
Parameters
SUBSCRIBE
2.5.1
Topic
< >/v1/<Tenant ID>/< >
< >/v1l/<Tenant ID>/ fwd/< >
M/0(*1)
M
Tenant 1D M
M
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1) M 0

Response
SUBACK
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5 _Binary (REST)
_Binary
8
REST 5.1
[ ]
5.2
[ ]
5.3
HIT
[ 1
QUERY
5.5
[ ]
QUERY
< REST MOQTT
_Binary REST MQTT  SUBSCRIBE
5.1. _Binary
Request
Parameters
Method PUT
URI <Base URL>/v1/<Tenant ID>/ bin/< >?$date=< >
Headers 2.3.1
Body
Memo
loT Platform Method
PUT POST Method (7.1 )
URI
M/0(*1)
Base URL 2.3.1 M
Tenant 1D M
M
(*2) 0
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($date= )

D M 0
(*2) 1508601 ( ) 20141225T103612.001Z

( 0 ) -1

£ hhmm Z UTc
HTTP

Headers M/0(*1)
Content-Type Body  MIME 0
x-iotpf-meta-datal 0

x-iotpf-meta-data2
x-iotpf-meta-data3

x-iotpf-request-id ID( )(*2) 0
11.3
LD M 0
2) -
Body
1.
> 100MB
» REST Binary MQTT

Response
Parameters
Status-Code 200 OK
Headers 2.3.2
Body

2.3.2
5.2. _Binary

Request
Parameters
Method GET
URI <Base URL>/v1/<Tenant ID>/ bin/< >/ _present

<Base URL>/v1/<Tenant ID>/_bin/< >/ past(< >)

Headers 2.3.1
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Body

URI
M/0(*1)
Base URL 2.3.1 M
Tenant ID M
M
*2) M
LD M 0
(*2) 1508601 ( ) 20141225T103612.001Z
( 0 ) -1
£ hhmm UTc
Response
Parameters
Status-Code 200 OK ( )
206 Partial content ( )
Headers | field name Value M/0(*1)
Content-Type Body  MIME M
application/octet-stream
x-iotpf-meta-datal 0
x-iotpf-meta-data2
x-iotpf-meta-data3
Body
GO M 0
1. 404 Not Found
2. 204 No Content
3. 2.3.2
5.3. _Binary
Request
Parameters
Method GET
URI <Base URL>/v1/<Tenant ID>/_bin/< (%all
(@D) )>/_past?<QUERY>
HIT <Base URL>/v1/<Tenant ID>/_bin/< (%all
)>/ past/_count?<QUERY>
Headers 2.3.1
Body
1) < >
URI
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M/0(*1)
Base URL 2.3.1 M
Tenant 1D M
M
QUERY (& ( ) 0
DM 0
< (/%all )>
1. 1)
>
2. 2) /%all
>
>
> AX A/B  A/B/C A/gall
A/B A/B/C
> Binary
> < ID>/_bin/$all/_past
$all Authorization
1. read
> read ( 401 Unauthorized )
2. hierarchy get
> hierarchy_get $all
$all
> $all hieraachy get read
1 read ( 401
Unauthorized )
QUERY
$filter=<filter | <filter
> <filter and
$top=n n
1000
$skip=n n skip
key < > key < >
1. /_count $top S$skip $filter
filter
eq /image?$filter=_date eq 20160101T000000.001Z
gt /image?$filter=_date gt 20160101T000000.001Z
ge /image?$filter=_date ge 20160101T000000.001Z
It /image?$filter=_date It 20160101T000000.001Z
le /image?$filter=_date le 20160101T000000.001Z
and /image?$filter=_date ge 20160101T000000.001Z and _date le
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201605297101010.001Z

1. and
filter
_date *1)
_date
(*1) 1508601( ) 20141225T103612.001Z
( 0 ) -1
+ hhmm VA UTtC
Response
[ 1
Parameters
Status-Code 200 OK
Headers Content-Type application/json; charset=UTF-8
Body
1. Body
> JSON
Name Value M/0(*1)
name URI M
_bin/< >/ past(< >)
content_type MIME M
Content-Type
application/octet-stream
LD M 0
>
1. 404 Not Found
2. 204 No Content
3. 1000 400 Bad Request
> top acceptable_top=n  Body
4. 2.3.2
[HIT ]
Parameters
Status-Code 200 OK
Headers | Content-Type text/plain; charset=UTF-8
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Body

1. Body

5.4. _Binary

_Binary
5.1

5.5. _Binary

Request

2.3.2

_Binary

Parameters

Method

DELETE

URI

<Base URL>/v1/<Tenant ID>/ bin/<

>/ past?<QUERY>

Headers

2.3.1

Body

URI

M/0(*1)

Base URL

2.3.1

M

Tenant 1D

QUERY

M
M
M

1) M 0

HTTP

Headers

M/O(*1)

x-iotpf-request-id

1D(

)(*2)

0

11.3

1) M 0
*2) -

QUERY

$filter=<filter

<filter >
<filter >

and

filter
3.3

filter
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3.3

Response
Parameters
Status-Code 200 OK
Headers 2.3.2
Body

2.3.2
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6 _Binary (MQTT)

_Binary
9
MQTT 6.1
6.2
6.1. _Binary
Request
Parameters
PUBLISH
Topic < >/v1/<Tenent ID>/ bin/< >
2.5.1
M/0(*1)
M
Tenant 1D M
M
LD M 0
1. 16MB
Response
+ QoS ( /PUBACK /PUBREC )
6.2. _Binary
MQTT SUBSCRIBE
Topic SUBSCRIBE MQTT PUBLISH
REST IF Binary MQTT
SUBSCRIBE Retain
REST X —
X R
X R
X R
MQTT o o
X J—
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Request

Parameters
SUBSCRIBE
2.5.1
Topic < >/v1/<Tenent ID>/_bin/< >
M/0(*1)
M
Tenant 1D M
M
DM 0
Response
SUBACK
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7 (REST)

API
2.2
10
7.1
[ 1
Body
Body
7.2
[ 1
$all
7.3
[ 1
7.4
[ 1
7.1.
Request
Parameters
Method POST
URI JSON <Base URL>/v1/<Tenant ID>/< >
<Base URL>/v1/<Tenant I1D>/ fwd/< >
Binary <Base URL>/v1/<Tenant ID>/_bin/< >
Headers 2.3.1
Body
URI
M/0(*1)
Base URL 2.3.1 M
Tenant ID M
M
GO M 0
HTTP
Headers M/0(*1)
Content-Type application/json; charset=UTF-8 0
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7.2.

1) M 0

Body
JSON
Parameters M/0(*1)
resource — M —
retention_period 0(*2) ( ) 9999
1
1 9999
fwd_info — 0(*3) —
http — M HTTP —
method string M “ GET" ,* POST" ) PUT” ) DELETE” , |7
“ HEAD” ,“ OPTIONS” ,“ TRACE”
uri string M URI 256
“ http:// " “ https:// "
basic_auth_id string 0 Basic ID 20
basic_auth _pass | string 0 Basic 20
header_fields — 0 HTTP —
C ) ( 10 )
field_name string M Lo 20
field_value string M 512
D M 0 M/0
(*2) _JSON _Binary
(*3) JSON
Response
Parameters
Status-Code 201 Created
Headers | Location <Base URL>/v1/<Tenant ID>/< >
or
<Base URL>/v1/<Tenant 1D>/ fwd/< >
or
<Base URL>/vl1/<Tenant ID>/ bin/< >
Body
2.3.2
Request
Parameters
Method GET
URI JSON <Base URL>/v1/<Tenant ID>/< (/%all)

>/ resources?<QUERY>
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<Base URL>/v1/<Tenant ID>/_ fwd/<
(/$all)>/_resources?<QUERY>

<Base URL>/v1/<Tenant ID>/ bin/<
(/$all)>/_resources?<QUERY>

HIT JSON <Base URL>/vl1/<Tenant 1D>/< (/%all)
>/ resources/_count?<QUERY>

<Base URL>/v1/<Tenant I1D>/ fwd/<
(/$all)>/_resources/_count?<QUERY>

<Base URL>/v1/<Tenant ID>/ bin/<
(/$all)>/_resources/_count?<QUERY>

Headers 2.3.1
Body
URI
M/0(*1)
Base URL 2.3.1 M
Tenant ID M
QUERY G ) C ) 0
DM 0
< (/%all)>
1.
>
2. /%all
>
>
> A AX A/B A/B/C 4 A/$all
A/B A/B/C
>
> _JSON < ID>/%al 1/_resources
> ( )_JSON < ID>/_fwd/$all/_resources
> _Binary < ID>/_bin/$all/_resources
QUERY
$top=n n ( 1,000)
$skip=n n skip
1. /_count $top $skip
Response
[ 1
Parameters
Status-Code 200 OK
Headers | Content-Type application/json; charset=UTF-8
Body C )
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1. Body

> JSON JSON
>
Parameters M/0(*1)
resources — M —
resource_path string | M 128
retention_period 0 9999
1
1~9999
last_modified M < >(*2)(*3) 20
fwd_info — 0(*4) —
http — M HTTP —
method string | M “ GET” ,* POST” ,* PUT" ,“ DELETE” , |6
“ HEAD” ,“ OPTIONS” ,“ TRACE”
uri string | M URI 256
“ http:// “ https:// ”
basic_auth_id string | O Basic ID 20
basic_auth _pass | string |0 Basic 20
header_fields — 0 HTTP —
« ) ( 10
)
field_name string | M Lo 20
field_value string | M 512
G M 0 M/0
(*2) 1508601( ) 20141225T7103612.001Z
( 0 ) -1
= hhmm z utc
(*3) < >
< >
*4) JSON
>
> last_modified
> Authorization
list
1. 404 Not Found
2. 1000 400 Bad Request
Body top acceptable_top=<n>
3. 2.3.2
[HIT ]
Parameters
Status-Code 200 OK
Headers Content-Type text/plain
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Body

1. Body
>
> Authorization list
2.3.2
7.3.
Request
Parameters
Method PUT
URI JSON <Base URL>/v1/<Tenant ID>/< >/ _resources
<Base URL>/v1/<Tenant ID>/_fwd/< >/ resources
<Base URL>/v1/<Tenant ID>/_bin/< >/_resources
Headers 2.3.1
Body
URI
M/0(*1)
Base URL 2.3.1 M
Tenant ID M
M
DM 0
HTTP
Headers M/0(*1)
Content-Type application/json; charset=UTF-8 0
G M 0
Body
1. 7.1
2.
> A,B A
B
Response
Parameters
Status-Code 200 OK
Headers 2.3.2
Body
2.3.2
7.4.
Request
Parameters
Method DELETE
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URI JSON <Base URL>/v1/<Tenant ID>/< >
<Base URL>/v1/<Tenant 1D>/ fwd/< >
<Base URL>/vl1/<Tenant ID>/ bin/< >
Headers 2.3.1
Body
URI
M/0(*1)
Base URL 2.3.1 M
Tenant ID M
M
G M 0
Response
Parameters
Status-Code 204 No Content
Headers 2.3.2
Body
1. 423
Locked
2. 2.3.2
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(REST)

REST(HTTP)
11
8.1
[ 1
( ) 8.2
[ 1
8.3
[ 1
8.4
[ 1
Request
Parameters
Method POST
URI <Base URL>/v1/<Tenant ID>/_access_codes/<Access Code>
Headers 2.3.1
Body
URI
M/0(*1)
Base URL 2.3.1 M
Tenant 1D M
Access Code M
GO M 0
HTTP
Headers M/0(*1)
Content-Type application/json; charset=UTF-8 M
LD M 0
Body
JSON
Parameters M/0(*1)
access_code — M —
permissions — M —
ip_filter string | O 35
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C ) ( ) 1P
1P
(400 Bad
Request)
[ IP T 1P
| 1P
1 IP
IP IP
IP IP
(1p 32bit
)
resource_operations | — M
C )
resource_path string | M 128
operations string | M “ hierarchy get” “ hierarchy put” |72
( ) “ create” “ read” *“ update”
“ delete” *“ list’
certification_info —
certification string | M 10000
PEM
————— BEGIN CERTIFICATE-----
————— END CERTIFICATE-----
¥n
certificate usage string | M 4
auth
protocols string | O 29
( ) “ http” “ https” “ mqtt” “ mgtts”
GO M 0 M/0
1.
> resource_operations 1 resource_path operations
1000
>
create | read, update, delete list
hierarchy_get(*1) | hierarchy_put(*1)
1 o o o o o
2 o o o o
3 o o o o
4 e) [¢) )
5 o o
6 o
7 o o
8 o
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8.2.

9 o o)

10
11 o
D
2. create/delete/list/hierarchy_get/hierarchy_put
3. create/delete/list/hierarchy_get/hierarchy put
>
A/B create,delete, list,hierarchy get.hierarchy put
A/B/C list
A/B/C/D create,delete, list,hierarychy get,hierarchy put
4. certification_info certification certificate_usage
(400 Bad Request)
5. protocols
“ protocols”
“ protocols” (400 Bad
Request)
"protocols™[ ]
"protocols”:[*"]
Response
Parameters
Status-Code 201 Created
Headers | Location <Base URL>/v1/<Tenant ID>/ access_codes/<Access Code>
Body
2.3.2
Request
Parameters
Method GET
URI <Base URL>/v1/<Tenant ID>/_access_codes/<Access Code>?<QUERY>
HIT <Base URL>/v1/<Tenant ID>/ access_codes/<Access Code>/ count?<QUERY>
Headers 2.3.1
Body
URI
M/0(*1)
Base URL 2.3.1 M
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Tenant ID

QUERY

(D) C ) 0

1) M 0

QUERY

$filter=<filter > | <filter
<filter > and

$top=n

n 1000

$skip=n

n skip

1. / _count

filter

$top $skip $filter

€q

$filter=_resource_path eq ‘ hoge

filter

_resource_path

filter

Function

bool startswith(string
p0, string pl)

$filter=startswith(_resource_path, ' hoge’ ) eq true

1. false
2. $filter _resource_path eq hoge
startswith()
Response
[ 1
Parameters

Status-Code

200 OK

Headers Content-Type

application/json; charset=UTF-8

Body

1. Body
> JSON JSON
> (access_code)
Parameters
access_codes — —
C )
access_code string 48
permissions — —
ip_filter string P 35
( ) [ IP " IP

All Rights Reserved,CopyrightoFUJITSU LIMITED 2016-2018
54



” ] IP
resource_operations —
C )
resource_path string 128
operations string | “ hierarchy_get” *“ hierarchy_put” 72
( ) | “ create” “ read” *“ update” *“ delete”
13 I iStH
certification_info —
certification string 10000
PEM
————— BEGIN CERTIFICATE----- , -----END
CERTIFICATE-----
¥n
certificate usage string 4
auth
protocols string 29
( ) 13 httpﬂ 13 httpSH 13 mqtt” 13 mqttsli
>
> Authorization
> “ protocols” “ protocols”
1. 404 Not Found
2. Authorization 401 Unauthorized
3. 1000 400 Bad Request
> top acceptable_top=n  Body
4. 2.3.2
[HIT 1
Parameters
Status-Code 200 OK
Headers Content-Type text/plain
Body
1. Body
>
> Authorization
2.3.2
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8.3.

Request

Parameters

Method

PUT

URI

<Base URL>/v1/<Tenant ID>/ access_codes/<Access Code>

Headers

2.3.1

Body

URI

M/0(*1)

Base URL

2.3.1

M

Tenant 1D

M

Access Code

M

8.4.

1) M

HTTP

Headers

M/O(*1)

Content-Type

application/json; charset=UTF-8 M

1) M

Body

1. 8.

2.

>

Response

0

1

A,B A B

Parameters

Status-Code

200 OK

Headers

2.3.2

Body

Request

2.3.2

Parameters

Method

DELETE

URI

<Base URL>/v1/<Tenant ID>/ access_codes/<Access Code>

Headers

2.3.1

Body

URI

M/O(*1)

Base URL

2.3.1

M
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Tenant ID M

Access Code M
GO M 0
Response

Parameters
Status-Code 204 No Content
Headers 2.3.2
Body

1.

423 Locked ID
2. 2.3.2
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(REST)

REST(HTTP)
12
9.1
[ 1
( ) 9.2
[ 1
ID
9.3
[ 1
9.4
[ 1
Request
Parameters
Method POST
URI <Base URL>/v1/<Tenant ID>/_events
Headers 2.3.1
Body
URI
M/0(*1)
Base URL 2.3.1 M
Tenant 1D M
LD M 0
HTTP
Headers M/0(*1)
Content-Type application/json; charset=UTF-8 M
LD M 0
Body
JSON
Parameters M/0(*1)
event — M —
conditions — M —
targets — M —
resource_path string | M 128
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13 _b i n/”
operations string | M 33
C )
[* create” ," update” ]
_Binary
“ create”
read_access_code string | M read |48
hierarchy_get
notification_condition — 0 —
start_time 0(*2) (*3) | 20
end_time 0(*4) (*3) | 20
body conditions — 0 —
Binary
path_type string | M path 8
“ JSONPath”
path string | M 1902
comparing_operator | string | M 12
13 eqll ( ) . 13 ne" (¢ ) ,
13 gt” (>) , 13 geH ( ) .
13 It” (<) , 13 IeH ( ) ,
“ substring_of”" (
) (*5)
value string | M
1 128
-2,147,483,648
2,147,483,647
10
5
awake_condition — 0 —
Binary
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notification_condition
body conditions — M —
path_type string | M path 8
" JSONPath”
path string | M 1902
comparing_operator | string | M 12
113 equ ( ) , “ nen (¢ ) ,
13 gt” (>) , 13 geH ( ) ,
“ Itn (<) s “ Ien ( ) ,
“ substring_of” (
) (*5)
value string | M
1 128
-2,147,483,648
2,147,483,647
10
5
notification —(6) | M —
http — 0 HTTP —
method string | M “ GET" ; POST” ; PUT" , |7
“ DELETE” ,“ HEAD" ,
“ OPTIONS” ,“ TRACE”
uri string | M URI 256
“ http:// "
“ https:// ”
basic_auth_id string | O Basic ID 20
basic_auth_pass string | O Basic 20
header_fields — 0 HTTP —
C ) ( 10 )
field_name string | M “" 120
field_value string | M 512
body string | O 1024
ID
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9.2.

smtp — 0 SMTP —
send_to string | M E 256
subject string | O 256
body string | M 140
GO M 0 M/0
(*2) start_time end_time
il
(*3) 1508601 20141225T1036127
1508601 T103612Z
= hhmm z
(*4) start_time end_time
il
(*5) value eq, ne, gt, ge, It, le value

substring_of

eq, ne,

(*6) notification http  smtp
Response

Parameters
Status-Code 201 Created
Headers | Location <Base URL>/v1/<Tenant ID>/_events/<Event ID>
Body

1. Location URI

2.3.2
Request
Parameters
Method GET
URI Event ID <Base URL>/v1/<Tenant ID>/_events/<Event ID>
QUERY <Base URL>/v1/<Tenant ID>/_events?<QUERY>
HIT <Base URL>/v1/<Tenant ID>/ events/_ count?<QUERY>

Headers 2.3.1
Body

URI

M/0(*1)
Base URL 2.3.1 M
Tenant ID M
Event ID 1D 0
/events
( /events/ )

QUERY & ) ( ) 0
DM 0

QUERY
$filter=<filter > | <filter > <filter

>

and
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$top=n n 1000
$skip=n n skip
EventlID
1. /_count $top $skip $filter
filter
eq $filter=_resource_path eq * hoge’
filter
_resource_path /
filter
Function
bool startswith(string pO, $filter=startswith(_resource_path, ' hoge’ ) eq true
string pl)
1. false
2. S$filter _resource_path eq hoge
startswith()
Response
[Event ID 1
Parameters
Status-Code 200 OK
Headers Content-Type application/json; charset=UTF-8
Body
1. Body
> JSON JSON
> ID(event_id)
Parameters M/0(*1)
events — M —
event_id string | M ID 12
conditions — M —
targets — M —
resource_path string | M 128
operations string | M 33
( ) JSON
[ create” ,
“ update” ]
Binary
“ create”
read_access_code string | M read 48
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hierarchy_get
notification_condition — 0 —
start_time 0 20
end_time 0 20
body conditions — 0 —
path_type string | M path 8
“ JSONPath”
path string | M 1902
comparing_operator | string | M 12
“eq’ (), ne” (#),
C gt () ge’ (),
S (. e (),
“ substring_of” (
)
value string | M
1 128
-2,147,483,648
2,147,483,647
10
5
awake_condition — 0 —
notification_condition
body_conditions — 0 —
path_type string | M path 8
“ JSONPath”
path string | M 1902
comparing_operator | string | M 12
“eq’ (), ne” (#),
Cgt (). ge” (),
S (. e (),
“ substring_of” (
)
value string | M
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1 128
-2,147,483,648
2,147,483,647
10
5
notification — M —
http — 0 HTTP —
method string | M “ GET” ,* POST” ,“ PUT" , |7
“ DELETE" ,“ HEAD" ,
“ OPTIONS” ,“ TRACE"
uri string | M URI 256
“ http:// "
“ https:// ”
basic_auth_id string | O Basic ID 20
basic_auth_pass string | O Basic 20
header_fields — 0 HTTP —
C )
field_name string | M “7 120
field_value string | M 512
body string | O 1024
ID
smtp — 0 SMTP —
send_to string | M E 256
subject string | O 256
body string | M 140
DM 0 M/0
>
> Authorization list
1. 404 Not Found
2. 1000 400 Bad Request
> top acceptable_top=n  Body
3. 2.3.2
[HIT 1
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Parameters
Status-Code 200 OK

Headers Content-Type text/plain
Body

1. Body
>
> Authorization list

2.3.2

9.3.

Request
Parameters
Method PUT
URI <Base URL>/v1/<Tenant ID>/ events/<Event ID>
Headers 2.3.1
Body

URI

M/0(*1)
Base URL 2.3.1 M
Tenant ID M
Event ID ID M

G M 0

HTTP
Headers M/0(*1)
Content-Type application/json; charset=UTF-8 M
GO M 0

Body
1. 9.1
2.
> A,B A B

Response

Parameters
Status-Code 200 OK
Headers 2.3.2

Body
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2.3.2

9.4.

Request
Parameters
Method DELETE
URI <Base URL>/v1/<Tenant ID>/_events/<Event ID>
Headers 2.3.1
Body

URI

M/0(*1)
Base URL 2.3.1 M
Tenant 1D M

Event ID ID M
DM 0

Response

Parameters
Status-Code 204 No Content
Headers 2.3.2

Body

2.3.2
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10

API
Email
API ( )_JSON
10.1. API
API API
Request
Parameters
Method
URI URI
Headers Host: URI
C )
ID
Authorization: Basic ID: Base64
Body
JSON 13
() HTTP/1.1
HTTP
13 JSON
Name value
event id ID
date (&)
resource_path
operation
create update
body Body
(*1) 1S08601( ) 20141225T7103612.001Z
( 0 ) -1
= hhmm Z utc
ID 123456789abc 2006 3 1 0 0 O
Printer/1F/Printer Body {"temperature™ : 24}
Body
{
"event_id" : "123456789abc",
"date" : ''20160301T7000000.000Z",
"resource_path™ : "Printer/1F/Printer”,
"operation" : "create",
"body " :{
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"temperature” : 24

}
}

Response
HTTP

2XX
408, 503, 504, 509

10.2. Email
Email
Parameters
To
From eventinfo@<zone>.fujitsu.com(*1)
Return-Path iot-system-info@ml.css.fujitsu.com
Subject

Body Content-Type | text/plain; charset=UTF-8

Content-Type | text/plain; charset=UTF-8; name=eventinfo.txt

JSON 13
D <zone>
10.3. API ( )_JSON
( )_JSON API
Request
Parameters
Method ( )_JSON
URI ( )_JSON URI
Headers Host: ( )_JSON URI
( )_JSON : ( )_JSON
C )
ID
Authorization: Basic ID: Base64
Body ( )_JSON
() HTTP/1.1
HTTP
Response
HTTP
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11

11.1.
JSON
Parameters M/0(*1)
recommend_value string | M "ON" "OFF"
recommend_parameter string | M
"ALM™
recommend is on ON
JSON
{
"recommend_value" : "ON”
"recommend_parameter" : "recommend is on"
3
11.2.
API JSON
Parameters M/0(*1)
tps string | M
(tps)[transaction/second]
bps string | M
(bps)[bit/second]
GO M 0
10tps 10,000bps JSON
{
Iltpsll : Illoll ,
"bps" : "10000"
3
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11.3.

\_error
Parameters M/0(*1)
collection_first_time *2) | M
collection_last _time M
errors — M
C )
trigger string
resource_path string M
data_registration_time 0
event_id string 0 ID
error_factor_message string M
number_of times M
request_id string 0
x-iotpf-request-id
message string 0
regeust_id
"request_id" was not able to
be registered because of so many numbers.
LD M 0
(*2) 1508601( ) 20141225T7103612.001Z
( 0 ) -1
+ hhmm Z utc

error_factor_message

trigger
Transfer | It failed in the transmission of
Resource | forwarding data. (loT-PF internal error)
Transfer | It failed in the transmission of
Resource | forwarding data. (Forwarding parameter
error)

Transfer | It failed in the transmission of (HTTP)
Resource | forwarding data. (Connection error(HTTP))
Transfer | It failed in the transmission of (TCP)
Resource | forwarding data. (Connection error(TCP))
Event Event connection failed.

Event Event transmission retry over. code=408
408
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Event Event transmission failed. code=404

404
Event Event transmission retry over. code=503

503
Event Event transmission failed. code=500

500
Event Event Send Request was rejected due to

inflow regulation.
Event Fail to send SMTP mail.
( )
Event Retry out to send SMTP mail.
( )

MQTT Failed to execute publishing resource MQTT
Broker data, in the system internal processing.
MQTT Failed to execute publishing resource MQTT
Parser data, in the system internal processing.
MQTT Failed to execute publishing resource MQTT
Parser data, in invalid data format. JSON/ / ID )
MQTT Failed to execute publishing resource MQTT
Parser data, in message payload length error.
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Response

API Body
errors.message
Body 16MB top
errors.acceptable_top "number of response-data is larger than 1000"
,'response size is larger than 16MB"

Body
{"“ errors” : [
{ “ message” : “ response size is larger than 16MB" ,
“ acceptable_top” : 100
}
1

errors.message

Body

HTTP

Body

503 Service
Unavailable

{"errors":[{"message":"[CREATE] iot-pf
is temporally unavailable.[11007]"}1}

503 Service
Unavailable

{"errors":[{"message":"[CREATE] iot-pf
is temporally unavailable.[11009]"}1}

503 Service
Unavailable

{"errors":[{"message":"[CREATE] iot-pf
is temporally unavailable.[11010]"}1}

500 Internal
Server Error

{"errors":[{"message":"[CREATE] iot-pf
internal error.[11011]"}]}

500 Internal
Server Error

{"errors":[{"message":"[CREATE] iot-pf
internal error.[11013]"}]1}

500 Internal
Server Error

{"errors":[{"message":"[CREATE] iot-pf
internal error.[11016]"}]}

500 Internal
Server Error

{"errors":[{"message":"[CREATE] iot-pf
internal error.[11017]"}]1}

503 Service
Unavailable

{"errors":[{"message":"[CREATE] iot-pf
is temporally unavailable.[11022]"}1}
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503 Service
Unavailable

{"errors":[{"message":"[CREATE] No
Connection.[11027]"}1}

503 Service
Unavailable

{"errors":[{"message":"[SEARCH] iot-pf
is temporally unavailable.[11028]"}1}

503 Service
Unavailable

{"errors":[{"message":"[SEARCH] iot-pf
is temporally unavailable.[11030]"}1}

503 Service
Unavailable

{"errors":[{"message":"[SEARCH] iot-pf
is temporally unavailable.[11031]"}1}

500 Internal
Server Error

{"errors":[{"message":"[SEARCH] iot-pf
internal error.[11032]"}]1}

500 Internal
Server Error

{"errors":[{"message":"[SEARCH] iot-pf
internal error.[11034]"}]1}

500 Internal
Server Error

{"errors":[{"message":"[SEARCH] iot-pf
internal error.[11036]"}]1}

500 Internal
Server Error

{"errors":[{"message":"[SEARCH] iot-pf
internal error.[11037]"}]1}

503 Service
Unavailable

{"errors":[{"message":"[SEARCH] iot-pf
is temporally unavailable.[11039]"}1}

503 Service
Unavailable

{"errors":[{"message":"[SEARCH] No
Connection.[11040]"}1}

503 Service
Unavailable

{"errors":[{"message":"[UPDATE] iot-pf
is temporally unavailable.[11041]"}1}

503 Service
Unavailable

{"errors":[{"message":"[UPDATE] iot-pf
is temporally unavailable.[11043]"}1}

503 Service
Unavailable

{"errors":[{"message":"[UPDATE] iot-pf
is temporally unavailable.[11044]"}1}

500 Internal
Server Error

{"errors":[{"message":"[UPDATE] iot-pf
internal error.[11045]"}]1}

500 Internal
Server Error

{"errors":[{"message":"[UPDATE] iot-pf
internal error.[11047]"}]1}

500 Internal
Server Error

{"errors":[{"message":"[UPDATE] iot-pf
internal error.[11049]"}]1}

500 Internal
Server Error

{"errors":[{"message":"[UPDATE] iot-pf
internal error.[11050]"}]1}
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503 Service
Unavailable

{"errors":[{"message":"[UPDATE] iot-pf
is temporally unavailable.[11051]"}1}

503 Service
Unavailable

{"errors":[{"message":"[UPDATE] No
Connection.[11052]"}1}

503 Service
Unavailable

{"errors":[{"message":"[REMOVE] iot-pf
is temporally unavailable.[11053]"}1}

503 Service
Unavailable

{"errors":[{"message":"[REMOVE] iot-pf
is temporally unavailable.[11055]"}]1}

503 Service
Unavailable

{"errors":[{"message":"[REMOVE] iot-pf
is temporally unavailable.[11056]"}1}

500 Internal
Server Error

{"errors":[{"message":"[REMOVE] iot-pf
internal error.[11057]"}]1}

500 Internal
Server Error

{"errors":[{"message":"[REMOVE] iot-pf
internal error.[11059]"}]1}

500 Internal
Server Error

{"errors":[{"message":"[REMOVE] iot-pf
internal error.[11061]"}]}

500 Internal
Server Error

{"errors":[{"message":"[REMOVE] iot-pf
internal error.[11062]"}]1}

503 Service
Unavailable

{"errors":[{"message":"[REMOVE] iot-pf
is temporally unavailable.[11063]"}1}

503 Service
Unavailable

{"errors":[{"message":"[REMOVE] No
Connection.[11064]"}1}

503 Service
Unavailable

{"errors":[{"message":"[CREATE] iot-pf
is temporally unavailable.[12003]"}1}

400 Bad Request {"errors":[{"message":"[CREATE] main Body Body
q data is required."}]}

{"errors":[{"message":"[CREATE] main Body

400 Bad Request data is too large."}]} Body

503 Service {"errors":[{"message":"[CREATE] iot-pf

Unavailable is temporally unavailable.[12006]"}]1}

400 Bad Request {"errors":[{ Tessage 2"[CREATE] url URL URL
format error."}]}
{"errors":[{"message":"[CREATE] query |URL "?"

400 Bad Request

num invalid."}]}

400 Bad Request

{"errors":[{"message":"[CREATE] query
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too large."}]1}

100 Badl Request | L €TTOTS ™ [{"nessage™:"[CREATE] url | URL URL
unescape error."}]1}
400 Bad Request {'err?rs ﬂ?’mﬁssaqe -"[CREATE] access
code is wrong."}]}
{"errors”:[{"message":"[CREATE] x-Totpf-request-id
400 Bad Request x-iotpF-request-id format error."}]}
400 Bad Request | L €TTOrS™:[{"nessage™:"[SEARCH] url | URL URL
format error."}]}
" "- " Hamt non
400 Bad Request | £ €7OrS" [{"message"':“[SEARCH] query |URL
num invalid."}]}
400 Bad Request {"errors :E{ message"':"[SEARCH] query
too large."}]1}
400 Bad Request | L €TTOrS™:[{"nessage™:"[SEARCH] url | URL URL
unescape error."}]1}
400 Bad Request | 1 crrors”:[{"message”:“[SEARCH] access
code is wrong."}]}
503 Service {"errors":[{"message":"iot-pf is
Unavailable temporally unavailable.[12026]"}]}
400 Bad Request | ¢ €rrors”:[{"message™:" [UPDATE] main Body Body
a data is required."}]}
{"errors":[{"message":"[UPDATE] main Body
400 Bad ReqUest | y.ta is too large."}]} Body
503 Service {"errors":[{"message":"iot-pf is
Unavailable temporally unavailable.[12029]"}]}
400 Badl Request | L €TTOrS™:[{"nessage™:"[UPDATE] url | URL URL
format error."}]}
" "- " Hamt non
400 Bad Request | ¢ ©F7Ors": [{"nessage"':"[UPDATE] query | URL ™
num invalid."}]}
400 Bad Request {"errors :E{ message"':"[UPDATE] query
too large."}]1}
400 Bad Request | L €TTOrS™:[{"nessage”:"[UPDATE] url | URL URL
unescape error."}]1}
400 Bad Request | 1 c11ors”: [{"message™:"TUPDATE] access
code is wrong."}]}
{"errors”:[{"message":"[UPDATE] x-iotpf-request-id
400 Bad Request x-iotpf-request-id format error."}]}
400 Bad Request | L €TTOrS™:[{"nessage™: " [REWOVE] url | URL URL
format error."}]}
" "- " nen non
400 Bad Request {"errors :[{"message :"[REMOVE] query | URL
num invalid."}]}
400 Bad Request {"errors :E{ message':"[REMOVE] query
too large."}]1}
{"errors":[{"message":"[REMOVE] url URL URL

400 Bad Request

unescape error."}]1}
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400 Bad Request

{"errors":[{"message":"[REMOVE] query
must not be exists. for present"}]}

(_present)

400 Bad Request

{"errors":[{"message":"[REMOVE] query
is required. for past."}]}

(_past)

400 Bad Request

{"errors":[{"message":"[REMOVE] access
code is wrong."}]1}

400 Bad Request

{"errors":[{"message":"[REMOVE]
x-iotpF-request-id format error."}]}

x-1otpf-request-id

429 Too Many
Requests

{"errors":[{"message":"Number of
request per second has exceeded maximum
usage limit of service contract."}]}

400 Bad Request

{"errors":[{"message":"fail to get
decompressed data size."}]}

400 Bad Request

{"errors":[{"message":" decompressed
data is too large."}]}

{"errors":[{""message':" request access

423 Locked code has event. "}]}

{"errors":[{"message":" request access
423 Locked code can"t read event."}]} read
423 Locked {"errors :[{ mes§aqe : _requst access

code has dispersion policy."}]}
423 Locked {"errors":[{"'message": requEst access

code has recommend resource."}]}
e e

P P P y- update

{"errors":[{""message':" request access
423 Locked code can"t update recommend

resource."}]} update
423 Locked {"errors":[{"message':" request access

code and resource have event."}]}

503 Service
Unavailable

{"errors":[{"message":"
Unavailable."}]}

iot-pf Service

500 Internal
Server Error

{"errors":[{"message":" iot-pf internal

error."}1}
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404 Not Found

{"errors":[{"message":" Reload
configuration to fail to read

config.-"}]}

400 Bad Request { errors :.[.{ message':" tenant id is ID
required. "}]}
400 Bad Request {"errors 1[{ message':" access code is
requred. "}1}
{"errors":[{"message":" input parameter
400 Bad Request | error. : resource_path is duplicated.
(resourcepath=[ D"H}
{"errors":[{"message":" parameter
400 Bad Request duplication. "}
{"errors":[{"message":" request access
400 Bad Request code already exists. "}1}
{"errors":[{"message":" request
400 Bad Request | resource path does not exist. :
ResourcePath= [ 113}
{"errors":[{"message":" resource path ID
404 Not Found not found. "}
404 Not Found { errorﬁ :[{"message":" access code not
found. "}]1}
{"errors":[{"message":" event not
404 Not Found found. "}
{"errors":[{"message":" target resource
404 Not Found not found. "}
404 Not Found { errorﬁ :[{'message":" tenant ID not ID
found. "}]1}
400 Bad Request { errors :'['{ message™:" event id is ID
required. "}]1}
{"errors":[{"message":" URL FORMAT URL
400 Bad Request ERROR™}]}
{"errors":[{"message":" Incorrect

400 Bad Request

access code search conditions. "}]}

400 Bad Request

{"errors":[{"message":" Incorrect event
code search conditions. "}]}

{"errors":[{"message":" Incorrect filter
400 Bad Request | .. oL
a filter condition. "}]}
400 Bad Request {'errors :[{ message"': |nputpgramﬁter top
is error. - incorrect top condition "}]}
{"errors":[{"message":" input parameter | skip

400 Bad Request

iserror. : incorrect skip condition "}]}

400 Bad Request

{"errors":[{"message":" Request data
format error. "}]}

400 Bad Request

{"errors":[{"message":" Number of
resource path is over for one request.
(resourcePathSize=[

D"}

400 Bad Request

{"errors":[{"message":" input parameter
error is required. : permissions'}]}

400 Bad Request

{"errors":[{"message':" input parameter
error is required. : resource path and
operations in resource_operations'}]}
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400 Bad Request

{"errors":[{"message":" input parameter
error is required. : resource_path of
resource_operations”}]}

400 Bad Request

{"errors":[{"message':" input parameter
error is required. : operations of
resource_operations"}]}

400 Bad Request

{"errors":[{"message":" input parameter
error is required. : conditions"}]}

400 Bad Request

{"errors":[{"message':" input parameter
error is required. : targets"}]}

400 Bad Request

{"errors":[{"message':" input parameter
error is required. : resource_path of
targets"}]}

400 Bad Request

{"errors":[{"message":" input parameter
error is required. : operations of
targets"}]}

400 Bad Request

{"errors":[{"message":" input parameter
error is required. : read access code of
targets"}]}

read

400 Bad Request

{"errors":[{"message':" input parameter
error is required. : path_type of
notification_condition"}]}

path

400 Bad Request

{"errors":[{"message":" input parameter
error is required. : path of
notification_condition"}]}

400 Bad Request

{"errors":[{"message':" input parameter
error is required. : comparing operator
of notification_condition"}]}

400 Bad Request

{"errors":[{"message":" input parameter
error is required. : value of
notification_condition"}]}

400 Bad Request

{"errors":[{"message':" input parameter
error is required. : path_type of
awake_condition"}]}

path

400 Bad Request

{"errors":[{"message":" input parameter
error is required. : path of
awake_condition"}]}

400 Bad Request

{"errors":[{"message':" input parameter
error is required. : comparing operator
of awake_condition"}]}

400 Bad Request

{"errors":[{"message":" input parameter
error is required. : value of
awake_condition"}]}

400 Bad Request

{"errors":[{"message':" input parameter
error is required. : notification smtp or

http"}1}

400 Bad Request

{"errors":[{"message":" input parameter
error is required. : send_to of smtp
notification"}]}

400 Bad Request

{"errors":[{"message':" input parameter
error is required. : body of smtp
notification"}]}
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400 Bad Request

{"errors":[{"message":" input parameter
error is required. : method of http
notification"}]}

HTTP Method

{"errors":[{"message':" input parameter

400 Bad Request | error is required. : uri of http URI
notification"}]}
{"errors":[{"message":" input parameter

400 Bad Request | error is required. : field _name and
field_value of http notification"}]}
{"errors":[{"message':" input parameter

400 Bad Request | error is required. : filed name of http
notification"}]}
{"errors":[{"message":" input parameter

400 Bad Request | error is required. : filed value of http
notification"}]}

400 Bad Request {"errors":[{"message':" input parameter
error is required. : notification"}]}

403 Forbidden {"errors":[{"message":" Authorization
accesscode is required."}]}

401 {"errors":[{""message'":" Authorization

Unauthorized error. (AccessCode=[ 1.
NG_ResoucePath=[ D3

401 {"errors":!{"message":" Client

Unauthorized authorization error. (AccessCode=[

D"}

401 {"errors":[{"message":" Protocol

Unauthorized authorization error. (AccessCode=[

D"}
{"errors":[{"message":" input parameter

400 Bad Request | error. : incorrect access code
operations"}]}
{"errors":[{"message":" request
ipfilter does not exist. (tenanatld=[

400 Bad Request ID], startlpAddr=[IP 1.
endlpAddr=[IP D"H}
{"errors":[{"message":" hit data is 1000

400 Bad Request | larger than limit.
(acceptable_top=1000)"}1}

403 Forbidden {"errors":[{"message":" Authorization
accesscode format error."}]}
{"errors":[{"message":" Fail to url

400 Bad Request decode(Utf-8)."}]}

{"errors":[{"message":" URL format

400 Bad Request error. - Url Path is required."}]} URL
{"errors":[{"message":" URL format

400 Bad Request error. : Incorrect protocol"}]}
{"errors":[{"message":" URL format

400 Bad Request error. @ incorrect url path"}]} URL
{"errors":[{"message":" URL format URL

400 Bad Request error. - incorrect url path start"}]}
{"errors":[{"message":" URL format ID

400 Bad Request

error. : tenant id format error."}]}
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{"errors":[{"message":" URL format

400 Bad Request | error. : input _access_codes or URL
_events."}]1}

400 Bad Request {"errorf":[{"message"?'URE f?rmat"
error. I unnecessary query is input"}]}

400 Bad Regeust {"errors":[{"message":" URL format"
error. : access code format error."}]}

400 Bad Request {"error?"i[{"message":""URL format HIT URL
error. > input _counts."}]}

400 Bad Request {"error?":[{"meﬁsage":" URL forTat ID
error. : event id format error."}]}
{"errors":[{"message":" input parameter

400 Bad Request | error. : incorrect access code name"s
string length"}]}
{"errors":[{"message':" input parameter

400 Bad Request | error. : incorrect access code
discription®s string length"}]}
{"errors":[{"message":" input parameter 5

400 Bad Request | error. : number of ipfilter is larger
than 5."}]}

{"errors":[{"message':" input parameter P

400 Bad Request | error. : start ipaddress format
error"}]}

{"errors":[{"message":" input parameter IP

400 Bad Request error. : end ipaddress format error"}]}

400 Bad Request {“error?"ir{fmessaqe"?'inputpa:ameter
error. : ipfilter format error."}]}

400 Bad Request {“error?"ir{"messaq?":finputparaTeter
error. : incorrect ipfilter range"}]}
{"errors":[{"message":" input parameter

400 Bad Request | error. : operations format error. (NG
Operation kind=[ D"}

400 Bad Request {“error?":[{"me§saq?"?'inggtparaTeter
error. : operation is duplicated."}]}
{"errors":[{"message":" input parameter

400 Bad Request error. : resource path format error."}]}
{"errors":[{"message":" input parameter

400 Bad Request | error. - incorrect event name"s string
length"}]}

{"errors":[{"message':" input parameter

400 Bad Request | error. :event description®s string
length"}]}
{"errors":[{"message':" input parameter

400 Bad Request | error. : event target operations format
eror."}]1}
{"errors":[{"message":" input parameter
error. @ inccorect

400 Bad Request | notification condition™s start time or
end_time (start_time=[ 1,
end_time=[ DH}

{"errors":[{"message":" input parameter _Binary

400 Bad Request

error. : cannot be set to body conditions
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to binary resource."}]}
400 Bad Request {"erroré":[{"message":"input:paramﬁter
error. : access code format error."}]}
{"errors":[{"message':" input parameter
400 Bad Request | error. : incorrect path_type of path_type
notification condition"}]}
{"errors":[{"message":" input parameter
400 Bad Request | error. : incorrect path_type®s string path_type
length of notification condition"}]}
{"errors":[{"message':" input parameter
error. : comparing_operator of
400 Bad Request notification condition
(comparing_operator=[ D"H}
{"errors":[{"message":" input parameter
400 Bad Reugest | error. - comparing operator format error
(comparing_operator=[ D"}
{"errors":[{"message":" input parameter
400 Bad Request | error. : incorrect path type of awake
condition"}]}
{"errors":[{"message':" input parameter
400 Bad Request | error. : incorrect path®s string length path
of awake condition"}]}
{"errors":[{"message":" input parameter
400 Bad Request error._: comparingToperator of awake
condition (comparing_operator=[
D"}
{"errors":[{"message':" input parameter
400 Bad Request error. : ichrrect compqring operator of
awake condition (comparing_operator=[
D"}
{"errors":[{"message':" input parameter e
400 Bad Request | error. : incorret send to"s length of
smtp notification"}]}
{"errors":[{"message":" input parameter £
400 Bad Request | error. : incorret body"s length of smtp
notification"}]}
{"errors":[{"message':" input parameter £
400 Bad Request | error. : incorret subject®s length of
smtp notification"}]}
{"errors":[{"message":" input parameter HTTP
400 Bad Reugest | error. : incorrect method of http
notification"}]}
{"errors":[{"message':" input parameter URL
400 Bad Request | error. - incorrect uri®s length of http
notification"}]}
{"errors":[{"message":" input parameter 1
400 Bad Request | error. : number of header fields is
larger than 10"}]1}
{"errors":[{"message':" input parameter
400 Bad Request | error. : incorrect field name"s length
of http notification"}]}
400 Bad Request | {"errors":[{"message":" input parameter
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error. : incorrect field value®™s length
of http notification"}]}

{"errors":[{"message':" input parameter

400 Bad Request | error. : incorrect basic_auth_id"s HTTP 1D
length of http notification"}]}
{"errors":[{"message":" input parameter HTTP

400 Bad Request

error. : incorrect basic_auth pass”s
length of http notification"}]}

400 Bad Request

{"errors":[{"message':" input parameter
error. : certification info format

error."}1}

400 Bad Reugest

{"errors":[{"message":" input parameter
error. :protocols format error."}]}

400 Bad Request

{"errors":[{"message":" input parameter
error. : certification file is too large.

Size=[ 1"}

400 Bad Request

{"errors":[{"message":" input parameter
error. : certification format error. ([

1 is required)"}]}

400 Bad Request

{"errors":[{"message':" input parameter
error. @ protocols is duplicated."}]}

500 Internal
Server Error

{"errors":[{"message":" certification
file parse error.([ D"}

503 Service
Unavailable

{"errors":[{"message":"[12401]
transfer resource is temporarily
unavailable"}]}

400 Bad Request

{"errors":[{"message':" input parameter
error. : incorrect body®s length of http
notification"}]}

403 Forbidden

{"errors":[{"message":" Ip Filter NG.
(tenantld=[ ID], accessCode=[
1, srclp=[ IP
D"}

{"errors":[{"message":" request http

400 Bad Request header error. (Header:[ D"H} HTTP
{"errors":[{"message":" Authorization
401
Unauthorized error. (AccessCode=[
D"}
{"errors":[{"message":" input parameter
400 Bad Request | error. : uri of http notification format HTTP Method
error."}1}
{"errors":[{"message':" input parameter
400 Bad Request | error. : field_name length of http HTTP Nethod
notification format error."}]}
{"errors":[{"message":" input parameter oL
400 Bad Request | error. : incorrect body conditions of body_conditions
awake condition"}]}
{"errors":[{"message":" URL format URL

400 Bad Request

error. : access code Is necessary."}]1}

400 Bad Request

{"errors":[{"message":"[12990] Illigal
put data."}]}
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500 Internal
Server Error

{"errors":[{"message":""[11901]
loadCollection."}]}

Fail to

503 Service
Unavailable

{"errors":[{"message":"[12992]
Abnormality occurred by PUT
processing."}1}

500 Internal
Server Error

{"errors":[{"message":""[11903]
create CommonData."}]}

Fail to

500 Internal
Server Error

{"errors":[{"message':"[11904]
get socket(PUT)."}]1}

Fail to

500 Internal
Server Error

{"errors":[{"message":""[11905]
send PreProcess(PUT)."}]1}

Fail to

400 Bad Request

{"errors":[{"message':"[129807]
delete data."}]}

IHligal

500 Internal
Server Error

{"errors":[{"message":"[11911]
loadCollection."}]}

Fail to

503 Service
Unavailable

{"errors":[{"message":"[12912]
Abnormality occurred by DELETE
processing."}1}

500 Internal
Server Error

{"errors":[{"message":""[11913]
create CommonData."}]}

Fail to

500 Internal
Server Error

{"errors":[{"message':"[11914]
get socket(DELETE)."}]}

Fail to

500 Internal
Server Error

{"errors":[{"message":""[11915]
send PreProcess(DELETE)."}]1}

Fail to

400 Bad Request

{"errors":[{"message':"[129201]
get data."}]}

IHligal

500 Internal
Server Error

{"errors":[{"message":"[11921]
loadCollection."}]}

Fail to

503 Service
Unavailable

{"errors":[{"message":"[12922]
Abnormality occurred by GET
processing."}1}

500 Internal
Server Error

{"errors":[{"message":""[11923]
create CommonData."}]}

Fail to

500 Internal
Server Error

{"errors":[{"message":""[11924]
get socket(GET)."}]1}

Fail to

500 Internal
Server Error

{"errors":[{"message':"[11925]
send PreProcess(GET)."}]}

Fail to

500 Internal
Server Error

{"errors":[{"message":"[11935]
send PreProcess."}]}

Fail to
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408 Request
Timeout

{"errors":[{"message":"[11936] REST-
Connection Error."}]}

503 Service
Unavailable

{"errors":[{"message":"[11937] Service
Unavailable.."}]}

500 Internal
Server Error

{"errors":[{"message":"[11938]Internal
Server Error."}]}

503 Service
Unavailable

{"errors":[{"message":""[12900] Before
start service(for initialization)."}]}

429 Too Many
Requests

{"errors":[{"message":"[12906 ]Number
of request per second has exceeded
maximum usage limit of service
contract."}]}

503 Service
Unavailable

{"errors":[{"message':"[11937] Service
Unavailable.."}]}

{"errors":[{"message":"number of (to 1’??1
response-data is larger than P
400 Bad Request oo "
1000","acceptable_top": [top
acceptable_top top
131}
N I - - 16MB
{"errors":[{"message":"response size is
400 Bad Request larger than 168", "acceptable_top": acceptable_top top

[top 131}

503 Service
Unavailable

{"errors":[{"message":"number of
concurrent request for heavy queries
exceeded the maximum usage limit."}]}
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