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Preface

Thank you for considering the "loT Platform". This "loT Platform Service Portal Operating Manual (hereafter, this
manual)" is intended for customers considering or implementing this service. We ask for your understanding with
regarding the following matters.

1 Customers considering this service are kindly requested to utilize this manual to assist in making their
decision to implement this service only.

2. This manual and the contents therein are not to be disclosed or provided to any third parties.

3 Copying or reproducing the contents of this manual without the permission of the provider is prohibited.

This manual contains important information to be used in implementing this service.

Customers signing up to a service contract are asked to thoroughly read this manual prior to using this service.
Please handle this manual with care and store it in a safe place.

Customers opting to not use this service are responsible for promptly disposing of this manual.

*Windows and Internet Explorer are trademarks or registered trademarks of Microsoft Corporation in the United
States of America and other countries.

The contents of this manual may change without notice due to changes to the specifications of this service
provided.

Disclaimers
- We do not accept any responsibility for unexpected malfunctions or for unforeseen charges occurring due to the
user performing operations not listed in this manual of this service.

- We do not accept any responsibility in the unlikely event that the use, or inability to use, this service causes

damage to the user (including, but not limited to, damages caused by a suspension of work, damage to/loss of
data, or accident-related damages, and including the potential for liability claims from a third party).
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® <Terms>

Term Description Notes
loT An abbreviation of "Internet of Things"
This refers to "things" connected to a network via an Internet protocol
(Internet language)".
REST An abbreviation of REpresentational State Transfer
This refers to a software design format where design principles optimized
for linking multiple software instances are adapted for the web.
*A caller interface (referred to as a "RESTful API") sends messages written
in XML to a specific URL via HTTP(s).
When using this service, replies are sent back in JSON format, not XML.
MQTT An abbreviation of Message Queuing Telemetry Transport

MQTT is a light communications protocol on the TCP/IP network suited to
frequently sending and receiving short messages between multiple
subjects. The use of MQTT is now very common in M2M networks and the
loT (Internet of Things) field. At a minimum the header is only two bytes
in size, significantly reducing the amount of communications traffic, CPU
load and energy consumption required, compared to sending the same
communications via HTTP.

Dynamic resource
controller (DRC)

Dynamic Resource Controller

Provides distributed control processing based on proprietary wide-area
distribution technologies. This function assists in the optimal collection of
data from a limited number of resources based on traffic fluctuation
during data collection.

Resources

The collection unit for loT data

Resource data

One piece of data

Access codes

Authorization information for resources

CORS

Meaning Cross-Origin Resource Sharing.
Web server determines a controlling method to cross-domain access,
enabling safe communications between domains.

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

A




- Contents -

CRAPEEr T INETOAUCHION. .. cueeuiieiiieiieieeete ettt ettt st ettt et et e b et e b et e b et ese e ese s e s esenesseneabeneas 8
1.1 Purpose of tis MANUAN ......cc.oeoieiiiieie ettt ettt enas 8
1.2 AVQIlable DOCUMENES......ecueeeieeieiieieieteete ettt ettt ettt s te st et e et e st eseeseesessensenseneeneeneesessessensens 8
T3 FRALUTES ettt ettt et ettt et e bt e a et e e bt et e e e e st e te s st en e e b e eat et eebeeat e s e eseente st entensesaeetenseentans 8
1.4 Preparations Required fOr the CUSEOMIET .........ccceueiruiieieieieeiet ettt eees 8
1.5 USET ENVITONIMENT. ...ttt ettt ettt ettt et et e s bt et e s bt et et e s bt et esbesatebesbe et enbeestensesueebenbesaeens 8

@ oL (<t o] I o =T 1 1 OSSR SRR 10
2.1 WRAEIOT IS @l @DOUL......eeeeeeeeeeee ettt sttt neese s esenan 10
2.2 SEIVICE DVETVIBW ...oevieieneieeieteeete ettt ettt e te et et et e e a e et et e e et et e eseent e se e st et eestentenseentenseeseentanseeneensesseenean 10

2.2.1 DA COITBCLION ..eeeeeteeeet ettt ettt ettt b et s et s et se st ene s enestaneas 10
222 EVENE FUNCUION ...ttt ettt et et s bt et be et e b sbe e 11
223 ACCESS RESETICEIONS ..ttt ettt ettt et et e et et e et e e e s st et e besat et e eseeneenseeseesesneentesseentenseeneenee 11
2.2.4  Dynamic ReSOUICE CONETOIIET .....oouireireiiiieeee ettt nee 11
2.2.5  Service POrtal FUNCHIONS. .....cveieieieiieieeieste ettt sttt sesse s nes 12

Chapter 3 Definitions and CoONCepts OF TRIS SEIVICE ......euevueuirieieieieieieieeee e 13
BT TENANEID ettt ettt ettt st s bt et b e e a et b et b e sat et bt ettt e bt et e bt eaeen 13
70 U T TSSO STRPTI 13
3.3 RESOUICES .ttt ettt ettt et e et e a et et e e et et e e st emte st eat et e estentenseent et eeseent e seentensesneenean 13
3.4 Transferring data with Resource (Transfer) JSON........ccceirirueiinieieeiieieeeeee ettt 14
3.5 ACCESS COAES ..ottt ettt ettt a et e et et et et b etk et e b et s et e st et eneeteneetenea 15
30 EVRNES ettt h e et b e e a et bt et e bt e at et e bt et e bt e st et e sbeeaten 16

3.6.1 JUAGMENE CONAILIONS ...ttt ettt st 16
3.6.2  Actions after an event is DELECLEA ........ccvverieieieieieeeerese ettt aas 16
3.6.3  CANCEI EVENE SEEEINGS....c.viuiieiiieiiteicetetetete ettt ettt ettt et s e st es e e esessesessenens 17
3.7 WIEING DAEA ...ttt ettt ettt sb et b e et e b s bt et e b e sat et e s bt et e beeae et esseeaeen 18
3.8 Referencing WHEEEN DALa ........ccoveuirieuirieirieieieieieietetete ettt sttt ettt sttt be st ese st e s nsenesseneas 19
3.0 AP ettt h ettt b ettt b et b et h et bbbt bbb e st tenea 20
3.9.1 HTTP REST INEEIFACE ..ttt ettt ettt s b et e et e eneesessensenes 20
3.9.2  MOTT INEEIACE vttt ettt ettt ettt et be e e s e e e s et esestenessenessenens 22
3.T0  ACCESS RESETICHIONS. ...ttt ettt ettt s b ettt et s bt et e b e s bt et e s bt et ebe e st e s esbeeaeen 23
3.11  Dynamic Resource CONETONET (DRO) ......ccveveveieiereeririereeeeieteteeeett ettt eteeee s st sesasesesessssssesesesessesens 24
3.12 1D and Password fOr MATT CONNMECHIONS.......evruieirtirierieieeenteeeieeteetesteseeeeneeseeseseessessesseseneesesseesassensenean 24
313 REGIONS AN THMES ..ttt ettt ettt ettt et b et b et e bbb e bt e bt esentenens 25
3.Th  LANQUAGES ..ottt ettt ettt et ettt et b e st e bt et e b e e a et e bt et e b s at et e bt et e bt eat et e bt eae s 25
315 ClIENE COTIFICALR ...veveeeeietetetete ettt ettt ettt ettt et ettt et e b et ese st ese st eneaseneseneas 25
310 CORS .ttt bbbttt bttt b et h et bt bbbt ebe et st tenea 25

Chapter 4 SCreen DESCIIPLIONS ....cc.evuirierieieieieeeetetee ettt ettt teste st e te st et et eseeseeseesessesenseneeneeneeseesensesenes 26
4.1 BasiC SELLINGS PTOCEAUIE ......ouiuiiiieieieieet ettt ettt ettt 26
4.2 USING CSV FIlS .ottt ettt b ettt b et e bt e s et e st e st et enesseneeseneas 27
4.3 LOGIN SCTEBM ...ttt ettt ettt ettt st e b e e bt ettt e bt et e s bt et e bt e at et e ebe et e bt eat et e s bt et enbeeat e beebeene 27
by SEIECEING TENMANE....etiuiiteiiiteieietet ettt ettt ettt ettt ettt b et b et bbb bt e bt e st st ebe st esentenens 29

4.4.1 EItiNG COMMENES ...ttt ettt ettt ettt ettt ettt enen 29
L5 HOME SCIEOM ..ttt e bt ettt et sttt st et e e bt et e bt eat et e s bt et enbeemeensesseene 30
4.5.1 VAN SCTEOM ...ttt ettt ettt et s bt et et s bt et e bt eat et e s bt etesbeeutens 30
4,52 Select 3 TENANEID ..c.ouiiieiieieieeeeteet ettt ettt ettt ettt ettt ae e ne e ens 30
4.5.3  Select Password CRANGE ..ottt 31
454 LANGUAGE SEELINGS......cviteieieiieieeieet ettt ettt ettt b e sttt besa e nee 32
455  Select Version INFOTMALION.......ccceeieiriririeerie ettt ettt sttt eenes 32
456  Select Operating ManUA .........cccoueieuirieiirieeie ettt sttt eenes 32
4.5.7 LOGGING OUL ...ttt ettt et sttt s et s bt et e bt e st et e sae et enbesaeebesbeene 33

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

5



4.6 RESOUTCE SCIEBN .eeeeeee ettt ettt et e e e e ettt eeeseeeeasaaeeeeesseessaaeateeeseseeesssaseseesssseessseteseesssssnnnsreeees 33

4.6.1 AdA All RESOUTCES......eeeeeeieteeiieieetestete ettt steste et e et et ese et e e se s esenseneeneeseesessessessansensenseneeneenenns 34
4,0.2 AU RESOUICES......eeueeieeeietieieetestete ettt e e st te st et et este st eseeseese st essesensenteneeseeseesessensansensensenseneesenns 35
4£.6.3  DOWNIOAAING RESOUICES. .....ceeuiieuiieiieteieeietetet ettt ettt sttt et s et es et se st be e sseneesenes 37
4.6.4  SEATCING FOr RESOUICES ......euviiieiiieceteteie ettt sttt ettt b ettt s et esenes 38
4.6.5  Changing RESOUICE SEELINGS. ....c.euerueuirieirieirteirieiet ettt ettt sttt ettt 39
4.6.6 DEIEEE All RESOUICES. .....eeeeeeeeeietieteeteste ettt sttt ettt se et e se b e tesae e e e st eseeseesessessensensenseneenenns 41
4.7 ACCESS COUR STBEM ...ttt ettt ettt ettt ettt et et e e ebe e e ae e ese s e s et eseeseseeseneeseneebeneebeneesensesenta 43
4,71 BAtCh Add ACCESS COUS.......eeeniieiiieeeie ettt sttt ettt b et be e s bk
4,72 AAING ACCESS COUES......omeriieiiieiieietetetete ettt ettt ettt ettt be bt se e es et eseste st teneeseneesenes 45
4.7.3  Searching fOr ACCESS COUBS ......coueuiiiuiriiirieieiceeietet ettt 47
474 Downloading ACCESS COUES......c.ouiriiuiriiirieieicieietet ettt ettt ettt 48
475  (hanging AcCeSS (O SEEEINGS .....ccueutrueuirieieteieieieteteterte ettt ettt ettt s et esenes 48
4,76 Batch Delete ACCESS COAES.....c.ovueuirieieieieieeteeieete ettt ettt ettt ettt s e senes 54
b8 EVENESCIEON. ...ttt ettt ettt et b e et b e e bt et e e bt et et e s at et e e bt et et e e st et e s bt et entes 55
4£.8.1  Add Events (JudgemMENE SELLINGS) ....c.euvuruimiriiiiiriririeieeeeetetetete ettt ee s 57
4£.8.2  Add EVENLS (ACHON SEEEINGS) ..vvveveeeriieieieeiiei ittt sttt ettt e e ee e eses 60
4,83 SEArChING FOT EVENES .....oviiiieiiieiiie ettt ettt ettt s e etens 62
4,84 (hanging EVENE SELEINGS. ....cc.eteieuirieieieieieieie ettt ettt ettt s ettt e e s esenes 62
4.8.5  Batch Deleting EVENES....c..cueiiiiiiiiiieiiestet ettt ettt 64
5.9 LOG SCTEENM ...ttt ettt ettt ettt ettt b ettt b e bbb a et et aeenes b4
4.9.1 USBGE SCTEEM ..ttt ettt ettt b e bttt et b e b bt ettt be e b4
4.9.2 OPEration LOG SCIBEM......couiiierieieeitetet ettt ettt ettt ettt et s bbbt st e s b st e besbeenbenee 66
4.9.3 USBQE LOG SCIBEM.....eeeeiteteeett ettt ettt ettt ettt sbe et s bt e at et e s bt et e besaeenbesbeensenee 68
494 SyYSEEM LOG SCTEEM ...ttt ettt sttt et 69

L O U =T Y == O OSSPSR 73
G107 AAING USETS ..ottt ettt sttt ettt ettt ettt 73
4£.10.2  Changing PASSWOTA........ccueirieuirieuirieieieieietete ettt ettt ettt te e bt es et es et e st et steneeseneesenes 75
4.10.3  SEATCNING FOT USEIS ...nitinietiieiiteiete ettt ettt ettt b et s et et e ese st esenes 75
4704 CRANGING USETS....uiiiiiiietiieitteieree ettt ettt ettt ettt ettt et b et bttt bt etens 76
4.10.5  BatCh DElEUING USETS .....ouemimiiiiieiiieieieertetet ettt sttt 77
LT ACCESS CONEION SCIEOM ...ttt ettt s et s et s s e st et et eb et ebe st ebeneesensesenean 78
4£11.1  Service Portal ACCESS CONEIOI SCTEEM .......eveuieiiririiieieieieetei ettt sens 78
4£11.2  Access Code - ACCeSS CONEIOI SCTEOM.......cvveuieviiriiieteieteeeitete ettt ettt esenes 87
4,12 DiSLTIDULION SCTEEM ....vitiieteteieeete ettt ettt ettt e st et et e s e et e esesse s e seneeneeneeseesessessensensenseneeneanes 95
4121 tps/bps Distribution SELEINGS SCTEEM .......coveuiiiiiriiicieiei ettt 95
413 Generate COrtifiCate SCTEEM .......cocirieieieieieete ettt sttt ettt s et se s e esesene 101
4.13.1  Generate Certificate Screen (Create New CertifiCate)......ouiivieiivieieeeeieteeee ettt 101
4.13.2  Create Certificate (Certificate SIGNALUTE) .......ccoveueueiririeiiiieieietrtet ettt 103
L. T4 COMIMON SCTEEI ...ueiiteiteteteeeteteete e et e st e e s at et e stesat et eeseent e seestensesseentesesntensesseenteseestesesneensensesntensens 105
o B (O N el (=] 3 O TSUSSRR 105
4.74.2  CORS SEEEING SCIEBM ...ttt ettt sttt ettt et b ettt e e te s et et e be et enbesbeeneenee 106
4.14.3  Error Correction SEEENG SCrEEM......coui ittt ettt et b e 106
Chapter 5 Example of Settings Using the Service POrtal .........cccooueerieiriiinieinieincccrceeeeeee e 109
T B Y- 11 1] [ D | TSROSO 109
5.2.1 LOGIM <ttt b ettt b e bbbt e et seenes 112
5.2.2 AQA RESOUICES. ...ttt ettt ettt et b et s ettt e st b s et e st s b et et et ese s ese s enesenessene 113
5.2.3.  GENETate COrtifiCAteS.....ccuiuiieeiieiiiet ettt ettt sttt ettt snene 115
5.2.4.  Add ACCESS COUBS ... oottt ettt ettt sttt ettt se s b e s tessete st e st eneeseeseesessensensenseneenenns 116
5.2.5.  Integrating APIS into the APPlICAEION .....cc.c.erueirieirecie e 118
5.2.6.  Event FUNCEiON (EMAil) SELLNGS ...c.vuviiiiieieieieiseeieie ettt nenenas 118

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

b



5.2.7.  Email Receipt Confirmation When an Event (Email) OCCUTS........ccovieveeiirieierriieeieeere e 124

5.2.8.  Event FUNCEION (Call API) SEELINGS. ....cvrverererererireeeeieieieieieieieieeeiesesesesee et e aesesesesesesesesesesenenas 124
5.2.9.  ACCeSS CONETOI SEEEINGS ...veuvtinieiiieieieicte ettt ettt 129
5.2.10.  DiSEriDULION SEELINGS ....vcueeviniereieiiietieie ettt sttt se s snene 132
5.2.1T. MOATT SEEUNGS..cuvveviuieetcieirieicietrtet ettt ettt ettt ettt sttt sttt s et eeaesene 134
5.2.12. CORS SEEEINGS ...cvetenteieiteiteiteieetert ettt ettt et ettt ettt et ettt ae s b sb et et e e seenene 136
5.2.13. Error COllECHiON SEEEINGS. ....cceueieiirieiiteieie ettt 137
Chapter 6 List OF ErTOT MESSAGES ......evveuirieiiieiieieiieietetetet ettt ettt ettt ettt ettt b et b e st esesaenensene 139
CRAPLET 7 APPENAIX c.uevinitiietiieiirtei ettt ettt ettt ettt ettt et be st et e st e b et et en e ebeneese e e s e eenesesensenesne 152
7.1 NOtes 0N the CSV FOTMAL ......c.iieiiieiiieiieieiceiei ettt ettt ettt b ettt b e esenes 152
7.1.1 Overview of the CSV Format Used fOr RESOUICES........cc.e.evveuerieienieierieitieinteeeteeneeeeee et 152
7.1.2 Overview of the CSV Format Used for ACCESS COAS........cveuiriririririeinieiinieeteereeeeeeeseeeeieeeieees 154

7.2 Notes 0N the SOTtING POLICY ...oveuiieiieiiee ettt 155
7.3 Event Function NOtifiCAation MESSAGES........ccueuirueuiruemirieirieieieieiete ettt ettt sttt sbe e esenes 157
7.4 Cautions When Accessing the LOGIN URL.........co.ciruiirieinieieeirieeeeteeeeie ettt 158

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

7



Chapter 1 Introduction

1.1 Purpose of this Manual
This manual describes the operations of the web interface (hereafter, Service Portal) when using the loT Platform
service (hereafter, this service).

1.2 Available Documents
The following documents are available concerning the use of this service.

Manual name Description
loT Platform Service Details Instruction Manual Describes service specifications.
loT Platform Service Portal Operating Manual A manual describing the Service Portal.
(This manual)
loT Platform User Guide A manual used to support API usage during application

design  with this service, including specific examples.

loT Platform API Reference An API reference manual used for application design

using this service.

1.3 Features
Configuring settings from the web
You can configure settings to use this service via your web browser.

Configuring settings from the Internet
You can configure settings regarding this service from anywhere provided you have an Internet connection.

Configuring settings from various devices
You can configure settings regarding this service from not only desktop PCs but also the devices including tablet
PCs.

Configuring settings regarding the collection and browsing of data

You can configure the default settings regarding the collection and browsing of data provided with this service.
Configuring these settings will allow you to connect to devices compatible with the general work application
using REST (HTTPs) and/or MQTT(s) protocols.

1.4 Preparations Required for the Customer
A customer user ID and password is required to utilize this Service Portal. You will be notified of this information
after service contract. The following information is required to log in.

- Service Portal URL

- Customer and Tenant ID
- Service Portal user ID

- User ID password (initial)

1.5 User Environment
Please prepare the following operating environment for accessing the Service Portal.

- Connection to the Internet

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018
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- A terminal to be connected to the Internet

Table 1.5. Tested user environments

[tem Requirements Notes
1 Compatible | Windows 7 SP1 (32 bit version, 64 bit version) Only available in Japanese and
0S Windows 8.1 (32 bit version, 64 bit version) English on Windows
Windows 10 (32 bit version, 64 bit version)
Browser Internet Explorer 11
Screen size | PC: 1024x768 or higher (recommended)

Tablet devices: 1920x1200 or higher

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018
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Chapter 2 loT Platform

2.1 What loT is all about
loT refers to utilizing the vast amounts of information gained from people and things, connected to the Internet,
in the creation of new services benefiting from the information and knowledge provided.

2.2 Service Overview
A customer specific area will be setup in our cloud service to use this service. You can apply to have multiple
tenants within a customer area.

2.2.1 Data Collection
Users create “resources”, which serve as units of registered data within the tenant. "Access codes” granting
permissions to the resource must be created and assigned to the resource.
Access codes are utilized by the API to approve and run the requests the access code corresponds to.
<Permission types>
C: Permission to create resources, access codes, etc.
R: Permission to reference (read) data
U: Permission to register (update) data
D: Permission to delete resources, access codes, events, etc.
L: Permission to acquire a list of resources, access codes, events, etc.
G: Permissions to refer to all resources under the resource
P: Permissions to update and delete all resources under the resource

2.2.1.1 Data collection preparation
Most operations can be performed from the Service Portal, or with the API.
*API operations can only be performed for “resources”, “access codes”, and “events”.

Service Portal

Creating/deleting/browsing WEB
L ' Browser

s

Tenant

Application ¢reating resource] Acoess Gode O |
3
Deleting resourc oo

Application
Ll % ‘Browsing resource list
Resource =
|
|
1

1 Resource

Figure 2.2.1.1 Managing resources

2.2.1.2 Collecting and using data
Data can be registered and browsed with an API.

Access code: R Abpli z
- ication
Device Registering data| Access code: U I pp
—— b=

Browsing data

Tenan

Resource
oring

Figure 2.2.1.2-1 Storing data

b
A%

Data can be transferred to other services without the need to store the data with this service.
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Application
Transferring data

Device Registering data| Access code: U | H
4 0 >

Figure 2.2.1.2-2 Transferring data

2.2.2 Event Function
Set conditions to extract data as events to perform actions when extraction conditions are met based on data
registration/update triggers. These actions can be configured to send email notifications, or start up a specific
API.

—— Data storin

Database

E Matches
Email notification
Event
— Judgment
API startup

Figure 2.2.2 Event functionality

2.2.3  Access Restrictions
Restrictions can be set for IP addresses accessing this service.
You can restrict access to resources by adding access restrictions to both the Service Portal and access codes.

WEB
browser Service Portal

T O WEB
C] x _I;]browser

==,

Devicec__ @

Figure 2.2.3 Access restrictions

2.2.4  Dynamic Resource Controller
This provides recommend resources (recommendations) for use during data collection as a means of controlling
data collection based on cloud load. This allows data collection to be optimized (ex: distributed filtering) based
on the level of IT resources available to the customer.
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R T

__Tenant >
I Recommend
) (1) Browse | > | | resource
Device:=__¢# =n
: Resource
(2) Register
\'--.________—________.--/

2.2.5

Figure 2.2.4 Dynamic resource controller

Service Portal Functions

Functions provided with the Service Portal are as follows.

Table 2.2.5 Service Portal Menu

- Configure error correction

Management | Content Notes
function
1 User account | - Add and delete accounts for Service Portal use Refer to Chapter
- Reissue passwords 3.2and 4.10
2 Resources - Add/change/delete resources, batch add Refer to Chapter
- Display/search/download resource lists 3.3and 4.6
3 Access codes | - Add/change/delete access codes, batch add Refer to Chapter
- Display/search/download access code lists 3.5and 4.7
4 Events - Add/change/delete events Refer to Chapter
- Display/search events 3.6and 4.8
5 Logs - Display/search/download the customer search portal use history Refer to Chapter
- Display monthly use summaries
- Display monthly usage amount screens
- Download timestamped use logs
- Display system log screens
6 Access - Add/change/delete IP addresses from which the Service Portal can | Refer to Chapter
restrictions be accessed 411
- Add/change/delete IP addresses associated with an access code
7 Distribution | - Enable/disable the distribution control function Refer to Chapter
settings - Configure the load status calculation cycle, and the recommend | 4.12
cycle
- Configure load status acquisition resources
- Configure recommend resources
- Add/change/delete edge computing conditions
8 Client - Generate client certificates Refer to Chapter
certificate 14.13
9 Common - Configure MQTT passwords Refer to Chapter
settings - Configure CORS 14.14
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Chapter 3 Definitions and Concepts Of This Service

This chapter describes the definitions used for and concepts of this service.

3.1 TenantID
A unique code used within this service to identify tenants within a customer area.

3.2 User

This is the administrator at the customer's company responsible for managing tenants included in the contract.
Users can be created freely from the Service Portal. User operating permissions are shared by all users, allowing
use to all of the Service Portal functions described in this manual.

[Note] Relationship between tenants and users

The relationship between tenants and users is as follows.

- Users can access all tenants under the same customer identifier.
- Users cannot access tenants under a different customer identifier.

" FUJITSU Cloud Service
IoT Platform

Customer’s Tenant [*—|
'---_,__________ Customer

Access administrator
allowed™ Tz -]
/,- ‘ﬁﬁ— ,J

L
= ” Access not—
enant allowed

E Cannot access tenants under
another company.
E

Figure 3.1 Tenants and users

3.3 Resources

This service defines "resources" as "spaces used for the collection of data".

This service manages resources in "resource paths", which are structured in a similar manner to directories and
files.
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/rl:nnfigurable range of resource path setting \ Resource path

TenantID
1234561P01 |- A-office — printer1 [ | | A-office/Printer1
Printer? 5 A-office/Printer2
Printers S A-office/Printer3
Printard S A-office/Printer4
Printers S A-office/PrinterS
- B-office — Printer [ toner S B-office/Printer/toner
peapern S B-office/Printer/paper
- C-office Printerl[ toner [ | Coffice/Printer1/toner
paper S C-office/Printer1/toner
Printer2 [ toner S C-office/Printer2/toner
\_ Rapsr C-office/Printer2/paper

/
In above diagram each drum is
example of a resource”

Figure 3.2 Resource Path Example

Resource paths are structured in the following manner.
- Each resource path within the same tenant is unique
- Resource paths are named with any given character string of up to 128 characters

3.4 Transferring data with Resource(Transfer)_JSON

This service allows for the creation of (transfer) resources to store data on other services, without storing data
within this service. As with regular resources, resources (transfer) are controlled by "resource path", and these
resource paths have the same specifications as that for reqular resources, with the exception of the unique
character string (_fwd) added to the beginning of the resource path.

. _
Device Register

Application

Transfer

Figure 3.3 Resource (transfer) management

&Note

Binary data cannot be transferred.
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3.5 Access Codes

This service allows you to configure permissions (access codes) for the use of data within a resource in order to
prevent use by unspecified persons. You can assign permissions to register, update, delete and list resources
(CDL), permissions to register data (U) and reference data (R), and permissions to list (L) resources via an AP, for
each resource. By setting U permissions, users can register, update and delete data, and by setting R permissions,
users can reference data. Assigning L permissions enables users to reference resources in a resource list. By
setting CDL permissions, users can register, update and delete resources, register and delete access codes for
resources, and register and delete events for resources, in addition to actions allowed with L permissions. By
setting G permissions, users can refer to data for all resources under the resource. By setting P permissions, users
can register, update, and delete data for all resources under the resource.

You can write data to a resource and reference data in a resource by adding access codes to an API call from the
customer's application.

Refer to the “loT Platform User Guide” for more information.

Tenant Resource path

. “Accass tod

(Pectfiespprintert ] |acodennny 2 i

A-office/Printer?. Efj

R

T e Ok © Permissions
A-office/Printerd 6 Create (C) Create and update resource
\;i:‘_afﬁ't;é?_‘i’rih‘éérﬁi S Aebess cnde Delete (D) Delete resource

- = - - Reference list Reference resource list

123456JP01 (B-oﬁice,-' Printer/toner Acode0002 (L}

Update (U) Register, update, and delete
data

B-office/Printer/paper |
\ s

C-aftice/Printerl/toner | ] ot Reference (R) Browse data
% . - = £ issi i
C-office/Printerl/paper f—’] Al undar C.Office T Browse Apply R permissions for multiple
C-office/Printer2 /toner [f___‘_:j Raad Gk, Write Ok il croup (G) sub-resaurces
C-office/Printers fpaper [_3_3'_:'_'—:] Update Apply U permissions for multiple
_ | SE group (P) sub-resources

Figure 3.4 Relation between resource and access code

In the above example: OK indicates the right/permission is granted, while NG indicates “Not Granted”

Access code specifications are as follows.

- All access codes within the same tenant are unique

- Access codes must be added after the resource has been added. Access codes cannot be added without adding a
resource

- Permissions for multiple resources can be configured with a single access code

- Access code values can be set freely by the customer

You can set access codes for resources (transfer) in a similar manner to regular resources. You can use a resource
(transfer) to transfer data by adding access codes to an API used to call data from the customer's application.

U or P permissions are required to use a resource (transfer) to transfer data. Resources (transfer) cannot be
accessed when only R or G permissions have been granted.

Refer to the “loT Platform User Guide” for more information.
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3.6 Events
This service can use an event function to perform actions when there is a change in the data.

———-i:( Storlng

Database

Matches

Idv

Email notification E
Event #
— Judgment _
API startup

Figure 3.5 Event function

&Note

Events cannot be set for resources (transfer).

3.6.1 Judgment Conditions
The judgment conditions for events set by this service's event function are as follows.
1 When data is written for the specified resource
2. When the system detects that the status of written data in the specified data position(*) changes to one of the
following statuses

Character string

- Perfect match with set character string

- Contains set character string

Numerical values

- Value found in the data Set value

- Value found in the data Set value

- Value found in the data Set value

- Value found in the data Set value

- Value found in the data Set value

(*) The data position is specified in JSONPath format.

You can also set a time range for detecting statuses 1. and 2. described above.
The system judges an event to have occurred when the conditions for status 1. or 2. described above are met
within the time range specified (when time ranges are used).

ANote

Judgment conditions cannot be specified when the resource data is in a binary format.

3.6.2 Actions after an event is Detected
The possible actions after an event is detected with this service's event function are as follows.
1. A notification is sent to the specified email address.
2. The specified REST APl is called.
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3.6.3 Cancel Event Settings
You can select between having this service's event function continue or invalidated after initial trigger, even
when status continues to meet the event criteria. The "continue to judge events" setting is configured by default.
With this default setting, if an event judgment setting is validated when the temperature reaches 30 degrees
centigrade or more, as long as the temperature remains at (or above) 30 degrees centigrade, the system will
continue to judge this as an event.

Temperature

30 degrees |- Event judgment threshold

Event
My

detected

[P reriire

20 degrees

Event judgment period

Time

Figure 3.6. Actions when an event is detected

Continuing to have the system perform actions may not be ideal in situations that are "collecting constantly
changing data at short intervals" - such as when collecting data at the above-mentioned temperature - as the
state where the threshold is exceeded will continue to persist. “ Cancel event settings” can be configured to
prevent this by disabling the event judgment function once an event is detected.

[Eq.]

The case below shows an example of the following event settings:

- Judge events when temperatures reaching 30 degrees centigrade and over or more
- Cancel events when the temperature drops to 20 degrees centigrade or below

In this instance, while a temperature that reaches 30 degrees centigrade is initially detected as an event, this will
disable the event judgment function while the temperature remains at 30 degrees centigrade following this,
meaning that further events will not be detected even if a state of 30 degrees centigrade or more persists.
Further, as event judgment functionality will no longer be disabled once the temperature drops to 20 degrees
centigrade or below, events will start being detected again from this point. The figure below presents this as an
image.

Event
judgment
condition

Disabled Enabled

Temperature,

30 degrees Event judgment

threshold

Event
detected

Event
disabled

Cancel
event

| Cancel event

20 degrees |~ ! judgment threshold

Time

Figure 3.7. Relationship between event judgments and disabled events
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*Do not perform cancel event settings for the following cases.
- When you intend to set data writing for a specific resource only as the target of event judgments
- When you intend to set same content data writing for data within a resource as the target of event judgments

3.7 Writing Data
You can write data using this service by adding a resource. The general procedure for writing data is as follows.

1. Use the Service Portal or an API to add a resource. (Step (1) in the figure below)

2. Use the Service Portal or an API to grant access permissions for the resource. (Step (1) in the figure below)
You will be able to write data by granting writing permissions for the resource.

3. Add an API call to the application to write data to the resource. (Step (3) in the figure below) Refer to the “loT
Platform User Guide”.

4. Write data to this service by calling the APl used to write data to the resource from the application. (Step (4) in
the figure below)

FUJITSU Cloud Service IoT Platform

@) Write data

T

@

1234567893

Create

® Notify access code @ Create app

Administrator App designer
at Company A at Company A

Figure 3.8. Steps taken to write data
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3.8 Referencing Written Data

This service can be used to reference data written using the steps outlined in Chapter 3.8. You can also specify

which data to reference by setting search conditions. The general procedure for referencing data is as follows.

1. Add an API call to the application you prefer to use for referencing resource data. Reference permissions must
be set for the corresponding resource when the access code is set. Refer to the “loT Platform User Guide" for
more information.

2. You can reference data from this service by calling APIs used to reference data written to a resource from the

application.

FUJITSU Cloud Service IoT Platform

® @ Read data

Create
resource/acce
ss code

©

Create app

L .. Notify access code X (
Administrator App designer

at Company A at Company A

I

Figure 3.9. Steps to reference data
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39 AP

APIs enabling users to interact with resources, access codes, events, and the data in a resource have been made
available with this service.

Refer to the “loT Platform User Guide” for more information.

3.9.1  HTTP REST Interface
Compatible with http and https.
The interface provided is described below.
Data groups within a resource are written as resource data.

Table 3.9.1 REST Interface (IF) list
- Resource related

Operation Option Method Relation to
name access code

1 | Register resource - POST Permitted with C

2 | Referencing Resource Specify field to acquire GET Permitted with L
Metadata Specify number of acquired data items

3 | Updating Resource - PUT Permitted with C
Metadata

4 | Delete resource - DELETE Permitted with D

- Resource data related (if the data format is JSON)

Operation Option Method Relation to access code
name
1 | Registering resource data | Registration timestamp PUT Permitted with U
RETAIN flag Permitted to all
Bulk Insert flag resources with P
2 | Browsing resource data Specify field to acquire GET Permitted with R

Permitted to all
resources with G

3 | Retrieving resource data Specifying time/date GET Permitted with R
Specifying the range of Permitted to all
times/dates resources with G

Specify field to acquire
Specify number of acquired data

items
4 | Updating resource data Registration timestamp after PUT Permitted with U
update Permitted to all
resources with P
5 | Deleting resource data Specifying time/date DELETE Permitted with U
Specifying the range of Permitted to all
times/dates resources with P

&Note

The following restrictions apply to resources (transfer).

- Only PUT method support provided. GET and DELETE are unavailable for use.

- U permissions must be granted to access resources. Users with only R permissions cannot access said
resources.

- The binary data format cannot be used.
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- Resource data related (if the data format is binary)

Operation Option Method Relation to
name access code
1 | Registering resource data | Registration timestamp PUT Permitted with U

Permitted to all
resources with P

2 | Browsing resource data — GET Permitted with R
Permitted to all
resources with G

3 | Retrieving resource data Specifying time/date GET Permitted with R
Specifying the range of times/dates Permitted to all
Specify number of acquired data items resources with G
4 | Deleting resource data Specifying time/date DELETE Permitted with U
Specifying the range of times/dates Permitted to all

resources with P

&Note

Binary resource data cannot be updated.

This section provides an explanation of resource-related and resource data-related options that can be
specified.
- Registration timestamp
Specify the data and time data is registered. When left blank, this will be set to the date and time the
service receives a request.
- RETAIN flag
Specify whether to retain the registration data on the MQTT broker side.
- Bulk Insert flag
Specify whether or not to run a bulk insert(*).
*Data registered with multiple JSON objects in a JSON array will be stored and managed as separate data
items.
- Specify time/date
Specify the target to be retrieved/deleted by date and time.
- Specifying the range of times/dates
Specify the target to be retrieved/deleted by a range of times/dates.
- Specify field to acquire
Specify the field to acquire. Only fields specified will be acquired.
- Specify number of acquired data items
You can specify the number of items to acquire, and the number of data items retrieved as search results to
skip.
The maximum number of items that can be acquired at once is 1,000.
- Registration timestamp after update
Update the data registration timestamp at the date and time specified.

- Access code-related

| | Operation | Option | Method | Notes
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name

1 | Register access code - POST

2 | Reference access code | Specify resource path GET
information Specify number of acquired data items

3 | Update access code | - PUT
information

4 | Delete access code - DELETE

Memo

This section provides an explanation of access code-related options that can be specified.

- Specify resource path
Specify the resource path for resources corresponding to the access code to be referenced as a condition, and
return only those access codes that meet the conditions set as search results.

- Event-related

Operation Option Method name Notes
Register event - POST
2 | Reference event Specify event ID GET

Specify number of
acquired data items

3 | Update event - PUT
4 | Delete event - DELETE
Memo

This section provides an explanation of event-related options that can be specified.

- Specify event ID
Specify the event ID for events to be referenced as a condition, and return only those events that meet the
conditions set as search results. When omitted, all events pertaining to the tenant will be search targets.

3.9.2  MQTT Interface
Compatible with MQTT and MQTTS.
The interface provided is described below.
Data groups within a resource are written as resource data.

Table 3.9.1 MQTT Interface (IF) list

- Resource data related (if the data format is JSON)

Operation Option Control Packet name Relation to access code

1 | Registering resource data | Registration PUBLISH Permitted with U
timestamp Permitted to all

resources with P

2 | Browsing resource data - SUBSCRIBE Permitted with R
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+PUBLISH(*) Permitted to all

resources with G

- Resource data related (if the data format is binary)

Operation Option Control Packet name Relation to access code

1 | Registering resource data | - PUBLISH Permitted with U
Permitted to all

resources with P

2 | Browsing resource data - SUBSCRIBE Permitted with R
+PUBLISH(*) Permitted to all

resources with G

(*) PUBLISH from this service after SUBSCRIBE from the client (cannot be specified as an option)

- Registration timestamp

service receives a request.

Specify the data and time data is registered. When left blank, this will be set to the date and time the

3.10 Access Restrictions

Restrictions can be set for IP addresses accessing this service.

You can restrict access to resources by adding access restrictions to both the Service Portal and access codes.

WEB
browser:;

—Tre

L .
Device E—:‘/’é

Service Portal

Figure 3.10. How access restrictions work

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

23




3.11 Dynamic Resource Controller (DRC)
This service uses the dynamic resource controller (distributed control) function (hereafter, DRC) to enable the
use of proprietary overall optimization technologies (distributed service platform technologies) of Fujitsu to

collect data generated from sensors and other devices to ensure efficient and stable data collection even when
fluctuations in data traffic, etc. are experienced.

Cloud
Gateway device IoT Platform Cloud server
Resource/transfer resource, etc.
= .
®
3
Recommend o .
ree Distribution policy

Figure 3.11. Visual representation of the DRC

This service collects service load information and compares these values with conditions set by the customer
(edge computing conditions) to provide recommendations to the customer. Customers can develop applications
to optimally collect data within the IT resources available using these recommendations.

The process flow for using the DRC s as follows.

The distribution policy is used to monitor the load placed on this service.
Recommend resources are flagged as recommended based on a pre-defined distribution policy.
Processes are modified based on the rewritten recommend resources.

The gateway device, cloud solution and sensor shown in the diagram shall be prepared by the customer. This
enables processes to be modified based on system load, allowing for stable system operation.

3.12 ID and Password for MQTT Connections
- MQTT connection account
The tenant ID is used as the account (ID) for using MQTT.

- MQTT password

The MQTT password policy is as follows. (note: MQTT password can be set and changed within the service
portal)

<Definition>

Usable character types At least one of each of the following four character types must be used.
Upper and lower case alphabetical characters, numbers, symbols (eight
symbols: #,@,-,(,).:,.,_)

No. of characters 8to 12

Period of initial password | No limit

validity

Period of password validity No limit
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3.13 Regions and Times

- Regions

This service can be used in multiple regions.

Users can ascertain which region is active for the system they are logged into from the region code displayed
next to the tenant ID at the top of the Service Portal screen.

- System times, on-screen dates and times and API dates and times

System times for this service are set to Coordinated Universal Time (UTC), regardless of which region the service is
provided. Date and time information and log output times displayed on the Service Portal screen, and times
specified with an API are all displayed, output and specified, based on system times.

3.14 Languages

Users can select the language in which item names, messages, etc. appear on the Service Portal screen, choosing
from Japanese or English.

Language settings are saved when creating/modifying users and when users change language settings by
themselves. The Service Portal screen will automatically appear in the language set when next logging in.

3.15 Client Certificate
In this service, users can set the client certificate as an authorization function to access to the access code. You
can generate the certificate on the screen of the Service Portal.

3.16 CORS

By using Cross-origin Resource Sharing (CORS), this service provide you to send an HTTP request to the domains
other than the domain which you installed this service. You can switch activate and deactivate CORS on the
Service Portal screen.
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Chapter 4 Screen Descriptions
This chapter describes how to use the Service Portal.

4.1 Basic Settings Procedure
A flowchart showing the setting procedures that will need to be configured when starting to use the service is

provided below.

Common settings Configure the required settings. Refer to Chapter 4.5.3 and 4.10

- Add administrator account
- Change administrator account
- Change passwords

Add resources These settings are mandatory. Refer to Chapter 4.6

- Add resources

- Search resources

- Reference resources

- Change resource information
- Delete resources

- Batch add resources

— These settings are used when using certificates for access codes. Refer to
Add certificates Chapter 4.6

- Generate and download certificates

Add access codes These settings are mandatory. Refer to Chapter 4.7

- Add access codes

- Search access codes

- Reference access codes

- Change access code information
- Delete access codes

- Batch add access codes

v

Add events These settings are mandatory when you use the event function. Refer to
Chapter 4.8

- Add events

- Search events

- Reference events

- Change events

- Delete events

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

26



Access restriction settings Set access restrictions if required. Refer to Chapter4.11

- Add Service Portal access controls

- Search Service Portal access controls
- Change Service Portal access controls
- Delete Service Portal access controls

- Add access code access controls

- Search access code access controls
- Change access code access controls
- Delete access code access controls

Distribution policy settings | Set the distribution policy if required. Refer to Chapter 4.12

- Configure tps/bps distributed control settings

MQTT settings Set the MQTT password if required. Refer to Chapter 4.14.1

- Set MQTT password

CORS settings Set the CORS usage if required. Refer to Chapter 4.14.2

- Set CORS usage

Error collection settings Set the error collection usage if required. Refer to Chapter 4.14.3

- Set error collection usage

4.2 Using CSV Files

We recommend preparing a preliminary list of resources and access codes before adding them to the system.
Batch adding resources and access codes by uploading CSV files saves you time and effort when using the system
for the first time, or when modifying a number of resources and access codes.

Refer to Chapter5.2.2 and 5.2.44 for more details.

43 Login Screen
The following screen will appear when accessing the login URL.

- The login URL will appear when configuring service use settings from the FUITSU Cloud Service K5 PaaS Portal
screen.
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1. Enter the user ID into (1).
2. Enter your password into (2).

3. Click the Login button shown as o7 Plabiorene

1~

Notes on input parameters

Entry Entry format Required | No. of | Initial Notes
name Input Character type characters | display
method

User ID Text Single-byte Yes - - E-mail address format
alphanumeric
characters

Password | Text Single-byte Yes 8to 15 - The character types
alphanumeric allowed are as follows
characters Upper and lower case
Alphanumeric alphabetical characters,
characters numbers,

#@-():._
Memo

- The region of the system you are logging into is fixed based on your login URL.

- The language appeared in the Login screen can be changed via your browser's language settings. Pages
will appear in Japanese when your browser's language settings are set to Japanese. It will appear in
English when these settings are set to any other language.

- The language appeared in the pages after logging in can be set for each user logging in. Refer to Chapter
4.10 for more details.

The screen will show the following when the user ID and password do not match.

lofPlatform

If you have forgotten your password, have another customer administrator within the same tenant reset the
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password. Refer to Chapter Chapter 13.14.10.4 (1) for more details.

4.4  Selecting Tenant
The following screen will appear when you have logged in successfully and there are multiple tenants included in

the customer's contract.

loT Flatform

1 Select the tenant you prefer to
use by clicking the Tenant Select
button shown as (1) in the figure. o
After clicking this, you will proceed to (1)

the Home screen described in ",
Chapter 4.5.

Click the Comment Edit button shown as (2) in the figure to edit comments appearing at the right of the Tenant
Select button.

This screen will not appear when only one tenant is included in the customer's contract. In this instance, you will
proceed directly to the Home screen described in Chapter 4.5.

4.4.1 Editing Comments

The following screen will appear when the Select Comment button is clicked.

1 Enter the Comment in the area
shown as (1) in the figure.

Comment Edit

2. Click Update shown as (2) in the e e A Nt

mmm{

figure.

MANUAL-002

Notes on input parameters

Entry Entry format Required | No. of Initial Notes
name Input method | Character type characters | display
Comment | Text Optional - Upto 256 |-
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4.5

Home Screen

The following screen will appear when you have successfully logged in.
An overview of the service functions available appears on the Home screen. Click an image to jump to a brief
description of each of the functions available.

4.5.1

loT Platform

Resource

Temant 11 MANUAL-001 LIF) hana

Access Code Event Leg User Access Contral Distribution Certificate Commen

|'u§?|su

Welcome to IoT Platform !
Wia axplain the function of IoT Patform.

B P

- o g ] ' -~
&H (] 3 b

L = 0 |
About Applied Applied Applied
Basic Function Chapter 1 Chapter 2 Chapter 3

Data Access Evant IR Mccess Contral

Main Screen

About Basic Function

This section covers the "Main screen” which always appears at the top of the screen after logging in, regardless of
what screen you transition to.

(1)

(2)

loT Platform Tenant 1D MANUAL-001 UP}I’ hanako v ] FujiTsu
Resource Access Code Event Log User Ecces& Control Distribution Certificate [Cclmmon
Number | Entry name Description Notes

(1)

Select a Tenant
ID

Selects the tenant ID. The region code will appear after
the tenant ID in parentheses.

Refer to Chapter 4.5.2

(2) Select User Users are able to select "Change Password/Language Refer to Chapter 4.5.3
Settings/Version Information/Operating Manual/Logout". | to 4.5.7

(3) Resource Opens the Resource screen. Refer to Chapter 4.6
(4) Access Code Opens the Access Code screen. Refer to Chapter 4.7
(5) Event Opens the Event screen. Refer to Chapter 4.8
(6) Log Opens the Log screen. Refer to Chapter 4.9
(7) User Opens the User screen. Refer to Chapter 4.10
(8) Access Control | Opens the Access Control screen. Refer to Chapter 4.11
(9) Distribution Opens the Distribution screen. Refer to Chapter 4.12
(10) Certificate Opens the Certificate screen. Refer to Chapter 4.13
(11) Common Opens the Common screen. Refer to Chapter 4.14

4.5.2

Select a Tenan

tiD

When multiple tenants are included in a customer's contract, you will be able to click the Select Tenant ID
pull-down menu to show "Tenant Select".

“Tenant Select"will appear. Click Tenant Select to proceed to the screen in Chapter 4.4.
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contract.

Nothing will appear when clicking Select Tenant ID when only one tenant is included in the customer's

4.5.3 Select Password Change

This section describes the process used to change passwords to log into the Service Portal.

1 Select "Password Change" from the
user name pull-down menu on the
Home screen to move to the Password
Change screen.

2. Enter your old password.

3. Enter your new password.

4. Enter your new password again (for
confirmation).

5. Click Change.

Notes on input parameters

loT Platform

Resource Access Code

Event Log

e

P . | Passacrd Changs l
User Access Control Distribution Certificate Comml

O

About

Basic Function

Dala Access

Welcome te loT Platform !

Wile @aprain the fncticn of TT Flatfam,

@

Applied
Chapter 1

Event

Languags

Versian Info

Logaut

%o
Applied Applied
Chapter 2 Chapter 3

DRC Acress Control

Pas=word Change

About Basic Function

Entry name Entry format Required | No. of Initial | Notes
Input Character type characters | display
method

Old password | Text Single-byte Yes 8to 15 - The character types
alphanumeric allowed are as follows
characters Upper and lower case
Alphanumeric alphabetical characters,
characters numbers,

#@-():._

New password | Text Single-byte Yes 8to 15 - The character types
alphanumeric allowed are as follows
characters Upper and lower case
Alphanumeric alphabetical characters,
characters numbers,

#@-():._
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New password | Text Single-byte Yes 8to 15 - The character types
(for alphanumeric allowed are as follows
confirmation). characters Upper and lower case
Alphanumeric alphabetical characters,
characters numbers,
#@-():._

4.5.4 Language Settings
This section describes how to change the language display for the Service Portal.

loT Platform Tenant ID MANUALGTL UL~ | lisnake Fifirsn

Select the lan guage from the Reisure: | Pevesscode | Dot | Leg: | “Ussr| AecésCoiel | Distibutich | Cereae | Comag P il
2 L ? —
Language pull-down menu under — ;
the user name. Welcome to IoT Platform ! |
You can select from Japanese or togeun |
English. :
O @
About Applied Applied Applied
Basic Function Chapter 1 Chapter 2 Chapter 3
Data Access Event DRC. Access Control ‘
About Basic Function $
|
Memo

Language setting changes in Language will be saved, and the screen will appear in the language selected
when you next log in.

4.5.5 Select Version Information
The following screen will appear when you select Version Info from the user name pull-down menu.

Click Close to return to the previous
screen.

Version Info

107 Fiattarm varsion 400
Copyrght FUIISL LIRMISEL s J0L Y

4.5.6  Select Operating Manual
This operating manual will appear on the device you are logged into when you select Operation Manual from the
user name pull-down menu.
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4.5.7 Logging Out

loT Platform

Log out by selecting Logout from the

Resource Access Code

Tenant [0 MANLAL D03 IFS

Passsninad Changs
Log User Access Control Distribution Certificate Comme =

user name pull-down menu in the
Main screen.

Basic Function

Language » —
arsion Info
Welcome to IoT Platform !

W mpiair the funchon of kal Platfarm,

@ k3 [
Applied Applied Applied
Chapter 1 Chapter 2 Chapter 3

Event DRE Acmess Control

About Basic Function

&Note

- Make sure to log out before closing the browser screen.

4.6 Resource Screen

(lick Resource on the Main screen to display the Resource screen.

IoT Platform

Access Code Event Log User

Resource List

Ranant S MANUAL-DIE LM hamako nfisa

Access Control Distribution Certificate ET‘:'R)O“ (2 )

Blanre srbas spquirad rormae s bk Tawent cuben.

e st : S

G @
m———a — — (5 (6)
=
(7)
Number | Entry name Description Notes
(1) Add all Batch adds all resources. Refer to Chapter 4.6.1
(2) Add Adds the resource. Refer to Chapter 4.6.2
(3) Resource path | Set when searching for resources. Refer to Chapter 4.6.4
(4) Resource Set when searching for resources. Refer to Chapter 4.6.4
name
(5) Download Downloads configured resource information. | Refer to Chapter 4.6.3
(6) Search Retrieves resources. Refer to Chapter 4.6.4
(7) Delete Use when deleting batches of resources. Refer to Chapter 4.6.6
Notes on input parameters
Entry Entry format Required | No. of | Initial | Notes
name Input method | Character type characters | display
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Resource | Text Single-byte - Upto128 |- Usable characters
path alphanumeric Numbers, upper and lower case
characters alphabetical characters,

- (hyphen), _ (underscore), /
(slash)
Refer to 4.6.4

Resource | Text Optional - Upto32 |- Usable characters

Name Numbers, upper and lower case
alphabetical characters,
Double-byte characters
@-():._
Refer to 4.6.4

4.6.1 Add All Resources

You can add resources as a batch using (SV files.

1. Click Download shown as (1) in

the figure to download a (SV
template to your device.

2. Edit the CSV file.

3. (lick Add All shown as (2) in the
figure.

4.  (lick Reference shown as (3) in
the figure and select the edited

CSV file.

5. (Click Add shown as (4) in the
figure.

loT Platform

m Access Code Event Log User

Access Control

Tenant 10 MANUAL-IL (0] % hanakia st

Distribution Certificate | Common

Resource List

Fags snser gt imermashie and dck Sesre” Suthon

All Resource Registration

Flezse add fes,

(2) -

{Farwars Match}

(1)

Risseurce Type Data Format

- The name of the downloaded file will be in resource_ YYYYMMDDHHMMSS.csv format.

- You can download the CSV template only without a resource being added by downloading the (SV template
before a resource is added.

- You can also add access codes without downloading by editing a CSV file with the same formatting as the
template from the PCin use.

- A maximum of 100 resources can be added at a single operation using the Add All function. Add resources
in multiple batches when you are adding 100 or more resources.
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- Resources cannot be added if a resource with the same resource path and resource name is already in use
within the same tenant ID.

- You can only add new resources when downloading and editing a CSV file. Existing resources cannot be

modified.

- Refer to Chapter Chapter 17.1 for more information about the CSV format.

[1] Display previous results / Show the latest result

Click "Display Previous Results / Show the latest result" on the All Resource Registration screen to output a log of
previous operations.

4.6.2 Add Resources
The following screen will appear when you click Add on the Resource screen described in Chapter 4.6. This menu
is used when you prefer to add a single resource only. First, select the resource type from (1) in the screenshot
shown below. If “ Resource” is selected as the resource type, an entry field for the resource to be used for data
storing will appear. If Resource (Transfer) is selected, an entry field for the data transfer resource will appear.
Examples below explain settings for each type of resource.

- For data storing resources

1. Select Resource from the
pull-down menu shown as (1) in
the figure.

Resource Registration

2. Enter the resource path into the
field shown as (2) in the figure.

3. Enter the resource name into the
field shown as (3) in the figure.

Ratantian Pariod(1-0800 daya)*

4, Select the data format from the
pull-down menu shown as (4) in
the figure.

5. (Click (5) Add.

6. A Confirmation screen will appear
after clicking Add. Click Enter
shown as (6) in the figure to add
the resource.

Batention Period|1.9989 days)

Notes on input parameters

Entry Entry format Required | No. of Initial Notes
name Input Character characters | display

method type
Resource Pull-down - Yes - Resource | Select from Resource and
type Resource (Transfer)
Resource Text Single-byte Yes Upto128 |- Usable characters
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path alphanumeric Numbers, upper and lower
characters case alphabetical characters,
- (hyphen), _ (underscore), /
(slash)
Resource | Text Single- and - Upto32 |- Usable characters
Name double-byte Numbers, upper and lower
characters case alphabetical characters,
Alphanumeric Double-byte characters
characters @-():._
Symbols
Data Pull-down - Yes - JSON Select from JSON and Binary
format
Comment | Text Optional - Upto256 |-
Retention | Text Single-byte Yes Upto 4 1 Unit: Days
period numerals Data added will be deleted
once the set retention period
has elapsed.

- For data transfer resources

1.

1 Select Resource (Transfer) from
the pull-down menu shown as (1)
in the figure.

Enter the resource path into the
field shown as (2) in the figure.

Enter the resource name into the
field shown as (3) in the figure.

Enter transfer destination
details and set the data to be
transferred into the fields shown
as (4) in the figure (several fields
can be completed by scrolling
through the form).

Click (5) Add.

A Confirmation screen will appear
after clicking Add. Click Enter
shown as (6) in the figure to add
the resource.

Notes on input parameters

Resource Registration

Entry name | Entry format Required | No.  of | Initial Notes
Input Character characte | display
method type rs
Resource type | Pull-down | - Yes - Resource | Select  from  Resource and
Resource (Transfer)
Resource Text Single-byte | Yes Up to]- Usable characters
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path alphanumer 128 Numbers, upper and lower case
ic characters (*1) alphabetical characters,
- (hyphen), _ (underscore), /
(slash)
Resource Text Single- and | - Upto32 |- Usable characters
Name double-byte Numbers, upper and lower case
characters alphabetical characters,
Alphanumer Double-byte characters
ic characters @-():._
Data format | Pull-down - Yes - JSON JSON only
Comment Text Optional - Up to|-
256
URI Text Single-byte | - Up to|-
alphanumer 256
ic characters
Method Pull-down - - - (NULL) | Select from
(NULL)/POST/PUT/GET/DELETE/HE
AD/OPTIONS/TRACE
Authenticatio | Text Single-byte | - Upto20 |-
niD alphanumer
ic characters
Authenticatio | Text Single-byte | - Upto20 |-
n password alphanumer
ic characters
Header Text Single-byte | - Upto20 |-
names 1 to alphanumer
10 ic characters
Header Text Single-byte | - Up to|-
values 1to 10 alphanumer 512
ic characters
Memo
- Resources cannot be added if a resource with the same resource path is already in use within the same
tenant.
- Resource paths that start with an underscore ( _ ), or have an underscore ( _) immediately after a slash ( /)
cannot be specified.
- _bin/ is automatically added to the start of resource paths when the resource type selected is resource, and
the data format is binary.
- _fwd/ is automatically added to the start of resource paths when the resource type selected is resource
(transfer).
- (*1) The maximum number of characters for resource paths is 128, including the _bin/ and _fwd/ strings at
the start.
- It may take up to five minutes before you are able to access APIs using settings configured when adding or
changing resources/access codes.

4.6.3 Downloading Resources
You can download information regarding resources registered to one of your tenants. This function can be used to
download all resources retrieved with the Search key.
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lat Platform st ) MARUIALST IS Ranalsn Tuiisy

Access Code | Event Leg User  AccessContral | Distribution  Certificate | Commaon

Click Download to download A— [ |
information regarding tenant resources. P s ot
EE =

Resuirce Type Dana Foeraat
BN

- Clicking Download without performing a search will download all files that include any resources found
within all tenants. Click something other than Resource in the Main screen, and then click Resource in the
Main screen again to return to the results retrieved from the search performed.

&Note

- Attempting to download all resources when there are many resources registered may result in long
download times. It is recommended that you use search conditions to narrow down the resources being
downloaded to avoid this.

4.6.4 Searching for Resources
You can search for resources from the Resource screen. This is mainly used to modify resources or delete
unnecessary resources. You can also opt to download resource information for resources matching the search
conditions set only.

1. Enter the resource path or torpatiom memm———y, A
resource name that yOU prefer tO Access Code Event Log User Access Control Distribution Cortificate Common
search for as a prefix match into  reowcetis N s
the area shown as (1) in the  rwocwem i s
figure. a1 o P i Jrassin (2)

2. (Click Search shown as (2) in the (1) 3) =it

figure to display the search ...

Gmmrﬂame Resource Type Dt Format
.

- Click (3) to sort the search results. Refer to Chapter 7.2 for more information about the display order for sorting.

- Resource paths and resource names can be searched for based on prefix matches.
- Up to 100 search results can be displayed. Please be aware that only the first 100 search results will appear
when performing searches that return over 100 matches.
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4.6.5 Changing Resource Settings

You can change resource settings for resources that you have added.

1. Search for the resource you prefer to R e

change from the Resource screen.
Refer to Chapter 4.6.4 for more
information on searching.

2. Click the resource path shown as (1)
in the figure for the resource settings
you prefer to change.

3. Enter the new resource name into
(2) when you prefer to change the
resource name.

4. Enter a new comment into (3) when
you prefer to change the comment.

*You can also change other input
items, as required. Refer to 4.6.2 for
further details on input items.

5. Click Update shown as (4) in the
figure.

6. The Resource Update/Confirm screen
will appear. Check that everything is
correct and click Enter.

10T Platform Tenaot B MANUAL-GOLUR) ¥ hasako Fujits
Event Log User Access Control Distribution Certificate Common
Ve arsar raguead mormaban and clek hearh byt
Resource Path (Fanward Match} Besource Name (Forward Match)
e i
s.ml:,-\nm.\w_( 1 )
Uit Format
l Doataionreeit l [N —— i ok
10K
htTasstarangiles Uanstpaingieswei Fesoue|Irartert Buh
s
Resource Update m
o]
Resausrea Type Rasourne
Resource Path
nomsrims, (2) ]
Data Format.
- (3) )
Ratantion Periad(1-909% dnys)* |
REST URL ] Lict amivIMARUAL-DD] Datallesourced]
MQTT Tapie < fizces Code Al MAMUAL 00L DatsRascuroai0l v
Cancel (4) Updnt

Resource Update - Confirmation

Ruscures Path
Rescurce Mame DataResariinisni]
Data Format FSON
Cammant Resource lata

Fatuntion Puricdil-#99% days) 10

T A AR T Tht R s 00T

REST URL il Lis i i

MQTT Togie Agoess ok (V1 MERUAL-D0 L Tatafesie 001

&Note

again with the new path.

deleted.

- The resource path and data format cannot be changed.
- To change the resource path and data format, you must first delete the corresponding resource and add it

- The error collection resource “_error” added by the system when creating a tenant cannot be updated or
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[1] Deleting a single resource

This section describes the procedure to delete a single resource. If an access code is tied to the resource you
prefer to delete, you will need to delete the access code first before proceeding. Refer to Chapter 4.7.5 (5) for

more details.

1 Search for the resource name you
prefer to delete from the Resource
screen. Refer to Chapter 4.6.4 for
more information on searching.

2. (lick the resource path shown as
(1) in the figure for the resource
name you prefer to delete.

3. Click Delete shown as (2) in the
figure on the Resource Update screen.

4. Click Execute after confirming the
contents of the Confirmation screen
when it appears.

loT Platform

m MccessCods | tvent | Log | ser

Fesant I3 MARUALODL OFE Bk sy

Access Control Distribution Certificate Common

Resource List

[Farard Match)

| Reseurce Name

et e el

Bk

Resource Update

Liatjp s camy e LM ANLAL D1

A coeis Toda s/ HUAL 000 /DasaRascUmenot

Update

Rezource Delete - Confirmation

- You can also delete resources using the method described in Chapter 4.6.6.
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&Note

- Deleting resources will delete both the resource and all data written to the resource.

- Once deleted, resources and the data written to the resource cannot be recovered. Customers are
responsible for using caution in checking the contents of resources being deleted before deleting them.

- The error collection resource “_error” added by the system when creating a tenant cannot be deleted.
Clicking the Delete button on the “_error” Update Resource screen will not delete the resource.

4.6.6 Delete All Resources
Follow the procedure below to delete multiple resources as a batch. If an access code is tied to the resource you
prefer to delete, you will need to delete the access code first before proceeding. Refer to Chapter 4.7.6 for more
details.

IoT Platform Tenamt 1F MANUALGUL U % hanain Tufisu

1 Search for the resource name you
y Access Code Event Log
prefer to change from the Resource

User Access Control Distribution Certificate Common

screen. Refer to Chapter 4.6.4 for Rt v i
more information on searching. s s S p

Resource Path {Formard Match) Resource Mame (Forward Match)
2. Select the check box next to the =N BN

resource you prefer to delete, shown (1Lm

as (1) in the figure. Select multiple O A -
check boxes when you prefer to [~ e .
delete multiple resources. ()

Data Feniat
BN

3. Click (2) Delete.

4. Click (3) Execute after confirming
the contents of the Confirmation
screen when it appears. Resource Delete - Confirmation

- You can also delete resources using the method described in Chapter 4.6.5 (1).

&Note

- Deleting resources will delete both the resource and all data stored to the resource.

- Once deleted, resources and the data written to the resource cannot be recovered. Customers are
responsible for using caution in checking the contents of resources being deleted before deleting them.

- The error collection resource “_error" added by the system when creating a tenant cannot be deleted.
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Selecting the “_error” check box and attempting to delete the resource will fail to delete the “_error”
resource.
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4.7  Access Code Screen
Click Access Code in the Main screen to display the Access Code screen.

foT Platform

Resouree Bt Log | User

Acemss Control

Tenant 10 MANL,

Distribution Certificate

Falisn

(2)

ALIOLURIY ek

i

Access Code List

emen(4)
—"d)

Cortiats

- E—
_ prLEinE

Heszuren Home:

(9)
Number | Entry name Description Notes
(1) Add all Batch adds access codes. Refer to Chapter 4.7.1
(2) Add Adds an access code. Refer to Chapter 4.7.2

Access Code

(3)

Set when searching for access codes.

Refer to Chapter 4.7.3

Access Code Name

(4)

Set when searching for access codes.

Refer to Chapter 4.7.3

(5)

Resource path

Set when searching for access codes.

Refer to Chapter 4.7.3

Resource Name

(6)

Set when searching for access codes.

Refer to Chapter 4.7.3

(7) Download Downloads configured access code information. Refer to Chapter 4.7.4
(8) Search Retrieves access codes. Refer to Chapter 4.7.3
(9) Delete Use when deleting batches of access codes. Refer to Chapter 4.7.6

Notes on input parameters

Entry name Entry format Required | No. of Initial | Notes (Usable characters)
Input Character type characters | display
method
Access Code | Text Single-byte - 3to 48 - Numbers, upper and lower
alphanumeric case alphabetical characters
characters Refer to 4.7.3
Access Code | Text Refer to Notes | - 3to 48 - Numbers, upper and lower
Name case alphabetical
characters,
Double-byte characters, @ -
():._
Refer to 4.7.3
Resource path | Text Single-byte - Upto128 |- Numbers, upper and lower
alphanumeric case alphabetical
characters characters,
- (hyphen), _ (underscore), /
(slash)
Refer to 4.7.3
Resource Text Refer to Notes | - Upto32 |- Numbers, upper and lower
Name case alphabetical
characters,
Double-byte characters, @ -
():._
Refer to 4.7.3
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4.7.1 Batch Add Access Codes
You can add access codes as a batch using CSV files.

lal Platform Tanant 13 WANIIAL-IHE 1) hanaks uliTsu

1 Click Download shown as (1) in the — :
figu[e to download a CSV template to Event Log User Access Control Distribution Certificate Commaon

your device. Access Code Lis (2) m_
2. Edit the CSV ﬁle. Access Code P ‘"‘:::"“"' [Fanward Kasch)
Z:Ig S:ied( Add All shown as (2) in the == SR (1) - -

Mgcess Code: Agosss Code Hame: Aocest Fratocods Ceriificans. Riseonirice Fath Resouirce Mame.

4. Click Reference shown as (3) in the -
figure and select the edited CSV file.

5. Click (4) Add.

All Access Code Registration

- The name of the downloaded file will be in access_code YYYYMMDDHHMMSS.csv format.

- You can download the CSV template only without an access code being added by downloading the CSV
template before an access code is added.

- You can also add access codes without downloading by editing a (SV file with the same formatting as the
template from the PCin use.

- A maximum of 100 access codes can be added at a single operation using the Add All function. Add access
codes in multiple batches when you are adding 100 or more access codes.

- Multiple resource paths can be assigned to a single access code by adding them on lines to the right as
shown in the CSV Image in Chapter 7.1.2.

- Configure access codes and access code names so that they do not repeat addition completed values.

- Make sure to assign R or G access permissions for access codes set for events.

- You cannot set certificates for access codes when adding access codes as a batch.

- Refer to Chapter Chapter 17.1 for more information about the CSV format.

[1] Display previous results / Show the latest result
Click "Display Previous Results" on the All Resource Registration screen to output a log of previous operations .
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4.7.2 Adding Access Codes
The following screen will appear when you click Add on the Access Code screen described in Chapter 4.7. This
menu is used when you prefer to add a single access code only.
1 Enter the access code in the field
marked as (1) in the figure.

Access Code Registration

2. Enter the access code name in the field
marked as (2) in the figure.

3. To specify an access protocol, select
Specify in the area marked as (3) in the TN
image, and select the check box next to I
the corresponding access protocol. Select
Do not specify to not specify an access
protocol.

4, To set a certificate, click the Browse
button in the area marked as (4) in the
image, and select a certificate file.

Access Code Registration

I (5)

ltesrrre fath

5. Select the resource that you prefer to
grant the permissions that this access
code gives.

5-1. Enter the resource path or the
resource name as the search keyword in
the field marked as (5) in the figure.

4 Release

5-2. Click Search shown as (6) in the figure
to display resource paths matching the
search conditions at the bottom of the

screen. Clae=

Access Code Registration

(7 )-:":.Iw-m-mm—_..-ﬂu
5-3. Select the check box for the resource
you prefer to grant permissions for shown (8 Areclease
as (7) in the figure, and then click (8) for T e =

Add to add the resource to the Used
Resources List at the bottom of the screen.

6. You can set permissions for registering,
updating, deleting and listing (CDL) via an
API, and permissions for listing (L),
updating/deleting (P) all sub-resources,
referencing all sub-resources (G),
registering data (U), and referencing data
(R) via an API.

* You can grant (DL, L, P, G, U, and R

RS TSR R R B S, FE RS RSB RaITED 2016-2018

IASSEIELLIII(J e SereCt Al CTeCk DOX T UIe
Used Resources List.




9. Confirm the contents of the
Add/Confirm screen when it appears,
and then click Enter.

Notes on input parameters

Access Code Registration - Confirmation

Siease chok “Entar” boton b nepmes it fhe ko ng contents

Mpcess Coda

Ut aezurc

DatafecoueiL

Entry name | Entry format Required | No.  of | Initial display | Notes
Input Character character
method type S
Access Code | Text - Yes 3to 48 - Usable characters
Numbers, upper and lower
case alphabetical characters
Access Code | Text Single-and | - Upto32 |- Usable characters
Name double-byte Numbers, upper and lower
characters case alphabetical characters,
Alphanumeri Double-byte characters, @ -
¢ characters ():._
Access Radio - - - Do not specify | Select from Do not specify
protocol button and Specify
Access Check box | - Yes - HTTP,HTTPS, | This can only be selected
protocol MQTT,MQTTS | when Do not specify is
(types) selected for the access
protocol.
Multiple access protocols
can be selected from HTTP,
HTTPS, MQTT, MQTTS
Certificate | Text Refer to - - - All characters that can be
Notes used in a file path are
available for use
Comment | Text Optional - Up to 256 | -
Resource Text Refer to - Upto 128 | - Usable characters
path Notes Numbers, upper and lower
case alphabetical characters,
- (hyphen), _ (underscore), /
(slash)
Resource Text Refer to - Up to 32 Usable characters
Name Notes Numbers, upper and lower
case alphabetical characters,
Double-byte characters, @ -
():._
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- You can display the resource name by clicking the resource path in the Add screen.

- Make sure to assign R or G access permissions for access codes set for events.

- Assign (DL access permissions to add resources under a resource via an API, and to update and delete
resources added via an API.

- L access permissions cannot be selected if CDL access permissions are selected.

- (DL access permissions cannot be selected if L access permissions are selected.

- Access codes cannot be added if the same access code is already in use within the scope of the same tenant

ID.

- It may take up to five minutes before you are able to access APIs using settings configured when adding or
changing resources/access codes.

- Access codes set for a load resource or recommend resource on the Distribution screen (Chapter 4.12)
cannot be deleted if Distribution settings are enabled.
In this case, disable Distribution settings first to delete the access code.

&Note

- Please specify the certification which is generated on Generate Certificate Screen.

4.7.3 Searching for Access Codes
You can search for access codes from the Access Code screen. This is mainly used to edit access codes and to
delete unnecessary access codes.

1 Enter the access code or access code  ''Petfom T SRRV
name' Ol’ the resource path Or resource Event Log User Access Comtrol Distribution Certificate Common

name you prefer to search for into the — Acescodetin (1) I
fields shown in (1) in the figure. P o m— ?

Russuses Path (Fanwant Match] Resaurce Mame

2. Click Search shown as (2) in the
figure to display the search results at

the bottom of the screen. R DELM e

- Click (3) to sort the search results. s e =
Refer to Chapter 7.2 for more  HEZNS >
information about the display order

for sorting.

Memo

- All search keys are compatible with prefix-match searching.
- Up to 100 search results can be displayed. Please be aware that only the first 100 search results will appear
when performing searches that return over 100 matches.

&Note

- Avoid entering only an underscore ( _) into the access code or access code name fields and pressing the
Search button as doing so will retrieve all access codes in the search results.
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4.7.4 Downloading Access Codes
You can download information regarding access codes registered to one of your tenants. This function can be
used to download all resources retrieved with the Search key.

1oT Platform Tenant I MANUAL-GOL R Y haako wfirs

1. Perform searches using the access
. . Event Log User Access Control  Distribution  Certificate | Common
code searching procedure described

in Chapter 4.7.3. Aecess Code L i il

Accuss Code {Ecrward Match) fiRcae Dosta thanward Match}

2. Click Download.

Resoarce Path [Ferward Match) Resoumce Manse {Fanward Matzh;

Aocess ode Aosess Cnde feame. Agcess Fratacals Cantiticate Mesoore Path

argsssodsiil Unspected Unat Ustaitesnuwcenlil

[ T UnSpedlied Us3el o TasakmbrdisgRa o0l

- Clicking Download without performing a search will download all files that include any access codes found
within all tenants. Click something other than Access Code in the Main screen, and then click Access Code in
the Main screen again to return to the results retrieved from the search performed.

&Note

- The certificate set for an access code cannot be downloaded when downloading access codes.

4.7.5 Changing Access Code Settings
Display the Access Code Information Update screen by clicking the link for the access code you prefer to change
settings for after searching for the access code.
The access code cannot be deleted if it has been assigned to event settings. In this instance you must first
delete the event settings before deleting the access code.

loT Platform Tenant 1 MANIUALS0L 0F1 % hanako Fifirss

1 Search for the access code you
. Event Log User Access Control Distribution Certificate Common
prefer to change settings for from the

Access Code screen. Refer to Chapter e codets (B

4.7.3 for more information on — oot LR i
Hame

searching.

2. Click the access code you prefer to
change settings for, shown as (1) in
the figure, to proceed to the Access
Code Information Update screen. The
following provides a description of the
changes and operation procedures
that can be performed in the Access
Code Information Update screen.
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[1] Change the access code name

1 Change the access code name in the
field marked as (1) in the figure. You
can also change the comment in (2) if
necessary.

2. Click Update shown as (3) in the
figure.

Access Code Infarmation Update

Access Code. ( ‘I ) AccessCodaliil

Aizeess Code Mama [ AtuiiCaEeno]

FYE— CiSpented  ® Lnkascifiod

fip  mipe  mon

&Note

- Access code values cannot be changed. To change access code values, delete the relevant access code first,
and then add a new access code with the new values.

[2] Change the access protocol

1. Change the selection in the area
marked as (1) in the image, or
change the access protocol selected in
the area marked as (2) in the image.

2. (lick Update shown as (3) in the
figure.

[3] Change the certificate

- If a certificate has not been set
“Unset” will appear in the Certificate
field.

1. To set a certificate, click the Browse
button in the area marked as (1) in
the image, and select a certificate file.

2. Click Update shown as (2) in the
figure.

Access Cade Information Update

cafed & Untacitied

nep itge matt

Access Code Infarmation Update

Piease dlick ™
Al

AccezsCiodaliil

BrtuisCadennl

TrSpected W LUnSpecfied

Mtp  mitge mat
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- If a certificate has been set P Coth Tnformation Update
“Setting” will appear in the Certificate
field. The “Reference” link and Delete
check box will also appear.

Citpanhes  ® UnSpacted

Click “Reference” (1) to display the ‘ e el e
currently set certificate.

Certificate

iag Atenbistes
2B CIES CL S2 OLEDBLES SC S

- Changing certificates Access Cade Information Update
1. To change certificates, click the
Reference button in the area marked
as (1) in the image, and select a
certificate file.

AccessCodelil

Aeeess Code Hama ApceisCadenol

" Specfed 1 UnSpeified

fttp  mitpe.  mgtt.  matts

Becess Protocals *

2. Click Update shown as (2) in the
figure.

- Deleting certificates

1. Select the Delete check box shown
as (1) in the figure to delete a
certificate.

2. (Click Update shown as (2) in the
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Access Code Information Update

[4] Add resources tied to the relevant access code

1 Add resource paths/resource names
as search keys in the fields provided in
(1) to search for the resources you
prefer to add.

Access Cade Registration

2. Resource paths that match the
search keys added will appear at the
bottom of the screen. Select the
resources you prefer to add by selecting
the check boxes shown as (2) in the
figure.

ek DatafuadngBiatereail

W add 4 Release

3. Click (3) Add to add new resources to

Access Code Information Update

the Used Resource List. Syt

DitResourcalal

=

4. Assign the access permissions for
the resources you have added using
the check boxes shown as (4) in the
figure.

5. Click Update shown as (5) in the

- Search for resource paths and resource names as prefix-match searches.

&Note

Access code setting can not be changed/edited from service portal when 101 or more resources are linked to
one access code. In such case, please use following method A) or B) for changing the access code setting .
A)  Use “Controlling Access Codes (REST)" API. (Refer to * loT Platform API Reference”)

B) Change the access code setting using following steps (Download, Edit, Delete, Upload).
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Download Access Codes. (refer to section 4.7.4)

Edit the downloaded CSV file.

Delete the Access Code from service portal which need to be changed.(refer to section 4.7.6)
Batch add Access Codes by uploading the CSV file edited in step2. (refer to section 4.7.1)

N W N =

[5] Changing access permissions for resources which have already been assigned an access code

1 Select the resource you prefer to ncees G nformation Update
change access permissions for from the ]

resources in use at the bottom of the o
screen, and then select or deselect the
check boxes shown as (1) in the figure

to change access permissions. VAdd  ARelease

B L LR L

2. (Click Update shown as (2) in the
figure.

[6] Removing resources which have been assigned an access code

1 Select the resource you prefer to p——
remove from the Used Resource list by s
selecting the check box shown as (1) in SR

the figure.

(2)
2. Click (2) for Release to delete the o v add

selected resource from the Used
Resource list.

TR WL

3. Click Update shown as (3) in the
figure.

[7] Deleting access codes from the Access Code Information Update screen

1 Click Delete.

Access Code Information Update

2. The Access Code Delete -

Confirmation screen will appear. Check et
that everything is correct and click U
EXECUte. - ”;:I-'_: n;‘_:s. n"-:]l'. maits

LirGer
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Access Code Delete - Confirmation

&Note

- Once deleted, access code information cannot be recovered. Customers are responsible for using caution in
checking which access code to delete before deleting them.
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4.7.6  Batch Delete Access Codes
Follow the procedure below to delete multiple access codes in a batch. Access codes cannot be deleted if they
have been assigned to event settings.
In this instance you must first delete the event settings before deleting the access code.

1 Search for the access code you  rorpitfom e mamavr:
prefer tO delete from the ACCESS Code Resource Access Code Event Log User Access Control Distribution Certificate Camman

screen. Refer to Chapter 4.7.3 for more  access codeit [hs | naa ]

information on searching. n

{Farveard Match] {Fanwern Match)

Russures Puth [Farwand Matc] Rescures Nars [Faansant Match)

2. Select the check box (1) next to the
resource you prefer to delete. Select [Se== BR8]
multiple check boxes when you prefer (7). i R, T T |
to delete multiple resources. ) < U R— -

Furardinsdos UnSpetifist Uigat Pl Datafewar iRm0l

3. Click (2) Delete.

4. Click Execute after confirming the
contents of the Confirmation screen
when it appears.

Access Code Delete - Confirmation

Plezse cheh Bescute” bumon to delete] sceess cods compienh,

AveTodel]

- You can also delete access codes using the method described in Chapter 4.7.5 (5).

ANote

- Access codes cannot be deleted if they are associated with a permitted IP address with the access code
access control function. The association with the permitted IP address must be removed before deleting the
access code.

- Deleted access code information cannot be retrieved. Customers are responsible for using caution in
checking which access code to delete before performing the deletion.
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4.8 Event Screen

Click Event in the Main screen to display the Event screen.

IoT Platform

Resource Access Code m Log Usar

Tenant 10 MARUALGOLOF) % hanain rujivsy

Access Control Distribution

Certificate

Common

(1)
\1]

Event Lt
sal) et
W ) oo
0 revalts (0 st (6)
7
Number | Entry name Description Notes
(1) Add Adds an event. Refer to Chapter 4.8.1
(2) Event ID Set when searching for events. Refer to Chapter 4.8.3
(3) Event name Set when searching for events. Refer to Chapter 4.8.3
(4) Resource path | Set when searching for events. Refer to Chapter 4.8.3
(5) Resource Set when searching for events. Refer to Chapter 4.8.3
Name
(6) Search Searches for events. Refer to Chapter 4.8.3
(7) Delete Use when deleting batches of events. Refer to Chapter 4.8.5

Notes on input parameters

Entry name | Entry format Required | No. of | Initial | Notes
Input method | Character characters | display
type
Event ID Text Single-byte - Upto12 |-
alphanumeric
characters
Event name | Text Refer to | - Upto32 |- Usable characters
Notes Numbers, upper and lower case
alphabetical characters,
Double-byte characters
@-():._
Refer to 4.8.3
Resource Text Single-byte - Upto128 |- Usable characters
path alphanumeric Numbers, upper and lower case
characters alphabetical characters,
- (hyphen), _ (underscore), /
(slash)
Refer to 4.8.3
Resource Text Refer to | - Upto32 |- Usable characters
Name Notes Numbers, upper and lower case
alphabetical characters,
Double-byte characters
@-():._
Refer to 4.8.3
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The Event Registration screen will appear when you click Add on the Event screen described in Chapter 4.8.

Event judgement

Action settings

While this service allows both event judgment and action settings to be configured on the same screen, the
process for configuring event settings and action settings is described separately in this manual.

&Note

- While you will not incur event charges for adding events, you will incur charges for the number of events
registered to a resource each time an API for writing data to a resource is called. Please use caution when
setting events to avoid unnecessary charges.
- You may be charged with a large usage bill if event settings are configured so that actions are performed on
a loop. Avoid configuring settings in the following manner.

- Call the API to write to resource B belonging to a tenant when data is written to resource A.

- Call the API to write to resource A belonging to a tenant when data is written to resource B.

Event judgment for resource A

Write to -> Write to resource B
resource A -> Event judgment for resource B

(/L e -> Write to resource A
-> Event judgment for resource A

This forms an infinite loop

ANote

- Events cannot be set for resource (transfer) type resources.
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4.8.1 Add Events (Judgement Settings)
[1] Writing data to a specific resource
This section describes the procedure to use when you prefer to set event judgment conditions to when data is
written to a specific resource.

1 Enter the event name in the field vent Registration
shown as (1) in the figure. Enter a Mo
comment if necessary.

Event Nama (.I)
2. Set the resource for the target of Pt —
, , 9 “(2)
event judgment settings. et | £
Agm(d-’(7)
2-1. Click Search next to the resource I

path shown as (2) in the figure. B Pt

\,

Hetification
Location

2-2. Enter the resource path or the il
resource name as the search keyword
in the field marked as (3) in the
figure.

Resource Path Search

2-3. Click Search shown as (4) in the
figure to display resource paths
matching the search conditions, and
the access codes associated with said
resources, at the bottom of the screen.

2-4. Select a combination of resources
for the target of event judgment
settings and access codes by clicking a
check box shown as (5) in the figure.

2-5. Click (6) Enter to return to the
Event  Registration  screen  and
automatically fill out the fields shown
as (7) in the figure.

Resource Path Search

Pz

2-6. Set the event monitoring time
range, shown as (8) in the figure, if
necessary.

Next, configure the action settings.
Refer to Chapter 4.8.2 for more details.
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Notes on input parameters

Entry name Entry format Required | No. of Initial | Notes
Input method | Character characters | display
type
Event name Text Full- and - Upto32 |- Usable characters
single-byte Numbers, upper and
characters lower case alphabetical
Alphanumeric characters,
characters Double-byte characters,
@-():._
Comment Text - - Up to 256 | -
Resource path Text Single-byte | Yes Upto128 |- Entered by searching.
alphanumeric
characters
Resource Name | - - - - - Entered automatically
Access Code _ _ _ _ _ from resource path
Access code - - - - i settings.
name
Data format - - - - -
Extraction Text or Single-byte - - - Entered in YYYY/MM/DD
condition (time) | calendar numerals HH:MM:SS format

- Resources without an access code cannot be selected.

- Resources with an access code, but without an R permission, or not under the resource with a G permission,
cannot be selected. If without permissions , modify the access code settings from the access code menu
(Chapter 4.7.5 (3)).

- The error collection resource “_error” added by the system when creating a tenant cannot be selected.

[2] Judgments based on data content
This section describes the procedure to use when you prefer to set event judgment conditions to cases when data
is written to a specific resource, combined with when data content changes to a specific status.

1. Perform the operation described in
Chapter 4.8.1 (1).

Event Registration

Matificatien
Lacation

Determination (’l )[:iryiw = C e = IE ]
) C. -]
| I 2

)

2. Set the data position in the field
shown as (1) in the figure. Input this in
JSONPath format.

Action Email |

3. Set the search conditions in the field
shown as (2) in the figure.

Email Address®

‘Subject

4. Set resolutory conditions in the field
shown as (3) in the figure if necessary.
Refer to Chapter 3.6.3 for more
information about resolutory condition
specifications.

AN et e @it RWAGATSU LIMITED 2016-2018

5Refer to Chapter 4.8.2.



Notes on input parameters

Entry Entry format Required | No. of | Initial | Notes
name Input method | Character type characters | display
Data path | Text Refer to Notes | - Up to | - Refer to Chapter3.6.1
1902
Extraction | Pull-down - - - - Selectable from a numerical
condition value/character string
(type)
Extraction | Text Single-byte - Upto 64 |- Usable characters
condition alphanumeric Numbers, upper and lower
(value) characters case alphabetical
characters,
Extraction | Pull-down - - - - [f "Numerical value" is
condition selected as the detection
(condition) condition (type)
Select from match/no
match/or more/or less/less
than/more than.
If "Character string" is
selected as the detection
condition (type)
->Selectable from perfect
match/partial match
Resolutory | Pull-down - - - - Selectable from a numerical
condition value/character string
(type)
Resolutory | Text Single-byte - Upto 64 |- Usable characters
condition alphanumeric Numbers, upper and lower
(value) characters case alphabetical
characters,
Resolutory | Pull-down - - - - If "Numerical value" is
condition selected as the detection
(condition) condition (type)
Select from match/no
match/or more/or less/less
than/more than.
If "Character string" is
selected as the detection
condition (type)
->Selectable from perfect
match/partial match

&Note

- Data content-based judgments are unavailable for use if the resource entered into the resource path is in a
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binary data format.

- Detection condition fields and resolutory condition fields cannot be entered if the resource entered into the
resource path is in a binary data format.

- If the resource path field is changed to a resource path with a binary data resource, any content input into
detection condition fields and resolutory condition fields will be deleted.

4.8.2 Add Events (Action Settings)
The settings described in this chapter are provided as an extension from the Add Event (Judgment Settings)
described in Chapter 4.8.1.

[1] Email settings

1 Select the action contents shown as &;Mimm ”
(1) in the figure. e
Select Email. Dt oy s = T -
Devermination v-| B

2. Set the email address to send emails e 9 .
:io Ulrne the field shown as (2) in the - (D
g * Emeail Address” (2)[ ]

et fi . S '
3. Set the subject line in the field .
shown as (3) in the figure. (4)

=

4. Set the text of the email in the field
shown as (4) in the figure.

5. Cick Add to finish configuring Add
Event settings.

Input parameters

Entry name | Entry format Required | No. of | Initial Notes
Input Character characters | display
method type

Action Pull-down | - Yes - - Selectable from Email/Call
API

Email Text Single-byte Yes Up to 254 - E-mail address format

address alphanumeric

characters

Subject Text Optional - Up to 256 -

Body Text Optional - Up to 140 - When left empty, this
service will automatically
insert an “Event Occurs”
message when sending
emails.

A notification message will be sent as an attachment to the email address specified.
Refer to Chapter 7.3 for more information about the contents of the notification message.
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[2] API caller settings

1 Select the action contents shown as

(1) in the figure.

Select the API caller here.

Event Registration

— ()=

= (2)

Methosd* (3) B

et = )

2. Set the calling destination URI in the S e
field shown as (2) in the figure. e ST
. Field Nnme( g5 ) Field Valued
3. Set the HTTP method in (3). e T
4. Set the authentication ID and i v
password in the fields shown as (4) in s (B
the figure if the calling destination is ——
compatible with Basic Authentication. T T A
5. Set the HTTP headers and header e e v
values if necessary in the fields shown ki Wt vk
as (5) in the figure. (Up to ten variations P Nt e
acceptable.) P tamas e
6. Set the HTTP body value if necessary Pk oo Aol Yol
in the field shown as (6) in the figure. b (6) _]
7. Click Add to finish configuring Add e
Event settings.
Input parameters
Entry name Entry format Required | No. of | Initial | Notes
Input Character characters | display
method type
URI Text Single-byte Yes Up to 256 | - -
alphanumeric
characters
Method Pull-down | - Yes - - Selectable from
GET/POST/PUT/DELETE/HE
AD/ OPTIONS/TRACE
Authentication Text Single-byte - Upto20 |-
ID alphanumeric
Authentication characters
password
Field name Text Single-byte - Upto20 |-
Field value alphanumeric Up to 512
characters
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Body Text

Single-byte -
alphanumeric
characters

Up
1024

This service will
automatically apply a
notification message
(refer to Chapter 7.3) if
nothing is set for the
body. A notification
message will not be

applied if a value is set.

4.8.3  Searching for Events

This section describes the process of searching for events to change event settings and display a list of events.

1 Enter the search keys into the fields
shown as (1) in the Event screen, and
then click (2) Search to display the
search results at the bottom of the
screen.

- Click (3) to sort the search results.

laT Platform

Resoures: | Access Code m Loy | teer

Aceess Control Distribution

nuiitsy

Event List

(Binet Mafek)
[ (Forward Match]

Event Nams el Waich)
Resounce Mame (frwand hatch)

Refer to Chapter 7.2 for more information about the display order for sorting.

&Note

- Avoid entering only an underscore ( _) into the event name, resource path or resource name fields and then
pressing the Search button, as doing so will retrieve all events in the search results.

4.8.4 Changing Event Settings

1. Display the event that you prefer to
reconfigure using the Search Events
function described in Chapter 4.8.3.

2. Click the event ID (1) of the event
you prefer to change.

3. When the Event Information Update
screen appears, select the settings you
prefer to modify.

*Refer to Chapter 4.8.1 and 4.8.2 for
more information about parameter
settings.

laT Platform

fossourss: | AceessCode ﬂ Loy | e

Tenamt 5 MANUAL-DIL OF) % hanaka

Access Control Distribution Certificate Common

s

Event List
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Event Information Update

[1] Deleting events

1. Display the event that you prefer to
delete using the Search Events function
described in Chapter 4.8.3.

Event Information Update

tliemmatian el sheh Usddab® b

2. Click the event ID of the event you
prefer to delete.

3. When the Event Information Update
screen appears, click (1) for Delete.

4. (Click OK (2) after confirming the

contents of the Confirmation screen
when it appears.

Event Dalete - Confirmation

&Note

- Once deleted, event information cannot be recovered. Customers are
checking which event to delete before deleting them.

responsible for using caution i
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4.8.5 Batch Deleting Events

1. Display the event that you prefer to ~ '"=tom Sctmemy b S
delete using the Search Events function =~ == *®® QR v e e || | oo
described in Chapter 4.8.3. ek it -
2. Select the check box (1) to the left of id iy e o i

the event you prefer to delete. Select [— r——— fesourc ame f——
multiple check boxes to delete multiple (e
events at once. L o i

3. Click (2) for Delete. o e e

2) (2)

4. (lick Execute after confirming the
contents of the confirm deletion screen
when it appears.

Event Delete - Confirmation

SEZFTeADST

&Note

- Once deleted, event information cannot be recovered. Customers are responsible for using caution in
checking which event to delete before deleting them.

4.9 Log Screen
Click Log in the Main screen to display the Log screen.
The Log screen consists of four screens, Usage, Operation Log, Usage Log, and System Log.

4.9.1 Usage Screen
[1] Download monthly usage amounts
Downloads a usage amount log for the month specified. Downloads results up to previous three months.

The content shown in @ monthly usage amount log is as follows.

- Number of resources (history of resources registered by day)

- Amount of disk use (in MB) (history of disk space used by day)
- Amount of Normal API use (cumulative one month total)

- Amount of Light API use (cumulative one month total)

- Amount of API Bulk use (cumulative one month total)

- Amount of Normal SSL use (cumulative one month total)

- Amount of Light SSL use (cumulative one month total)
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- Amount of SSL Bulk use (cumulative one month total)
- Amount of Event use (cumulative total for the month)
- Communication volume (cumulative total for the month)

IoT Platform Tenant D MANUAL 001 UF3 > issaki FujiTsi

1 Specify the usage amount month
you prefer to download in the field
shown as (1) in the figure in the v | crementes | vmmios | srtemics

Usage Amount screen. You can either (1) (2)
directly input this date, or click the
calendar icon to select it.

Resource Access Code Event User Access Control Distribution Certificate Commaon

Target Menth 2T

Graph View

Target Month 20175 ¥

2. Click (2) to specify the folder to save
to on the device in use and save.

Registered Resources

[2] Display graphs

Display graphs tracking usage amounts by day for the specified month. Results for the past year can be displayed.
The following is displayed on the graphs.

IoT Platform Tenant ID MANUAL-GULUFT > haniaka FujiTs

Resource Access Code Evenit E User Aceess Control Distribution Certificate Common

Usape | Operationlog | Usagelog | Systemlog
AFI Usage -
A
|
|
22 I
i1
|
scoce

S I ]
20000 f 1

Loooe

|
9 o © © 0 g9 ®©8 o o O U u 9 B8 W b g o D © O O 0 0 © © 0 0

Number of resources
Amount of disk use
Amount of APl use
Amount of SSL use
Amount of Event use
Communication volume

- The APl usage amount displays the total number of uses for Normal API, Light APl and API Bulk use.
- The SSL usage amount displays the total number of uses for Normal SSL, Light SSL and SSL Bulk use.
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4.9.2 Operation Log Screen
Click the Operation Log tab in the Log screen to display the Operational Log screen.
The operation log refers to an operational history of all user operations, covering all access to the Service Portal
for tenants under customer management, and all Service Portal operations. These logs can be used to check a
history of operations for errors pertaining to resource, access code, event or other settings.

IoT Platform Tenant i MARUAL-GIL 0 hamakn ruiivsy

Resource Access Code Event ﬂ User Access Control Distribution Certificate Common

Usage Operation Log Usagelog | System Log

=NE e = Jw 06

Dates Al Titme: Usier 100 s Hame: Ot Tygs: Dienail

Number | Entry name Description Notes

(1) User ID Set when searching for operational logs. Refer to [2]

(2) User name Set when searching for operational logs. Refer to [2]

(3) Date Set when searching for operational logs. Refer to [2]

(4) Download Downloads the operational log. Referto [1] and [3]
(5) Search Searches for operational logs. Refer to [2]

Notes on input parameters

Entry name | Entry format Required | No. of | Initial Notes
Input method | Character type characters | display
User ID Text - - Up to 256 | -
User name | Text - - Upto32 |-
Date Text/calendar | - - - - Usable characters:
Numerical values

- Search results are output in Coordinated Universal Time (UTC). The format used is YYYY/MM/DD
HH:MM+00.
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[1] Batch download operational logs

loT Platform Fanant I MANUAL-DOT U~ hanakin s sy |

1 C I i (‘k ( 1 ) WI th ou t perfo rm i n g d Resource Access Code Event m User Access Control Distribution Certificate Comman |
search from the main Operation Log

screen.

Usage Operation Log. Umgeleg | System log

Pramria arvter regueacd imdormatiann and click ek sutten ‘

2. Specify the folder to save to on the
device in use and save.

o
4
=]
I

Dite: Al Tiome: User User Mame Operation Trpe Detail ‘

- Up to 92 days of operational logs for all users within a tenant can be downloaded.

- Clicking Download without performing a search will download all files including any operational logs found
within all tenants. Click any parts other than Log in the Main screen, and then click Log in the Main screen
again to return to the results retrieved from the search performed.

[2] Searching for operational logs

IoT Platform Tenant I MANUALSULER > hanai rufitsy

1 Enter the user ID, user name, or the
date that you prefer to search for in the
fields provided in (1) on the main
Operation Log screen. Enter the user ID
or user name as prefix searches.

Resource  Access Code Event m User Access Control Distribution Certificate Common

Usage Operation Log Usage Log System Log

Elaste amter recu crmabio and chek e battan

User.
o

ead i
o ( -I ) {Farward Match} User Mame iFarwacs Mtchj
" 201770524 = i o0 == | 204705026 - Sl B} 9 ( 2 )

2. (lick (2) for Search to display the
search results.

- Clicking Search without setting any of the fields shown as (1) in the figure will display the operation logs of all
relevant users for up to 92 days.

- If over 1,000 search results are returned, only the first 1,000 results will be displayed.

&Note

- Avoid entering only an underscore ( _) into the user ID or user name fields and then pressing the Search
button, as doing so will retrieve all logs in the search results.

[3] Downloading from operational log searches
You can download a file containing only the search results displayed by selecting Download from an operational
log search result screen.
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IoT Platform

1. Click (1), having performed a search

. . Resource Aceess Code Event User
from the main Operational Log screen. - N

Usage Operation Log

2. Specify the folder to save to on the
device in use and save.

Dinte ALLEEI0

4.9.3 Usage Log Screen

Aceess Control

User Mame

L L T

Dpesation Trpe

Tenank I MANUAL-D0T (203 hanska ity

Common

Click the Usage Log tab in the Log screen to display the Usage Log screen. You can download usage amount logs
recorded by day as of the date specified. You can download logs by day up to previous 92 days.

The content shown in a usage amount log is as follows.

- Number of resources

- Amount of disk use (in MB)

- Amount of Normal API use (in no. of times used)
- Amount of Light API use (in no. of times used)

- Amount of API Bulk use (in no. of times used)

- Amount of Normal SSL use (in no. of times used)
- Amount of Light SSL use (in no. of times used)

- Amount of SSL Bulk use (in no. of times used)

- Amount of event use (in no. of times used)

- Communication volume (in MB)

- Use trace logs

loT Platform

1. Specify the date for the log you prefer

Tenant Il MANSIALIRT (3% Banakn Fujinsy

Resource Access Code Event ﬂ User Access Control Distribution Common

to download in the field shown as (1) in

the figure in the main Usage Log e

screen. You can either directly input this oot (1)
date, or click the calendar icon to select it. Jupenhy

2. Click (2) to specify the folder to save
to on the device in use and save.

[1] Using the Usage Log screen

(2)

This section describes the Usage Log format and how to reference information concerning charges from the

Usage Log.

1 Log format

The Usage Log outputs one line for each use, namely API or event use. Each of the following items is output on

each line, separated by single-byte spaces.
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Entry name Description Notes
Timestamp Outputs the timestamp the log was output | Output example:
in RFC3339 format. 2016-02-01T11:52:08.586808+09:00
AP use: Timestamp of the API use request
Event use: Timestamp of event judgment
Tenant ID Outputs the ID of the tenant used.
Destination Outputs the source IP address sending the
API request.
Use code Outputs the code used for access. For API use: Access code
For event use: Tenant ID
Message Outputs a user-defined message for each

log.

2. Confirming charge-related information

- APl usage amount

You can count the number of API uses within a period output to a log by extracting uses with a transmission type
of 1 (denoting API use) from the Usage Log and counting the number of lines. You can also reference the SSL use
code for the extracted log to determine whether SSL is used for each API use.

&Note

- The Usage Log is intended for customers to check APl usage amounts to confirm the grounds for fees
charged. Other log details irrelevant to the above shall not be disclosed.

4.9.4  System Log Screen
Click the System Log tab in the Log screen to display the System Log screen.
Refer to the System Log to confirm error details when internal service processing errors occur for processes that
are performed by tenants under the customer’ s control that are approved (2,000K received).

- Execution of event actions (Email, API)
- Transferring resources

- MQTT requests
loT Platform Temant 15 MANUAL 0L UF Y ok Fuffrsu
Resource Access Code Event n User Access Control Distribution Certificate Common
Usage | Opemtionlog | Ussgelog System Log
Number | Entry name Description Notes
(1) View/refresh View/refresh the System Log. View is for the initial System Log
screen display.
(2) System Log Display the System Log. An empty border will be shown for
display area the initial System Log screen
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| | | | display.

[1] View/refresh the System Log.

laT Platform Treuned M MANUALOUT (11 hanaka s

1 DISplay the System LOg screen and Resource Access Code | Event User Access Control Distribution | Certificate Common
click (1) View. The System Log will -
Usage | Operstienlsy  UsageLog | System Lg

appear. (])El

*The scroll bar for the System Log
display area will move to the bottom
when the System Log is displayed. The
View button will also change to the
Refresh button.

2. Click Refresh once the System Log is
displayed to show the most recent log

information

- It may take several moments to display the System Log when it contains many line entries.
- If the System Log has over 5,000 entries, only the first 5,000 entries will be displayed.

[2] Using the System Log
This section describes the System Log format and how to reference various information from the System Log.

- System Log format

One line is output in the System Log for each event action or other process performed. Each of the following
items is output on each line, separated by single-byte spaces.

Entry name Description Notes
Timestamp Outputs the timestamp the log was output | Output example:

in RFC3339 format. 2016-02-01T11:52:08.586808+09:00
Log level Outputs the log level. Displays one of the following.

<emerg>,<err>,<warning>,<info>
Refer to log level details for more details.

Component Outputs component names for the log | AO: Authorized
abbreviations output origin in two-character abbreviated | DM: Data management
format. EJ: Event judgment
ET: Event transmission
IP: IP filter

MP: MQTT parser

MX: MQTT-Proxy

PP: Pre-process FW

RM: REST parser (management)
RT: Transfer resource judgment
SV: Service Portal

RD: REST parser (data)
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TS: Transfer resource transmission

Message ID for
basic functions

Outputs unique five digit decimal messages.

Tenant ID

Outputs the tenant ID for the tenant
executing the process.

The following may be output as special
tenant IDs.

- Tenant IDs with an asterisk (*) at the end
This shows processes performed while the
authorization process has not been
performed. Tenant IDs specified in API
requests and other requests will be output.
- iotpf

This shows processes not initiated by the
user, such as process initialization
processes.

Sender IP

Outputs the IP address of the API publisher.

The following may be output as special
sender IPs.

- nolP

Processes not initiated by the user, such as
process initialization processes.

Message content

Outputs a user-defined message for each
log.

Log level details

Log level Content Notes
warning - Warning
Warning is output when a process has only
completed in part due to an error occurring
during the requested process.
info - Information
Shows application actions.

(1) Confirming a log of event actions performed (API) from the System Log

Process

1. Search for the resource path accessed from the System Log detailing events close to the time when the
resource was accessed.

2. Search for the component abbreviation “ET" representing event actions performed from the search results

returned in step 1.

3. When the APl is successfully called, “Success to send transmissionData” will appear in the <info> log level.
Starting with this, information on the calling destination URL and related resource paths, etc. will also appear.
*When calling the API fails, “Failed to send transmissionData” will appear in the <warning> log level.

4. The request ID (ReqID) is output to the above-mentioned log, allowing you to search the System Log with this
ID to retrieve a series of log information detailing processes from when a resource is accessed, to when an
executed process completes.

Log example:
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2016-02-23T10:52:33.428322+09:00 <info> ET 10506 SMPAPL-001 Success to send Transmission Data to
http://sampleapp.iot.jp.fujitsu.com/WebApl/AccessServlet. (ReqID=93942, ResourcePath=test,
AccCode=) (Reqld=93942, ResourcePath=test, AccessCode=) (EventTransmissionForHttp.java:164)
2016-02-23T10:52:33.429069+09:00 <info> ET 10502 SMPAPL-001 Success to transmit event(http).
Event Trigger Info(56cbb9f70011, test, create). Event Operational
Info(http://sampleapp1.iot.jp.fujitsu.com/WebApl/AccessServlet, POST)  (Reqld=93942,
ResourcePath=test, AccessCode=) (ReceiveEvt.java:251)

(2) Confirming a log of event actions performed (Email) from the System Log

Process
1. Search for the resource path accessed from the System Log detailing events close to the time when the
resource was accessed.

2. Search for the component abbreviation “ET" representing event actions performed from the search results
returned in step 1.

3. When the email is successfully sent, “Success to transmit event.” will appear in the <info> log level.
*When email sending fails, “Fail to transmit event(smtp)” will appear in the <warning> log level.

4. The request ID (ReqID) is output to the above-mentioned log, allowing you to search the System Log with this
ID to retrieve a series of log information detailing processes from when a resource is accessed, to when an
executed process completes.

(3) Confirming the transfer of resources (transfer) from the System Log
Process
1. Search for the resource path accessed from the System Log detailing events close to the time when the

resource was accessed.

2. Search for the component abbreviation “TS" representing resource (transfer) processes from the search results
returned in step 1.

3. When the transfer process is successful “Success to send Transmission Data” will appear in the <info> log level.
Starting with this, the transfer address URL will be output.

4. The request ID (RegID) is output to the above-mentioned log, allowing you to search the System Log with this
ID to retrieve a series of log information detailing processes from when a resource is accessed, to when an

executed process completes.

Log example:

2016-02-23T710:58:23.004101+09:00 <info> TS 10406 SMPAPL-001 180.43.8.247 Success to send
Transmission Data to http://sampleapp1.iot.jp.fujitsu.com/WebApl/AccessServlet. (ReqlD=94330,
ResourcePath=_fwd/image, AccCode=imageAccessCode) (Normal) (ResourceSendForHTTP.java:150)

(4) Confirming data added by MQTT requests from the System Log

Process
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http://sampleapp1.iot.jp.fujitsu.com/WebApl/AccessServlet.
http://sampleapp1.iot.jp.fujitsu.com/WebApl/AccessServlet,
http://sampleapp1.iot.jp.fujitsu.com/WebApl/AccessServlet.

1. Search for the resource path accessed from the System Log detailing events close to the time of data being
sent with MQTT.

2. Search for the component abbreviation “TS" representing data added from the search results returned in step 1.
3. When the data is successfully added, “Add of resource data succeed.” will appear in the <info> log level.

Log example:

2016-02-23T10:57:39.110570+09:00 <info> DM 30001 SMPAPL-001 180.43.8.247 Add of resource data
succeed.[DataLength=19] (Reqld=1010326, ResourcePath=test, AccessCode=)
(MongoDbManage.go:155)

4.10 User Screen
(lick User in the Main screen to display the User screen.

IoT Platform Fenant I MANUAL-GOL 0% hanako vufiisy

Resource Access Code Event Log ﬂ Access Contral Distribution Certificate Common

(1) (o=

ST V)| D = ) I
() (=

0 ity {0 selectedt

Niser B} User Hame

(5)
Number | Entry name Description Notes
(1) Add Adds a user. Refer to Chapter 4.10.1
(2) User ID Set when searching for users. Refer to Chapter 4.10.3
(3) User name Set when searching for users. Refer to Chapter 4.10.3
(4) Search Deletes a user. Refer to Chapter 4.10.3
(5) Delete Deletes a user. Refer to Chapter 4.10.5

Notes on input parameters

Entry name | Entry format Required | No. of | Initial | Notes
Input Character characters | display
method type
User ID Text Single-byte - Upto 254 | - E-mail address format
alphanumeric Refer to Chapter 4.10.4 and
characters 4.10.3
User name | Text - - Upto32 |- Refer to Chapter 4.10.4 and
4.10.3

4£.10.1 Adding Users
You can add users by clicking Add on the User screen. This section describes how to use the User Registration
screen.
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1 Enter the user ID into the field

shown as (1) in the figure. Make sure
to enter in an email address format. Usar Repatiation

Urinr anbar e aren mive

=10

2. Enter the user name into the field E—
shown as (2) in the figure. Enter a (2] [ :
comment if necessary into the field |
shown as (3) in the figure.

Comment,

)

3. Select the language the screen
after login appears for the login user
in the field shown as (4) in the figure.

4. Click (5) Add.

Notes on input parameters

Entry Entry format Required | No. of Initial Notes

name Input method | Character characters | display
type

User ID Text Single-byte Yes Upto 254 | - E-mail address format
alphanumeric
characters

User name | Text Optional - Upto32 |-

Language | Pull-down - Yes - Japanes | Select from Japanese and

e English
Comment | Text Optional - Upto 256 | -

5. If there are no problems when the
User Registration - Confirmation NS
screen appears, click (6) to continue. e —

6. Take a note of the password for the
user added which appears in the field
shown as (7) in the figure.

7. Click (8) OK. Notify the added user
of the password appearing in the field
shown as (7) in the figure.
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- Reset the password if you have forgotten the password noted down. Refer to Chapter 4.10.4 (1) for more
details.

4.10.2 Changing Password
Passwords can be changed from the Main screen. Refer to Chapter 4.5.3 for more details.

4.10.3 Searching for Users

1aT Platform Tenaot B} MANUALODLUF) ¥ hasako Fuirsi

1 Enter the user ID or user name of
the user you prefer to search for as a

Resource Access Code Event Log E Access Control Distribution Certificate Common

prefix-match in the fields provided in | *** IR
(1) in the figure. SRS ee

Var (1 l ot M Vser Name }W= Mt
2. Cick (2) to display the users (4) (2)
matching the search keys entered at the | === (3) (2)=

bottom of the screen.

3. Click the user ID in (3) to display the
User Information Update screen.

- Click (4) to sort the search results. Refer to Chapter 7.2 for more information about the display order for sorting.

&Note

- Avoid entering only an underscore ( _) into the user ID or user name fields and then pressing the Search
button, as doing so will result in all users being retrieved in the search results.
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4.10.4 Changing Users

1 Display the User Information

Update screen for the user you prefer
to change by following the procedure User nformation Updste
described in 4.10.3.

2. Edit the user name, language and
comment in the fields shown as (1) in
the figure.

3. Click (2) Update to display the
update confirmation screen. Click (3)

[1] Resetting passwords
You can reset a password if you have forgotten it. Ask a system administrator at your company to reset the
password.

1 Display the User Information
Update screen for the user you prefer
to reset the password for by following
the procedure described in 4.10.3.

User Information Update

Flease emas sequired leummatan pod chet Upane” bution

2. Select the (1) Password Reset check
box, and then click (2) Update.

3. When the User Information Update
- Confirmation screen appears, click
(3) Enter to reset the password.

4. The reset password will appear in
the field shown as (4) in the figure in
the User Information Update -
Confirmation screen. Notify the user

B T

User Information Update - Resuft

Updated 1= fhe faltng conberts

Panakadinl o it cam

(4)

Engiish
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[2] Deleting users

1 Display the User Information
Update screen for the user you prefer
to delete by following the procedure
described in 4.10.3.

2. Click (1) for Delete.

3. When the User Delete -
Confirmation screen appears, click (2)
Execute to delete the user.

4.10.5 Batch Deleting Users

1 Display the users you prefer to
delete by searching for the users using
the procedure described in 4.10.3.

2. Select the check box of the users
you prefer to delete, shown as (1) in
the figure, and then click (2) Delete.

3. When the User Delete -
Confirmation screen appears, click (3)
Execute to delete the user.

IoT Platform

User Information Update

User Delete - Confirmation

e Bumge 10 deberel usess compreney

(1) U

lenant 1] MANUAL-G0T (D% amakn s rufiisu

Resource Access Code Event Log Acecess Control Distribution Certificate Commaon

User List

(Fiorward Matzh
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User Delete - Confirmation

b eatmta e Expsaly.

hanain@ml s fujitssrom

&Note

- Users subject to Service Portal access control cannot be deleted. Remove those users from Service Portal access
control in order to delete them. Refer to Chapter 4.11.1 for more information about Service Portal access
control.

4.11 Access Control Screen
Click Access Control in the Main screen to display the Access Control screen.
The Access Control screen consists of two screens, the Service Portal Access Control screen, and the Access Code

Access Control screen.

[aT Platform Teard [ MARUALOML LIP3 fusches . sufire

Resource Access Code Event Log User Distribution Certificate Commen

Sarsice Portsl Arcass Code

Service Portal - Access Control List KN

Clanta asbar razprasd iefzrmancn ans ek Shaaren Suen b e e,

v.u & [Fanward Maich) = (Farward Maich)

£ w7 et

Furmitsd IF sz Uner D

4.11.1 Service Portal Access Control Screen
(lick the Service Portal tab in the Access Control screen to display the Service Portal Access Control screen.

InT Platform Tenant I MARLAL 001 [P T FufiTaw

Resource Access Code Event Log User Distribution Certificate Commen

Sursice Portal Acess Code

Service Portal - Access Control List N

Classa a-iar anz ek et b,

:u " [Fonward Maich) s Fanward Maieh)

2 rmuudin, [ cobact)

Furmited IF addren. e D
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You can add combinations of users within customer tenants allowed access to the Service Portal and permitted IP
addresses on the Service Portal Access Control screen. You can allow ranges of permitted IP addresses, for
example, IP addresses from 10.11.22.33-10.11.22.44. Users attempting to access the Service Portal will be
denied access if the IP address for the terminal in use differs from the permitted IP address range for the user.

- Users that are not associated with a single permitted IP address may access the Service Portal from any
terminal, regardless of its IP address.

Number | Entry name Description Notes
(1) Add Adds Service Portal access controls. Refer to Chapter 4.11.1(1)
(2) Permitted IP - Set when performing Service Portal access | Refer to Chapter 4.11.1(2)
address control searches.
(3) User ID - Set when performing Service Portal access | Refer to Chapter 4.11.1(2)
control searches.
(4) Search - Search for Service Portal access controls. Refer to Chapter 4.11.1(2)
(5) Delete - Deletes Service Portal access controls. Refer to Chapter 4.11.1(4)

Notes on input parameters

Entry name Entry format Required | No. of Initial Notes
Input Character type characters | display
method
Permitted IP | Text Single-byte - Upto 15 - Usable characters:
address numerals Single-byte numerals [.]
User ID Text Single-byte - Up to 254 -
alphanumeric
characters
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[1] Adding Service Portal access controls
The following screen will appear when you click Add on the Service Portal Access Control screen described in
Chapter 4.11.1.

Access Code - Access Contral Registration

Sibae peier iy ined TS, 095 3 0 NS Ao [ e e

Bacmities B nddrans S |

Number | Entry name | Description Notes
(1) Permitted | Set the range of IP addresses permitted | Refer to permitted IP address settings
IP address | access.
(2) Comment | Allows users to set user-defined Service
Portal access control summaries, etc.
(3) User ID Set when searching for users. Refer to permitted user settings
(4) User name | Set when searching for users. Refer to permitted user settings
(5) Search Retrieves users. Refer to permitted user settings
(6) v Add Adds the selected user as a permitted user. | Refer to permitted user settings
(7) A Release | Removes the selected user from the | Refer to permitted user settings
permitted user list.
(8) Cancel Cancels adding Service Portal access controls
and closes the screen.
(9) Add Adds Service Portal access controls with the
settings applied.

Notes on input parameters

Entry name Entry format Required | No. of Initial | Notes
Input method | Character characters | display
type
Permitted IP | Text Single-byte | Yes Upto15 |- Usable characters:
address numerals Single-byte numerals [.]
(start)
Permitted IP | Text Single-byte - Upto15 |- Usable characters:
address (stop) numerals Single-byte numerals [.]
Comment Text Single-byte Up to 256 | - Usable characters:
numerals Single-byte/double-byte/sy
mbols (Japanese input
allowed)
User ID Text Single-byte - Upto 254 | -
alphanumeric
characters
User name Text Refer to - Upto32 |- Usable characters:
Notes Single-byte/double-byte/sy
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mbols (Japanese input
allowed)

- Permitted IP address settings

1 Enter the initial and ending
permitted IP addresses in (1). Enter a
comment if necessary.

Access Code - Access Control Registration

Barmitted 1P nelgeesy | St - st |

Comment

[Fawared Makih

|Fanward hatch)

&Note

- The permitted IP address (stop) cannot be a smaller value than the permitted IP address (start).

- Permitted user settings

2. Enter the user ID or the user name
you prefer to search for in (1).

3. Click Search (2) to display the search
results.

4. Select the user from the search
results (3), and then click WAdd (4).
This will add the selected user as a
permitted user.

*To remove permitted users, select the
user and click A Release.

Access Code - Access Control Registration

chek "Bl Lratton. {ireficates rexpaberd fekeh)

(Worvard Matchl

[ffrvard Match|

Service Portal - Access Control Update

E—

Sebect all

o S m, oo fuatsu com
firofimlcsz.fujitsu com
s3buroaiLess L com

sl i dufiteL. e

b Release

Saluct
tiansko@ml e fujitsi com (4)
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- Add

5 . ClICl( Ad d ( ] ) . Service Portal - Access Control Update

6. Confirm the contents of the
Confirmation screen when it appears,
and then click Enter (2).

W Add 4 Release

7. Login again as a user that has been
permitted access within 10 minutes to
apply settings.

tanskofiml casdujiteicam

Start 10223345 - Stap I0J2IBI00

Targot Lo

ikl il com

- Up to five Service Portal access controls can be added per tenant.

&Note

- Login again as a user that has been permitted access within 10 minutes after adding/changing/deleting
Service Portal access controls to apply settings.

- All setting changes will be automatically undone if you do not log in within 10 minutes of
adding/changing/deleting Service Portal access controls.
(This is to prevent all users from being unable to log in due to misconfigured settings)
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[2] Searching Service Portal access controls

You can search for Service Portal access controls from the Service Portal Access Control screen.
This is mainly used to edit Service Portal access controls and to delete unnecessary Service Portal access controls.

1T Platform Tenant 1D MANUAL-DL LIF1 % hasako Ffisu

1 Enter the permitted IP address or the
. . Resource | Access Code Event Log User Distribution | Certificate Common
user name into the fields shown as (1)

in the figure. |5

Senic ol AcesCool s M _=n
2. Click Search shown as (2) in the - =
figure to display the search results at e —— e Losin (2)
the bottom of the screen. 3) =

2rzuchis B selened

Click (3) to sort the search results. Refer
to Chapter 7.2 for more information
about the display order for sorting.

- All search keys are compatible with prefix-match searching.

[3] Updating Service Portal access controls

Click the Service Portal access control link after searching the Service Portal access control you prefer to modify to
display the Service Portal - Access Control Update screen.

1 You can search for the Service Portal  isretattom oy e s
access control you prefer to modify Resource | AccessCode  Event  log  User Distribution | Certificate | Common

from the Service Portal Access Control .

screen. Refer to (2) for more Service Portal - Access Control List “

information on searching.

Parmi it I (Ferward Match) o Fanwsre Motenl

2. (lick the Service Portal access
control you prefer to change settings
for, shown as (1) in the figure, to
proceed to the Service Portal - Access
Control Update screen. The following
provides a description of the changes
and operation procedures that can be
performed in the Service Portal -
Access Control Update screen.
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- Entry fields for the Service Portal - Access Control Update screen are the same as that for the Service Portal -
Access Control Registration screen.

Refer to (1) Service Portal - Access Control Registration screen for more details.

- Changing permitted IP addresses

1 Change the permitted IP addresses
in (1). You can also change the = T
comment if necessary. [:m.- TP ¥ TR

Service Portal - Access Control Update {
\

1)
1

bk s o

o]

- Changing permitted users

1 Enter the user ID or the user name
you prefer to search for in (1).

Service Portal - Access Control Update

Prese erier requred infarmation end chok Upsane” burton, Ciedines required helds)

Purmibted D addreas.  Start [10.2233.05 _aaep [I07233 100

2. Click Search (2) to display the search

Commant

results. N (1)

3. Select the user from the search e lmm
results (3), and then click WAdd (4). (2) =

This will add the selected user as a B i

Selectall

permitted user. e,

*To remove permitted users, select the
user and click A Release.

Service Portal - Access Control Update

SALRIEOEMLCSE Agitsu £ ([I)

taro@iml.cofujit=uom
ARefEasE

hanaka@mlcssfuitsu.com
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- Updating

Click Update (1).

Confirm the contents of the
Confirmation screen when it

appears, and then click Enter (2).

Login again as a user that has
been permitted access within 10
minutes to apply settings.

Service Portal - Access Control Update

=]
A et (]
Select all
hanaka@mi, cos fuatsu.com
JirodfmLess el cam
saburoRenless s com

[P ST s

W add 4 Release

Saluct o

hansko@m| cas fujitsicom

Service Portal - Access Control Registration - Confirmation

St HZZII45 - Stop, FZILIN0

ki o A stcom
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[4] Batch deleting Service Portal access controls
Follow the procedure below to delete multiple Service Portal access controls in a batch.

ensnt I MARUALAUL (57 hansbn s

1 You can search for the Service Portal ~ 'o"Petform

access controls you prefer to delete ottt Ber e B e AR A

from the Service Portal Access Control Soeu ol e ode

screen. Refer to (2) for more Service Portal - Access Contrl List .
information on searching. Pt et o ik S b s

2. Select the check box (1) next to the P

Service Portal access control you prefer (s
to delete. Select multiple check boxes 0O-
when you prefer to delete multiple <
resources.

3. Click (2) Delete.

4. (lick (3) Execute after confirming
the contents of the Confirmation ccsss Code  Acowss ol Delete Confirmation

screen when it appears. Pt ok i s s ol - s

5. Login again as a user that has been (3)
permitted access within 10 minutes to
apply the deletion changes.

ANote

- Login again as a user that has been permitted access within 10 minutes after adding/changing/deleting
Service Portal access controls to apply settings. All setting changes will be automatically undone if you do not
log in within 10 minutes of adding/changing/deleting Service Portal access controls. (This is to prevent all
users from being unable to log in due to misconfigured settings)

- Deleted Service Portal access control information cannot be retrieved after the deletion changes have been
applied. Customers are responsible for paying due care in checking which access code to delete before
performing deletion actually.
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4.11.2 Access Code - Access Control Screen
(lick Access Code on the Access Control screen to display the Access Code - Access Control screen.

Teasen T MAMUAL O8] (1F v hasabin

User Access Control Distribution Certificate Commaon

laT Platfarm Falis

Access Code  Event | Log

Serdice Fortal  Aecess Gede

Service Portal - Access Control List

You can add permitted IP addresses to associate with access codes within customer tenants on the Access Code -
Access Control screen.

You can allow ranges of permitted IP addresses, for example, IP addresses from 10.11.22.33-10.11.22.44. Users
will be denied access to access codes if the IP address for the terminal they are attempting to access differs from
the permitted IP address range.

- Access codes that are not associated with a single permitted IP address may be used for access from any IP
address.

Number | Entry name Description Notes

(1) Add Adds access code access controls. Refer to Chapter 4.11.2[1]

(2) Permitted IP Set when searching for access code access Refer to Chapter 4.11.2[2]
address controls.

(3)

Access Code

Set when searching for access code access
controls.

Refer to Chapter 4.11.2[2]

(4)

Search

Searches for access code access controls.

Refer to Chapter 4.11.2[2]

(5)

Delete

Deletes access code access controls.

Refer to Chapter 4.11.2[4]

Notes on input parameters

Entry name Entry format Required | No. of Initial Notes

Input | Character characters | display

metho | type

d
Permitted IP Text Single-byte | - Upto 15 - Usable characters:
address numerals Single-byte numerals [.]
Access Code Text Single-byte | - Up to 48 - Usable characters:

numerals Single-byte numerals [-]
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[1] Adding access code access controls
The following screen will appear when you click Add on the Access Code - Access Control screen described in
Chapter 4.11.2.

Service Portal - Access Control Registration

Number | Entry name Description Notes
(1) Permitted IP Set the range of IP addresses Refer to permitted IP address settings
address permitted access.
(2) Comment Allows users to set user-defined
access code access control
summaries, etc.
(3) Access Code Set when searching for access codes. | Refer to permitted access code
settings
(4) Access Code Name | Set when searching for access codes. | Refer to permitted access code
settings
(5) Search Retrieves access codes. Refer to permitted access code
settings
(6) v Add Adds the selected user as an access | Refer to permitted access code
code permitted access. settings
(7) A Release Deletes the selected user from Refer to permitted access code
access codes permitted access. settings
(8) Cancel Cancels adding access code access
controls and closes the screen.
(9) Add Adds access code access controls
with the settings applied.
Notes on input parameters
Entry name Entry format Required | No. of | Initial | Notes
Input method | Character characters | display
type
Permitted IP | Text Single-byte Yes Upto15 |- Usable characters:
address numerals Single-byte numerals [.]
(start)
Permitted IP | Text Single-byte - Upto15 |- Usable characters:
address numerals Single-byte numerals [.]
(stop)
Comment Text Refer to Upto 256 |- Usable characters:
Notes Single-byte/double-byte/sy
mbols (Japanese input
allowed)
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Access Code | Text Single-byte - Upto 254 | - Usable characters:
numerals Single-byte numerals [-]
Access Code | Text Refer to - Upto32 |- Usable characters:
Name Notes Single-byte/double-byte/sy
mbols (Japanese input
allowed)

- Permitted IP address settings

Service Portal - Access Control Registration

1 Enter the initial and ending — -
permitted IP addresses in (1). Enter a - ‘un) .-| ' |
comment if necessary =

{Forward Match)

(Forward Maich)

Select ab

hanaks@ml s haitsicom

Careel

ANote

- The permitted IP address (stop) cannot be a smaller value than the permitted IP address (start).

- Permitted access code settings

1. Enter the access code or the access
code name you prefer to search for
in (1).

Service Portal - Access Control Registration

Presase arier sequred Information and chck 3dd” bumen. Dindcsnes requied felds)

Pormitted 0 addrees st | sten

Commant

2. Cick Search (2) to display the . (1)
search results. st

(Forward May

3. Select the access code from the
search results (3), and then click =
v Add (4). Adds the selected ek i
access code as an access code S
permitted access.

*To remove permitted access codes,
select the access code and click
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Access Code - Access Control Update

far=

AzressCodadil
QetessCrdadhl

Tonse g pes 00

W i e

Select all

ccestConaini
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- Add

1 . Click Add (1 ), Access Code - Access Control Registration
(==
2. Confirm the contents of the ) ‘

Confirmation screen when it secsatasats
appears, and then click Enter (2) '

Wadd 4 Release

Access Code - Access Control Registration - Confirmation

Pisaoa ik "Emler tuthon 20 megster s fha tollomng caments

Darmitted P addren St 1920651002 - Siop 192165100100

- Up to five access code access controls can be added per tenant.

[2] Searching access code access controls
You can search for access code access controls from the Access Code - Access Control screen.
This is mainly used to edit access code access controls, and to delete unnecessary access code access controls.

loT Platform Tenant 10 MANUAL-DIL UF1 % hanaka s st

1 Enter the‘permltteq IP address or the Resource Access Code Event Log User Distribution Certificate Common
access code into the fields shown as (1)

in the figure. RGN ™
Access Code - Access Control List “ i
2. (Click Search shown as (2) in the ™™
figure to display the search results at i It 1AM oot S L
the bottom of the screen. (1) =

A Code (2)
Click (3) to sort the search results. Refer

to Chapter 7.2 for more information
about the display order for sorting.
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- All search keys are compatible with prefix-match searching.

[3] Updating access code access controls

Click the access code access control link after searching and retrieving the access code access control you prefer to

modify to display the Access Code - Access Control Update screen.

loT Platform

1 Search for access code access

Tenant I MANUAL-I0L UFI S anaka s st

Resource Access Code Event Log User Access Control Distribution Certificate Common
controls from the Access Code - Access EEEE

Control screen. Refer to [2] for more sk | teemces

information on searching. Aot Sbomes mtpol 51 . -
2. Click the access code access control et e P
you prefer to change settings for,

shown as (1) in the figure, to proceed
to the Access Code - Access Control
screen. The following provides a
description of the changes and
operation procedures that can be
performed in the Access Code - Access
Control screen.

- Entry fields for the Access Code - Access Control Update screen are the same as that for the Access Code -
Access Control Registration screen.  Refer to (1) Access Code - Access Control Update screen for more details.

- Changing permitted IP addresses

1 Change the permitted IP e
addresses in (1). You can also change R B

Conment

the comment if necessary. sy )[ [z + s [zneion

frorward Match)

(Forward Match)
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- Changing permitted access codes

1.

Enter the access code or the
access code name you prefer to
search forin (1).

Click Search (2) to display the
search results.

Select the access code from the
search results (3), and then click
v Add (4). Adds the selected
access code as an access code
permitted access.

*To remove permitted access codes,
select the access code and click a
Release.

- Updating

1.

2.

Click Update (T1).

Confirm the contents of the
Confirmation screen when it
appears, and then click Enter (2).

Access Code - Access Control Update

Please-emier requped mdoemanan d ool “Update” butmon Mindcanes recquieed 4edz)
Dormitted P addreey S (10324457 +sup (102245100

Comment

Bevess Codle Seareh ( 1 )

Access Code - Aecess Control Update
RS

3 rawclty (1 swwcted]
i3]
s o]

MocessCodel)

Forwardingccessiiz

) e

Access Code - Access Control Update
==t

L resists 17 seected
Select all
Accozstodelill
Accosilodedd)
Fermardrgicosss0od

Access Code - Access Control Update - Confirmation
Phease dick "Bt builon 10 updare with the 16hmng wmeite

Parmvitted [0 nddram Start 0224480 - Stap 102245100
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[4] Deleting access code access controls

Follow the procedure below to delete multiple access code access controls in a batch.

laT Platform Tenant 10 MANIAL-GOL (0] % hanakia s st

1 Search for access code access
controls you prefer to delete from e L e
the Access Code - Access Control il - et
screen. Refer to part [2] for more gesre T -
information on searching. P
:;‘:‘:‘" | Forwad sz hecest Eod T s et
2. Select the check box (1) next to

the access code access control you
prefer to delete. Select multiple
check boxes when you prefer to
delete multiple resources.

3. Click (2) Delete.

4. (lick (3) Execute after confirming
the contents of the Confirmation Access Code - Accsss Cantrol Delete - Confirmation
screen When it appearS. ik e S e e 608 s A

10:2244.89-10.22 45100
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4.12 Distribution Screen
(lick Distribution in the Main screen to display the Distribution screen.
The Distribution screen contains the tps/bps distribution settings screen.

4.12.1 tps/bps Distribution Settings Screen
The tps/bps distribution settings screen sets the distribution policy based on the load status measured in tps
(transactions per second) or bps (bytes per second).

loT Platform

Tenast 10 MANUIAL DIL LIF)

hanaki FufiTsL

Resource  AccessCode  Event | Log User  Access Control [RESGUTIETM  Common
T
Number | Entry name Description Notes
(1) Entire Used to enable/disable all distribution
Enable/disable settings.
(2) Common Use shared settings. Refer to Chapter 4.12.1 [1] for more
distributed policy details on each item.
(3) Load resource Sets the resource recording the load Refer to Chapter 4.12.1 [1] for more
status. details on each item.
(4) Search (load Searches resource paths when setting
resource) load resources.
(5) Recommend Set the resource used for Refer to Chapter 4.12.1 [1] for more
resources 1to 3 recommendations. details on each item.
(6) Search Searches resource paths when setting
(recommend recommend resources.
resource)
(7) Update Performs an update with the
information entered.
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[1] Updating tps/bps distribution settings
- Enable/disable all distribution policies

hanako v

Ffivst

. . . . loT Platform Tesant [0 MANUAL D01 0F)
1 ’ Ena bIE/d 153 ble a | I d IStrI b u tlo n Resource Access Code Event Leg User Access Contral m Commaon
policiesin (1).
tos'bps

4 Kasouoe can nat b Ugtes

Entire Enable/Disable = | ' inzolo ® Lizal

Common Distributed Recommendation Cycle
Palley (1-1440Minutes) =
icufkting Pariod 10 {Flaase ertar the valls ot Recammendation Cycla ac mara)
(L L440Mirutes) * :
i N ... |
Resource Name
Acoess Code”

&Note

- Information entered will not be updated when Entire Enable/Disable is set to Disable.

- Common Distributed Policy settings

loT Platform Tesant [3 MANUAL 001 (F1

1 Set the recom mendatlon CyC|e In Resource Access Code Event Log User Access Control m Common

haral

o

Fuirsn

(1).

tosibps

2. Set the calculating period in (2).

Entire Enoble/Disable = | tnzala & Disable

Common Distributed Recommendation Cycle =

Faliey [1-1430Minutes} ( ’I ) 2

Sufcaeting Perioa 170 Fingle ater tha valias ot Recammendation Tycle o mar)
{1-1440Minutes} © ( 2 ) h

Number | Entry name Description Notes
(1) Recommendation Cycle | Set the interval used for recommendations.
(2) Calculating Period Set the interval used for calculating load status.
Notes on input parameters
Entry name Entry format Required | No. of Initial Notes
Input method | Character type characters | display
Recommendatio | Text Single-byte Yes - 60 Available values: 1
n Cycle numerals to 1440 (Unit:
Minutes)
Calculating Text Single-byte Yes - 120 Available values: 1
Period numerals to 1440 (Unit:
Minutes)
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- Load resource settings
1oT Platform Tesant D MAMUAL 901 UL~ hasake i

] CIICk (]) Sea rCh to dlsplay the Resource Access Code Event Leg User Access Control Certificate Common
Resource Path Search screen.

teubps

2. Enter the resource path or the = )l -

resource name in the fields shown e
as (2) in the Resource Path Search
screen, and then click Search (3).

3. Select the resource path you
prefer to configure from the search
results (4), and then click Enter

(5).

Recomeond Resourcel  Recommend

ANote

- Resource(transfer) type resources and binary-data resources cannot be set to load resources.
- The error collection resource “_error” added by the system when creating a tenant cannot be set to load
resources.
* The resource and access code used for the load resource must be configured on the Resource screen and the
Access Code screen before they can be retrieved in a search.

Number | Entry name Description Notes
(1) Search Displays the Resource Path Search
screen.
(2) Resource path | Sets the resource path. Select by searching for the resource
path.
(3) Resource Sets the resource name. Entered automatically from resource
name path settings.
(4) Access Code Sets the access code.
(5) Access code Sets the access code name.
name
(6) Data format Sets the data format.
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(7) Load resource | Sets the load resource URL.
URL

Notes on input parameters

Entry name Entry format Required | No. of Initial | Notes
Input Character characters | display
method type
Resource path | Text Single-byte Yes Upto128 |- Select by performing a
alphanumeric search. The resource path
characters cannot be directly input.
Resource name | - - - - - Entered automatically from
Access Code - - - - - resource path settings.
Access code - - - - -
name
Data format - - - - -
Load resource | - - - - -
URL
Memo

- The Resource Path Search screen is the same as the Resource Path Search screen used in Chapter 4.8.1.
Refer to Chapter 4.8.1 for more details.

- Configuring recommend resources

1 Enable/disable recommend laT Platform R
resource settings in (1). Resource | AccessCode | Event | Log | Usse  Access Control Certificate. | Common

waree
2. Click (2) Search to display the et enero [ f
Resource Path Search screen. By

3. Enter the resource path or the
resource name in the fields shown as
(3) in the Resource Path Search
screen, and then click Search.

4. Select the resource path you prefer
to configure from the search results
(4), and then click Enter.

5. Set the measurement type, the
edge computing condition, and the
above-mentioned resolutory
condition in the fields shown as (5) in
the figure.
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ioT Platform

Tenant 1) MANUAL DG G5 st Fuiitsa

Resource Aceess Code Event Log User Aceess Control Certificate Commaon

tanfbpn

ANote

- The error collection resource “_error" added by the system when creating a tenant cannot be used as the
recommend resource.
- The resource and access code used for the recommend resource must be configured on the Resource screen
and the Access Code screen before they can be retrieved in a search.

Number

Entry name

Description

Notes

(1)

Enable/disable

Enable/disable recommend resource
settings.

(2)

Search

Displays the Resource Path Search screen.

(3)

Resource path

Sets the resource path.

Select by searching for
the resource path.

(4)

Resource name

Sets the resource name.

(5)

Access Code

Sets the access code.

(6)

Access code name

Sets the access code name.

(7)

Data format

Sets the data format.

(8)

Recommend resource URL

Set the recommend resource URL.

Entered automatically
from resource path
settings.

(9)

tps/bps selection

Select the load status measurement type.

(10)

Edge computing condition

Set the edge computing condition.

(11)

Above-mentioned
resolutory condition

Set the edge computing resolutory
condition.

&Note

- When recommend resource settings are disabled all other recommend resource entry fields cannot be
modified. Additionally, all other recommend resource entry fields will not be updated when updating the
distribution policy in this state.

Notes on input parameters

Entry name Entry format Required | No. of | Initial | Notes
Input Character characters | display
method | type
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Resource path Text Single-byt | Yes Upto 128 Select by performing
e a search. The resource
alphanum path cannot be
eric directly input.
characters

Resource name - - - - Entered automatically

Access Code - - - - from resource path

Access code name - - - - settings.

Data format - - - -

Recommend resource URL | - - - -

Edge computing condition | Pull- - Yes Only a value can be

down selected.

Edge computing condition | Text Single-byt | Yes Upto 10
e
numerals

Edge computing condition | Pull- - Yes Only or more can be

detection judgment down selected.

Edge computing condition | Text Optional | Yes Upto 10

notification character

string

Resolutory condition Pull- - - Only a value can be

character type selection down selected.

Resolutory conditions Text Single-byt | Yes Upto 10
e
numerals

Resolutory condition Pull- Yes Only less than can be

detection judgments down selected.

Resolutory condition Text Optional | Yes Upto 10

notification character
string

Up to three recommend resources, 1 to 3, can be set. The settings for each recommend resources are the

same.

- Updating distribution settings

1. Click Update (1). This will apply the

changed settings.

IoT Platform

Tenant 1D MANUAL-DOL LIF1 % hanako rfiTsu

Resource Access Code Event Log User Access Control Certificate Common

tpeilps

Data Format *

Resemmund Ressures
URL

tps/bps Selection

Edge Camputing
Canditien *

Matification String

| T | Motification String
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4.13 Generate Certificate Screen
(lick Generate certificate on the Main screen to display the Generate Certificate screen.
The options available on the Generate Certificate screen will vary depending on the certificate format selected.

4.13.1 Generate Certificate Screen (Create New Certificate)
An item will appear to create a new certificate when selecting Generate new certificate as the certificate format
on the Generate Certificate screen.

Here you can generate and download new client certificates.

laT Piatform

s Acoacode bt toy | thr | il Ot [ conmen
=3

Number | Entry name Description Notes

(1) Certificate Select the certificate format.
format

(2) Signature hash | Display the signature hash algorithm. Refer to Chapter 4.13.1 (1)
algorithm

(3) PEM pass | Set when generating a certificate. Refer to Chapter 4.13.1 (1)
phrase

(4) Export Set when generating a certificate. Refer to Chapter 4.13.1 (1)
Password

(5) Verifying Set when generating a certificate. Refer to Chapter 4.13.1 (1)
Export
Password

(6) Public key | Set when generating a certificate. Refer to Chapter 4.13.1 (1)
length

(7) Period of | Set when generating a certificate. Refer to Chapter 4.13.1 (1)
validity

(8) Common Set when generating a certificate. Refer to Chapter 4.13.1 (1)
name (CN)

(9) Country (C) Set when generating a certificate. Refer to Chapter 4.13.1 (1)

(10) Prefecture (ST) | Set when generating a certificate. Refer to Chapter 4.13.1 (1)

(11) Municipality Set when generating a certificate. Refer to Chapter 4.13.1 (1)
(L)

(12) Organization Set when generating a certificate. Refer to Chapter 4.13.1 (1)
name (0)

(13) Organization | Set when generating a certificate. Refer to Chapter 4.13.1 (1)
unit name
(0v)

(14) E-mail Set when generating a certificate. Refer to Chapter 4.13.1 (1)

(15) Generate Generates the certificate. Refer to Chapter 4.13.1 (1)
button

Notes on input parameters
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Entry name Entry format Require | No. of Initial Notes
Input Character |d characte | display
method type rs
Certificate format | Radio - Yes - Create | Select from Create new
button new certificate and the certificate
certificat | signature.
e
PEM pass phrase | Text Refer to Yes 8to16 |- Usable characters: Upper and
Notes lower case alphabetical
characters, numbers, #@ - () :.
Export Password Text Refer to Yes 8to16 |- Usable characters: Upper and
Notes lower case alphabetical
characters, numbers, # @ - () :
Verifying Export Text Refer to Yes 8to16 |- Usable characters: Upper and
Password Notes lower case alphabetical
characters, numbers, # @ - () :
Public key length | Radio - Yes - 2048bit | Select from 1024bit, 2048bit or
button 4096bit
Period of validity | Text Refer to Yes 4 - Can set from 1 to 9999 days
Notes
Common name Text Refer to Yes 32 - Upper and lower case
(CN) Notes alphabetical characters,
numbers, half-width spaces, # @
- ()t
Country (C) Text Refer to Yes 2 - ISO 3166-1 alpha-2 Country code
Notes
Prefecture (ST) Text Refer to - 32 - Upper and lower case
Notes alphabetical characters,
numbers, half-width spaces, # @
- ()t
Municipality (L) Text Refer to - 32 - Upper and lower case
Notes alphabetical characters,
numbers, half-width spaces, # @
- ()t
Organization Text Refer to - 32 - Upper and lower case
name (0) Notes alphabetical characters,
numbers, half-width spaces, # @
- ()t
Organization unit | Text Refer to - 32 -- Upper and lower case
name (0OU) Notes alphabetical characters,
numbers, half-width spaces, # @
- ()t
E-mail Text Refer to - 254 - E-mail address format (RFC5321)
Notes

[1] Create new certificate
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10T Platferm Tonard T MARUAL L OP e sk Riffmn

1. Enter input parameters shown as (1) in Rowce | Acscode | B log | tse A cotol  viibion [ common ;

the image. '

Certificate

*Enter the same character string for the
registration password and the registration

Certificate Genemtion Method

Signwtizrn Hash Algarithm

password (for confirmation). S
et P
2. Click Generate (2) to generate a VR —
certificate. The certificate generated will Pea— s e G (1)

Expirubion Puricd {1-0000 dieys)”

be downloaded. Save the downloaded v
certificate to a file.

loT Platform Tena T MAHUALB0L O Banabo Fuiirsy

Certificate

o i f \ g

Cauntry NamelE)

Stats or Provines NamelST)
Lecality Namalk)
Ergamizatian Name{0}

Orgssizatianal Unit Nme{OL)

= \_ ) (@)

&Note

- Certificates will only be downloaded once when first generated. You will not be able to redownload a certificate.
If you could not save the certificate due to canceling the download, or for some other reason, you will need to
generate a new certificate.

4.13.2 (Create Certificate (Certificate Signature)
An item will appear for a certificate signature when selecting Certificate signature as the certificate format on the
Generate Certificate screen.
Here you can generate and download new signatures using a (SR (certificate signing request).

laT Platform Toruuns 11 MAMIALEOT (1P % hvankn = T

Resource Access Code Event Log User Access Control Distribution Common

Certificate

Bupart Fasrmand

Weritylng Expaort Fassuom ©

Ewgieatiun Peried (15399 daya)”

IR Fia* Rafarenge:

=
Number | Entry name Description Notes
Certificate Select the certificate format.
format
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Export Set when generating a certificate. Refer to Chapter 4.13.2 (1).
Password

Verifying Set when generating a certificate. Refer to Chapter 4.13.2 (1).
Export

Password

CSR file Set when generating a certificate. Refer to Chapter 4.13.2 (1).
Browse button | Select a file and set the CSR file path. Refer to Chapter 4.13.2 (1).
Generate Generates the certificate. Refer to Chapter 4.13.2 (1).
button

Notes on input parameters

Entry name Entry format Require | No.of | Initial Notes
Input Character |d charact | display
method type ers

Certificate format | Radio - Yes - Certificate | Select from Create new
button signature | certificate and the certificate

signature.
Export Password | Text Refer to Yes 8to16 |- Usable characters: Upper and
Notes lower case alphabetical

characters, numbers, # @ - () :.

Verifying Export Text Refer to Yes 8to16 |- Usable characters: Upper and
Password Notes lower case alphabetical
characters, numbers, # @ - () :.

CSRfile Text Refer to Yes 254 - Character strings available for
Notes use in a file path

[1] Create certificate signature

Tt © AN LTl Bz i

1. Enter the private key password (1). fo Patform
Resource Access Code Event Log User Mecess Control Distribution mwn—

2. Enter the registration password and the
registration password (for confirmation) (2).

Seneeating e Cornzate @ Cient Certifons Sgnanre

* Enter the same character string for the registration $:ﬂw pre—
password and the registration password (for E— (2)
confirmation). o (3) (4)

3. Click Browse (3) and select the CSR file.

4. Click Generate (2) to generate a certificate. The
certificate generated will be downloaded. Save
the downloaded certificate to a file.

ANote

Certificates will only be downloaded once when first generated. You will not be able to redownload a
certificate. If you could not download the certificate due to canceling the download, or for some other reason,
you will need to generate a new certificate.
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4.14 Common Screen
(lick Common in the Main screen to display the Common screen.
The Common screen contains the MQTT settings screen, CORS setting screen and Error Correction setting screen.

4.14.1

MQTT Screen

You can change the MQTT password on the MQTT screen.

toT Plattorm

Tanas ) MANUAL-OO (19 haakn wiira |

Resource Access Code Event Log User Aceess Control Distribution Certificate m
Hew Proswerd” | i
ol
Number | Entry name Description Notes
(1) User Name Shows the MQTT user name. Refer to Chapter 4.14.1 [1]
(2) Password Shows the current MQTT password. Refer to Chapter 4.14.1 [1]
(3) New Password | Set when updating the MQTT password. Refer to Chapter 4.14.1 [1]
(4) Change Updates the MQTT password. Refer to Chapter 4.14.1 [1]

Notes on input parameters

Entry name Entry format Required | No. of | Initial | Notes
Input method | Character characters | display
type

New Text Refer to | Yes 8to 12 - Usable characters: Upper

Password Notes and lower case
alphabetical characters,
numbers, #@- () :._

[1] Updating MQTT passwords

1 Enter the new password in (1) o i o e o s

on the MQTT screen.

2. Click Change (2).

*The MQTT user name is the tenant
ID and cannot be changed by the

customer.

Distribution Certificate Im

mMQrT

Fassweord

Hew Password”
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4.14.2 CORS Setting Screen

Configure CORS use settings on the CORS Settings screen.

1aT Platform Tenane I MANUALOAT (I haaksa e sy
Resource Access Code Event Log User Access Control Distribution Certificate
Mg CORE Errar Collaction.
Number | Entry name Description Notes

Enable/disable
CORS settings

Set to enable/disable CORS settings.

Refer to Chapter 4.14.2 [1]

Update Update CORS settings.

Refer to Chapter 4.14.2 [1]

Notes on input parameters

Entry name Entry format Required | No. of Initial Notes
Input Character characters | display
method type
Enable/disable Radio - Yse - - Select from enable or disable.
CORS settings button The initial display shows the
current setting.
[1] Update CORS settings
1. Select enable/disable (1) CORS settings on S = eni
the CORS Settings screen. - i
2. CI|Ck Update (2) c..'..‘., ;-:.’-"-'u"u'-s..:;;f.'. e .:\ g v v nsr S amiva e waniis Ui heman atah gl d
(2)

4.14.3 Error Correction Setting Screen

Configure error collection use settings on the Error Collection Settings screen.
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lol Platform

Resource | Access Code | Evant  Lag User | Aecoss Contral  Distribution

.......

WOTl  COME e Celhstisn

Frvar Collytiis Fubde et frincls - [nshe

Amource Fremnoten O Bessiros Path
Colimbed Ervr Lps®

......

Accimcade  [EEETTTRN s

Number | Entry name

Description

Notes

Enable/disable
error collection

Set to enable/disable CORS settings.

Refer to Chapter 4.14.3 (1)

Collection
storage resource

Set the resource path that collected error
information is stored to.

Resource path

Displays the resource path that collected error
information is stored to.

Fixed to _error.

Search

Retrieve and set access codes for referencing
error information on the Search Access Codes
screen.

Access code Displays access codes for referencing error Read-only
information.
Access code Displays access code names for referencing Read-only

name error information.
Update Update error collection settings. Refer to Chapter 4.14.3 (1)
Notes on input parameters
Entry name Entry format Require | No. of Initial Notes
Input Characte | d character | display
method r type s
Enable/disable Radio - Yse - - Select from enable or disable.
error collection button
Access code - - * - - Entered by searching.
Access code name | - - * - - Entered automatically from access
code settings.

*0nly required when error collection is enabled.

(1) Update error collection settings
If error collection is enabled

loT Platform

Resource

Tenart [0 MANUAL 205 U5 % hanaken - FifiTa)

Event Log User Access Contral Distribution Certificate Im

1. Set error collection to Enable (1) on the Error

Collection Settings screen.

Esrar Colfaction Enable/Disskifl = inooe

2. Click Search (2) to display the Search Access
Codes screen.
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3. On the Search Access Codes screen, enter the
search conditions (3), and then click Search (4).

4. Select the access code used for error collection
from the search results, and then click Enter (5).

5. Click Update (6) on the Error Collection
Settings screen.

loT Platform Teonant ELMANUAL B0LEIFT S fhanwain - T

Resource Aceeds Code Event Log User Access Control Distribution Certificate m

MaTT €ons Errar Callaction

Error Collection Enable/Dissble® * Lnotie ) Dzabie

Resource Prescreation Of  Resource Fath

Collected Erver Logs®

Agoess Cods Mame: Lo

©

&Notes

- Only access codes for which U permissions have been granted for the error collection resource “_error”, added by the
system when creating a new tenant, will be retrieved on the Search Access Codes screen that appears when clicking
the Search button on the Error Collection Settings screen.

- Set the access code used for error collection to one with a specified HTTP protocol when the access protocol is set to
“Do not specify” or “Specify”. Error collection cannot be performed if an access code that does not meet the above
conditions is set.

- While access codes set as access codes to be used for error collection can be updated on the Update Access Codes
screen, do not perform the following updates as doing so will prevent error collection.

- Deleting U permissions for _error.
- Deleting _error from the used resource list.

Disabling error collection.

taT Platform Ternan T MARUAL B0LEIPTw fusrahus aufii

1 Set error collection to Disable Wi | Memitode | G | eg | Wb Beetanbel  eeieten cmm
(1) on the Error Collection
Settings screen.

MQTT | CORS | Ervor Colluctian

Ersee Cellection Enable/Diabfls  Inocie

2. Click Update (2). s

Aecan Coda

Becess Cods Name

@ (=
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Chapter 5 Example of Settings Using the Service Portal

The following section provides examples of the basic tasks performed when using the Service Portal. Refer to
relevant page for more information about screen item contents and operation procedures.

5.1 Sample Data

The examples provided here use an attendance management model as an example where information on
employee positions and attendance information is collected from an attendance management app installed in
smartphones.

Goals with this setup
- Send attendance and holiday statuses (attendance information) from the attendance management app
installed in smartphones to the service
- Permit to write and reference information as to the person's whereabouts with the attendance management
app
- Permit all personnels to reference attendance information, and to write personal attendance information
exclusively by themselves
- Permit administrative personnel only to reference positional information, and all personnels to write personal
positional information exclusively by themselves
- Send an email addressed to administrative personnel when attendance information shows a holiday.
- Call an API when positional information shows the person at a north latitude of 90 degrees.
An employee for which attendance management recorded:
Hanako Fujitsu (administrative personnel)
Taro Fujitsu (regular employee)
Jiro Fujitsu (regular employee)

[tem Sub-item Setting value
Tenant ID FJIOT-001
URI  immediately  before <Base URL>/v1/FJIOT-001/
resource path
Topic name <Access code/v1/FJIOT-001/Resource path>
I
Resource 1 Resource Name Attendance management (Hanako Fujitsu)
Resource path diligencs/status/hanako
Comment Administrative personnel
Data format JSON
Data Date(Date :YYYYMMDD

plan Attendance status :0: Attending, 1: Holiday
JSONData image

{ "data"{
"date": 20150601,
"flag": 0}
}
Resource 2 Resource Name Attendance management (Taro Fujitsu)
Resource path diligencs/status/taro
Comment Regular employee
Data format JSON
Data date(Date , plan Attendance status
Resource 3 Resource Name Attendance management (Jiro Fujitsu)
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Resource path

diligencs/statusljiro

Comment Regular employee
Data format JSON
Data diligencs/status/jiro
Resource 4 Resource Name Positional management (Hanako Fujitsu)
Resource path location/hanako
Comment Administrative personnel
Data format JSON
Data lat(Latitude), lon(Longitude
{ "location": {
"lat": 30,
"lon": 130}
}
Resource 5 Resource Name Positional management (Taro Fujitsu)
Resource path location/taro
Comment Regular employee
Data format JSON
Data lat(Latitude), lon(Longitude
Resource 6 Resource Name Positional management (Jiro Fujitsu)

Resource path

locationl/jiro

Comment Regular employee

Data lat(Latitude), lon(Longitude
Resource 7 (Load resource) Resource Name Load resource

Resource path drc/load

Comment Application load

Data format JSON

Data Load status

Resource 8 (Recommend
resource)

Resource Name

Recommend resource

Resource path drc/recommend

Comment Recommend

Data format JSON

Data Notification character string
Resource 9 Resource Name Line 1

Resource path

_bin/Line1/Camera

Comment Camera image

Data format Binary

Data Image data
Resource 10 Resource Name loT device S1

Resource path iot/machine/S1

Comment

loT device with certifications

Data format

text

Data

Machine data

- ____________________________________|
Access code 1 Access Code DiligencsManagement11111

Access Code Name Reference and update attendance status

Comment Anyone can reference and update all users' status
Target resource diligencs/status/hanako, diligencs/status/taro,
diligencs/status/jiro

LocationManagement22222

Access code 2 Access Code
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Access Code Name

Update positional information (Hanako Fujitsu)

Comment

Users can only update their own positional
information

Target resource

location/hanako

Access code 3

Access Code

LocationManagement33333

Access Code Name

Update positional information (Taro Fujitsu)

Comment

Users can only update their own positional
information

Target resource

location/taro

Access code 4

Access Code

LocationManagementé44444

Access Code Name

Update positional information (Jiro Fujitsu)

Comment

Users can only update their own positional
information

Target resource

locationl/jiro

Access code 5

Access Code

LocationManagement55555

Access Code Name

Reference positional information

Comment

Only administrative personnel can reference

Target resource

location/hanako, location/taro, location/jiro

Access code 6

Access Code

DRCLoad

Access Code Name

Refer/update load information

Comment

Target resource drc/load
Access code 7 Access Code DRCRecommend
Access Code Name Recommend
Comment
Target resource drc/recommend
Access code 8 Access Code Line1Camera
Access code name Line 1 image

Comment

Can update, delete and reference resources from an
API

Target resource

_bin/Line1/Camera

Access code 9

Access Code

SecureloTMachine

Access code name

loT device with certifications

Comment

Authenticate with certifications

Target resource

iot/machine/S1

Access code 10

Access Code

ErrorRead

Access code name

Reference error collection

Comment

Accesss code for error collection reference

Target resource

_error

Access code 11

Access Code

ErrorWrite

Access code name

Register error collection

Comment

Access code for registration of error collection

Target resource

_error

Event 1 Event name Holiday notification (Hanako Fujitsu)
Comment Notify Taro by email if Hanako is on holiday
Target resource diligencs/status/hanako
Settings Path position: data.flag

Detection trigger:  Numerical value: Match with 1
Action: Email: Send to taro@ml.css.fujitsu.com
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Event 2 Event name Holiday notification (Taro Fujitsu)

Comment If Taro is at a latitude of 90 degrees, call an API
Target resource location/taro
Settings Path position: location.lat
Detection trigger:  Numerical value: Match with 90
Action: Call API

Service Portal access control | Permitted [P address | 10.20.30.1

1 (start)

Permitted IP address | 10.20.30.200

(stop)

User ID hanako
N B
Access code access control Permitted IP address | 10.10.20.10

(start)

Permitted IP address | 10.10.20.100

(stop)

Access Code LocationManagement22222

Distribution common settings | Recommendation cycle | 60

Calculating period 120
Load resource Resource path drc/load
Recommend resource Resource path drc/recommend
tps/bps selection tps
Edge computing | Character type: Numerical values
condition Condition : 90

Judgment : Or more

Notification character string: START
Above-mentioned Character type: Numerical values
resolutory condition Condition : 50

Judgment : Or less

Notification character string: END

Certificate (new) PEM pass phrase passphrase
Export Password password
Public key length 2048bit
Period of validity 365
Common name (CN) iotMachine_s1
Country (C) JP
Prefecture (ST) Tokyo
Municipality (L) Kamata
Organization name (0) Fujitsu
Organization unit name | loT
(0u)

E-mail mail-iot@iot.com

Actual Use of the Above Model

5.2.1 Login
Service Portal URL will be notified after the service contract. Access this portal from a PC connected to the
Internet.
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1 Enter the user ID into (1).
2. Enter your password into (2).

3. Click Login.

loT Platform

(1)

Log in using the user ID and password provided after the service contract.

5.2.2 Add Resources
In this section, the process used to add resources using the Add All function is explained. Refer to Chapter 4.6 for
more information regarding other functions relating to resources.

1 Cick "Resource" in the Main screen.

loT Platform Tenant 10 MANUAL-001 1P}~ hanako v F"ﬁw,

Eesourq Access Code

Event Log User Access Control Distribution Certificate Common

*Refer to Chapter 4.5.1 for more information about the Main screen.

2. Click Download to download the CSV format template used for batch adding resources and save it to the PC
using the Service Portal.

Il Platform Ve 11} MASIAL-IHID 117 hanain Fujitay
m Access Code Event Log User Access Control Distribution Certificate Common
Rasonrcs Lt N
(S
3. Edit and save the downloaded template.
Data Retention Resource
Resource path Resource Name Comment )
format period type
Attendance management (Hanako Administrative
diligencs/status/hanako " 9 ( 1 1 1
Fujitsu) personnel
. Attendance management (Taro Regular
diligencs/status/taro N I ( 1 9 1
Fujitsu) employee
Attendance management (Jiro Regular
diligencs/statusljiro . 9 0 1 9 1
Fujitsu) employee
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location/hanako

Positional management (Hanako

Administrative

Fujitsu) personnel
. Positional management (Taro Regular
location/taro N 1
Fujitsu) employee
L Positional management (Jiro Regular
location/jiro . 9 0 1 9
Fujitsu) employee
drc/load Load resource 1 Load status
drc/recommend Recommend resource 1 Recommend
_bin/Line1/Camera Line 1 2 Camera image
Including  loT
iot/machine/S1 lot device S1 1 device
certificate
4. Click Add All.
loT Platfarm Tt 1 MARUAL-IGT LIF1 hansin s
m Access Code Event Log User Access Control Distribution Certificate Common
==l N
=l

5. Click Reference and select the CSV file saved in step 3.

6. Click Add.

All Resource Registration

Flease acd fis.

Fagistarad File*

7. Check the confirmation message, and then click OK.

8. Confirm that there are no problems with the contents of the resource added when this information appears.
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5.2.3. Generate Certificates

In this section, the process used to generate a new certificate using the Generate Certificate function is explained.

Refer to Chapter 4.13 for more information regarding other functions relating to resources.

1. Click Generate Certificate in the Main screen.
loT Platform

Resource Access Code Event

loT Platform

Resource Access Code Event

Terans 10 MANUAL-001 (17} hanals

Log User Access Contral Distribution Commen

2. Select Create New Certificate according to the certificate format on the Generate Certificate screen.

Tarara ) MANUAL-O01 (IF} % foamain s

tog  User | AccessControl | Disrbuson [N common

Certificate

Gemerate? Bumion Mindicanes equived fights)

Certificute Gempration Method ®oererabng New Cerificate CChent Cestificabs Signaturs:
Signaturs Hash Algerithm P

PEM Pass Phrase”

Export Password”
arifying Expart Passwerd®
Key length of public ey *

REET R LT ]

Expiratian Period (1-0000 days)®

3. Enter PEM pass phrase.

lal Platform

Tmara ) MANUAL-D01 (1P} Seamain s

Resource Access Code Event Log User Access Contral Distribution m Commaon

Certificate

Cartificate Gemeration Method

Feraratrg New {enificate  Cibent Certificats Signaturs
Signaturs Hash Algeritnm sha?

Export Password”

Varifying Expart Passward®

Kay length of publie ey * ILNent  WAM4RGI 4096

Expiration Perlod [1-9998 days)*

Example: passphrase

4. Enter Export Password. Enter the same password in Verifying Export Password for confirmation.

lo¥ Platform

Resource Access Code

st tog  User | AcessContol | isrbuton [T common

Terart I MANUAL-DOL (FH ek sufisu

Certificate

e trate” Bumkon Piredates reguired fekss)

Thea
Cartifizute Gemeration Method ®isermrating Mew Cenificste Cikent Certificats Signaturs:
Signature Hash Algerithm i

Export Passwrd”
Varifying Expart Passward™
Kiey length of publlc ey *

CO2shn ®A04REI G096k

Expiratian Period (1-0089 dayx)™
Example: password
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5. Select the public key length.

laTPlatforrs e ) MANUAL -1 (1 PY hamakn fifitsy

Resource | AcesxCods | Event  log | User | MccessControl | Distribution m Commen

Certificate

Cartificute Gemsration Mathad ®iererating Mew Cenficatz CiCkent Certficabs Signaturs:

Slgnaturs Hash Algerithm sha?

FEM Pass Phrase”

‘Export Passwond”

Verifying Expart Password™

Key length of public key *

Expiration Perod [1-9398 days)*

Example: 2,048bit

5. Enter Period of validity, Common name, Country, Prefecture, Municipality, Organization name, Organization
unit name, and Email.

loT Platform Tenent Il MANUAL 004 UP1 % hamatin e At
Resource Access Code Event Log User Agcess Control Distribution Common
Certificate
p N
Camemen Hama(CN) ( \ fi
Courtry NamedCr”

State e Proviaca Narse{STY
Laeality NaiseiL]
Brganizatian Mame(2]

Srganizational Unit Mame|G4]

\- J

Example:

Period of validity: 365
Common name: iotMachine_s1
Country: JP

Prefecture: Tokyo
Municipality: Kamata
Organization name: Fujitsu
Organization unit name: loT
Email: mail-iot@iot.com

5.2.4. Add Access Codes
In this section, the process used to add access codes using the Add All function is explained. Refer to Chapter 4.7
for more information regarding other functions relating to access codes.

1 ick "Access Code" in the Main screen.

loT Platform Tenant 10 MANUAL-D0T () anabin v mfﬁsu

Resource InccessCode I Event Log User Access Control Distribution Certificate Common

2. Click Download to download the CSV format template used for batch adding resources and save it to the PC
using the Service Portal.
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IoT Platform

Tenant 30 MANUAL D01 (JF1

...... b GTLT)

m Event Log User Access Control Distribution Certificate Common
ccess Code Uit El s
Rescurce Path {Fermard Mach) Resource Name (Faiwans Matds)
=
3. Edit and save the downloaded template.
Access
Access Code Resource Access Access
Access Code Comment protocol Resource path 2
Name path 1 permission 1 permission 2
Reference and  Anyone can
DiligencsManage update reference and diligencs/stat RU diligencs/status/tar RU diligencs/stat
ment11111 attendance update all users' us/hanako 0 usljiro
status status
Update
Users can only
positional
LocationManagem update their own location/hana
information RU
ent22222 positional ko
(Hanako
information
Fujitsu)
Update Users can only
LocationManagem  positional update their own
location/taro  RU
ent33333 information positional
(Taro Fujitsu) information
Update Users can only
LocationManagem  positional update their own
location/jiro RU
ent4bbhl information positional
(Jiro Fujitsu) information
Reference Only administrative
LocationManagem location/hana
positional personnel can location/jiro R
ent55555 ko
information reference
Refer/update
DRCLoad load drc/load RU
information
drc/recomme
DRCRecommend Recommend d RU
n
Can update, delete
and reference _bin/Line1/Ca
LineTCamera Line 1image (DLRU
resources from an mera
API
lot device Authorize by iot/machine/S
SecureloTMachine RU
including certificate 1
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certificate

Reference http _error
Error correction
ErrorRead error R
access code
correction
http _error
Register error Error correction
ErrorWrite U
correction access code
4. Click Add All.

5. Click Reference and select the CSV file saved in step 3.

All Access Code Registration

Show the Eabest result

6. Click Add.
7. Check the confirmation message, and then click OK.

8. Confirm that there are no problems with the contents of the access code added when this information appears.

5.2.5. Integrating APIs into the Application
After resources and access codes have been added, data can be written to resources and referenced by using APls
made available by this service.
Refer to the “loT Platform User Guide” for more information about API specifications.

5.2.6. Event Function (Email) Settings
This section describes how to configure "Event 1" settings by adding an event using the model described in 5.1.

1 (Click "Event" in the Main screen.

loT Platform Tenant 10 MANUAL-DDT UP) > hanaka v Fufrsy

Resource Access Code Log User Access Control Distribution Certificate Common

2. (Click "Add".
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loT Platform

Resource Access Code m Log User

Access Control Distribution

Tarar [0 MANUAL DS OF1 Y hanak N

Certificate Common

=)

Event List
e d chek~Leech carion
o e Harre and Apscarme
Evart 1D [Faici Mairci)
Resaurce Fath IFanward Matchl
ERTs )
B 15 trnd Home

3. Enter the event name and comment.

Eumnt Hams

Rrsowrce Name

Event name: Holiday notification (Hanako Fujitsu)
Comment: Notifies Taro by email if Hanako is on holiday.

Event Registration

{Tesrseedd Matchl

{rormard Match)

earneres damin

4. Assign a resource as the resource target.

4-1. (lick "Search" next to the resource path item.

Event Registration

Wehgervaron 2nd chek “0d” buttan Tisdkaes ragured Gek3

e =i Evet Hasees, Fussnece Haanss anié

Accesz Code Mams

Data Format®

Motifieatian
Location

4-2. Enter "diligencs" as the resource path and click Search.
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Resource Path Search

4-3. Paths containing "diligencs" as the start of the resource path will appear below in the search results.

Resource Path Search

4-4. Select the resource: diligencs/status/hanako with the access code: diligencsManagement11111 and click

"Enter".

Resource Path Search

5. After clicking Enter, "Resource name: Attendance management (Hanako Fujitsu)", "Access code:
DiligencsManagement11111", "Access code name: Reference and update attendance status" will be filled out

automatically.
6. Enter the "Data Path". Input the data position in JSONPath format.
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Enter data.flag in this example.

Event Registration

Resource Path* Search diligencs/statusnanako
Attsniznie Manasgement ko)
DifgercsMarageirant11111

Access Coda Name attenplance suation Rl

Data Format” 120N

[ datarag

Riatity Star P P HabtyEnd
Time:

7. Enter a time range for detection conditions. This setting is not configured in this case.

Event Registration
Attniiznis Management ko)
DitgercsMarager=it11111
Access Coda Name attenilance sduation Rl
Data Format” 120N

Hotification

datarag
Locatian

Detwrmiriation: Hatity Sran e P NatdyEnd

Time! Time
[~
[~

8. Set detection conditions. In this example, enter "select numerical value, enter 1, and select match".

Event Registration
Resouree Fath” Search dlligenics/atatus/nanake
Rescurce Name Astendance Mansgementhanako)
Access Code” DifgencsMaragurant1111L
serentEnge stustion i

150n

Pantity Stat F L Matdy End
Time Time

[| ~| v| ]
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9. Set resolutory conditions. This setting is not configured in this case. Refer to Chapter 3.6.3 for more
information about resolutory condition specifications.

Event Registration

Search diligencs/statusharake

Attendanie Mansgement enakc)

DifgencsMansgemant11111

atbencance stustion U

10. Configure action settings. Select Email in this example.

Event Registration

Natifieation

My
o it

i

Ee s Hotify Start z2] f P MoliffErd
Tasp Time

11. Enter the email address, title and text.

Event Registration

Natification
Laeation

it g

sl i Hustify Starl L FLOE L Nalify Erd

Email Address”

Subject

12. Click Add at the bottom of the window.
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13. Click OK when the Confirmation screen appears to add event settings.

Event Registration

Matificatisn
Lacatian

Determination

Determination

Action”

Email Address®

sata |

Hotify Start B i f . HotifrErd
T Tene
v | v
| | v
L |
Emal ¥
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5.2.7. Email Receipt Confirmation When an Event (Email) Occurs

Check that an email is sent after the data writing API is called.
An email like the following will be sent to the address.

Sender: eventinfo@sys.iot.jp.fujitsu.com

Address/title/text: Address/title/text set for the event
Attachment: eventinfo.txt

Attachment contents: JSON format similar to that shown below.

eventlD " :” 123456789%abc” ,

operation " :” update” ,

“ date” : 7 20141225T103612.001+0900" ,
resoucepath” :” diligencs/status/hanako” ,

“ message’ : { "data": {"date": 20150601,"flag": 1} }

*eventID: A 12 digit event ID automatically assigned by the system.
operation: Operations occurring with the resource path that the target event is referring to.
Date: The time of the event.
Resourcepath: The resource path that the target event is referring to.
Message: Resource data content at the time of the event.

5.2.8. Event Function (Call API) Settings
This section describes how to configure "Event 2" settings by adding an event using the model described in 5.1.

1 (Click "Event" in the Main screen.

IoT Platform Tenant 1 MANUAL: 001 {IF] v hanaks FujiTsy

Resource Access Code | Event i_ng User Access Control Distribution Certificate Common

2. Click "Add".

IoT Platform Tenant B MANUAL-OUL (5% hanako sufitsn

Resource Access Code m Log User Access Control Distribution Certificate Common

Frent tist

Event I

[Exact Matehy Evert Masme (Finwar Match]

Resource Fath {Forward Matdy) Resauree Namse [Fomwarn Mot}

EventID Evesak Hamne: Fuswounse Pl Reswuee: Mame
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3. Enter the event name and comment.
Event name: Holiday notification (Taro Fujitsu)
Comment: Call API1 if Taro is at a latitude of 90 degrees

Event Registration

4. Assign a resource as the resource target.

4-1. (lick Search next to the resource path item.

Event Registration

4-2. Enter "location" as the resource path and click Search.

Resource Path Search
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5. Paths containing "location" as the start of the resource path will appear below in the search results.

Resource Path Search

7. After clicking Enter, "Resource name: Positional management (Taro Fujitsu)", "Access code:
LocationManagement33333", "Access code name: "Positional information update (Taro Fujitsu)” will be filled
out automatically.

- Resources without an access code cannot be selected.

- Resources with an access code, but without an R permission, or not under the resource with a G permission,
cannot be selected. If permissions not set, modify the access code settings from the access code menu
(Chapter 4.7.5 (3)).

8. Enter the "Data Path". Input the data position in JSONPath format.
In this example, location.lat is used.
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Event Registration

. e

Loeation

ccatinnManagement3aass
location irfarmatianitara)

150K
[ Iocatian.lst

bty Start
Tima

|

[~

Event Registration

- P

Lecation gemantijro)

ceatinnManagement3aass

losation irfarmatianitara)

150K

Iocatian.lat

10. Set detection conditions. In this example, enter "select numerical value, enter 90, and select match".

Event Registration

- e

R ‘ Loeation Manageme

cestionbsnagereni3aais

location infarmatinitara)

150N

Iocatian.lat

11. Set resolutory conditions. This setting is not configured in this case. Refer to Chapter 3.6.3 for more
information about resolutory condition specifications.
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Event Registration

12. Configure action settings. Select API caller in this example. The following screen will appear when API is
selected.

Event Registration

Action”

VRI"

13. Configure API settings. Configure API settings based on the API specifications set by the customer.

14. Click Add at the bottom of the window. Click OK on the Confirmation screen to add event settings.

Event Registration

Fiald Mamss Fiald Valuad
Fleld Mamed Flald Valusd
Field Name§ Fiald Value$
Finld Mames Finld Valus§
Finld Mams7 Finld ValusT
Fleid Mame® Flald Value®
Field Mame® Field Value®
Finld Namel0 Finid Valuel0

Beay

==
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5.2.9. Access Control Settings
- This section includes details on the anticipated methods of use

[1] Service Portal access controls
This section describes how to add settings to restrict PCs able to log into the Service Portal using the user ID used
in5.2.1.

1 Cick "Access Control" on the Main screen.

loT Platform TenantID MANUAL-D0E P}~ hanaka Fuffisu

Resource Access Code Event Log User Distribution Certificate Common

The Service Portal Access Control screen will appear.
*Refer to Chapter 4.5.1 for more information about the Main screen.

2. Click Add on the Service Portal Access Control screen.

IaT Platform Tenant 1D MANUML 001 UF1w  hanako ATl

Resource Access Code Event Leg User Access Control Distribution Certificate Common

Service Portal Access Code

Service Portal - Access Control List @

Flwsm artar racpinec) infor-sarticn and click "Search” Suteen 2 thew et

Parmitted IP U i)
iy (Feewed Marehi e et MaEh)
nddrese

£ iesulty [0 seiected

Permitted P s isis Uset 10

3. Enter the permitted IP address. Enter one of the following.
a. Enter the first permitted IP address and leave the stop field blank.
b. Or, enter the permitted IP address range to include the PC being granted access.

Example: If the IP address of the PC being permitted access is 10.20.30.100
Start: 10.20.30.1
Stop: 10.20.30.200

4. Enter the user ID (can also be left blank) and click Search on the Service Portal - Access Control Registration
screen.

5. Select the user ID check box for the user (hanako) you prefer to permit access from the search results, and then

click vAdd.
The selected user ID will be moved to the Target User list.
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Service Portal - Access Control Registration
——

L smesite (1 velertest

ect gl
B -

@l o biEtsucom
sl it cim

L@ it

A M“se
Taget Lhar*

I AenakniEmi oz fitsicam

6. Click Add at the bottom of the screen to display the Confirmation screen. Use the Confirmation screen to

confirm changes. If this is correct, click Enter.

Service Portal - Access Control Registration - Confirmation

an [rmaransy pane e ot he

Permitted [P nddress. Start 1020301 - Seop LO2030.200

Cammarnt

Target Lir

HanakegpnLCaE At Lo

7. Login again with a user ID that has been permitted access within 10 minutes to enable the Service Portal

access controls added.

[2] Access code access controls

This section describes how to add settings to restrict devices permitted access for access codes added in 5.2.4.

1 Click "Access Control" on the Main screen.

laT Platform Tenant I MANUAL-00L [P} hanaks v FUjiTsy

Resource Access Code Event Log User I Distribution Certificate Common

*Refer to Chapter 4.5.1 for more information about the Main screen.

2. Click the Access Code tab.

loT Platform Tensst 10 MANUAL 001 {IF % hanales v

Resource Access Code Event Log User Distribution Certificate Common

fufitsu

Service Portal I Access Code I

The Access Code - Access Control screen will appear.

3. Click Add on the Access Code - Access Control screen.
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1aT Platform TenantID MANUAL-DIL U1 hamska ity

Resource Access Code Event Log User Distribution Certificate Common

Service Portal Access Code
Access Code - Access Control List
Flomee pober eoared infere “Searrs’ it

(Farward hatch) \Fanuarc Maten]

Vermitted I adaress Aroes Code

4. Enter the permitted IP address. Enter one of the following.

a. Enter the first permitted IP address and leave the stop field blank.

b. Enter the start and stop permitted IP address range to include the device being granted access.
Example: If the IP address of the device being permitted access is 10.10.20.50

Start: 10.10.20.10

Stop: 10.10.20.100

5. Enter the access code (can also be left blank) and click Search on the Access Code Control Registration screen
to display search results at the bottom of the screen.

6. Select the check box for the access code (LocationManagement22222 in this example) you prefer to permit
access from the search results, and then click v Add. The selected access code will be moved to the Target Access
Code list.

| RenckoiBml s hituieam

7. Click Add at the bottom of the screen to display the Confirmation screen. Use the Confirmation screen to
confirm changes. If this is correct, click Enter.
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Service Portal - Access Control Registration - Confirmation

with tre felbumnteg sorilen

2 ik bt
1 v o rat 000 again *CROAG constents wi be B scamsd and netuned 10 the weesicys setting

Permitted [P addras Start LB2A30] - Stop 102030500
Cammant

Targit Lnar

hanakedmnlcss fiksu cam

5.2.10. Distribution Settings
This section describes how to add distribution settings.

1 Click "Distribution" on the Main screen.

loT Platform Tenant 10 MANUAL-DDE P~ hamako

Resource Access Code Event Log User Aceess Control Certificate Common

*Refer to Chapter 4.5.1 for more information about the Main screen.
The tps/bps distribution settings screen will appear at the bottom of the screen.

2. Select Enable for the Entire Enable/Disable radio button.

Fufirsi

1aT Platform Tesant I MANUAL-DILUFY % hasako Fulitss
Resource Access Code Event Log User Access Control m Certificate ‘Common
tps/bps
e Button, (1 dicates requnes hesds) A
pentedd
amescartent Recormen REsosce Gn 0t be cpdabes
Enfire Enable/Disable * ¥ Enstle Disabile
i Ol o
Palicy {11440 inutes] * )
CUECIBling menias, g {Ficaze anter tha valua ot Hocommendation Cydle armere)
(L-1380RNintas] * :
Load Resource * Resource Path® Search
Resaures Man
~

Accens Cade®

3. Enter a common distributed policy.
Recommendation cycle: 60
Calculating period: 120
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1aT Plattorm Tt MUMANUALON 0 banbo

Resource Accass Code Evant Log LUsar Access Control m Cortificate Common

tpsihps

Enfire EnabilesDisable * * Fialls 7 il

Camimes Distributad Recommandation Cyd
Palicy. [L-1840Minutes) *

Casculsting Periad

5 Lo F anastiee Dyl o mara ]
i L 2l annar £asulin af RACOMMEARANIE (el 0F mar

Load Resource © Resource Path

Mmaurce Wams:

izt Codu® w

4. (lick Search to the right of the load resource to display the Resource Path Search screen.
Enter drc for the resource path and perform a search, and then select the resource path assigned as the load
resource (drc/load) and click the Enter button.

Resource Path Search

Rasirie 0 P Fem
ama "

Dbl 1504

Tapfrgncll (204

Information pertaining to the selected resource path will appear in the fields from the resource path for the load
resource to the load resource URL. Check this information before proceeding.

5. Select Enable for the recommend resource 1 Enable/Disable radio button.

1aT Platform Tenaat T MANUAL- D01 P hasakn rufirsu

Resource Access Code Event Log User Aceass Control m Certificate Common

psibps

Rasourzel Enable/Dis # Lrane | Deasie

Apcess Codde Hame
Dt Farsat *

Rgeamment R
URL

fps/bps Salection © pe |

6. Click Search to the right of recommend resource 1 to display the Resource Path Search screen. Perform a search,
and then select the resource path assigned as the recommend resource 1 (drc/recommend) and click the Enter
button.

*The Resource Path Search screen is the same as the screen shown in 4.
Information pertaining to the selected resource path will appear in the fields from the resource path for
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recommend resource 1 to the recommend resource URL. Check this information before proceeding.
7. Set the edge computing condition for recommend resource 1.

Example: If edge computing is set to start for values 90 and over.
Character type: Numerical values

Condition: 90

Judgment: Or more

Notification character string: START (*)

*: As this character string is used to send notifications to the app performing edge computing, a character string
that matches the app must be entered.

8. Set the edge computing resolutory condition for recommend resource 1. Refer to the following as an example
setting.

Example: If edge computing is set to be stopped for values 50 and under.
Character type: Numerical values

Condition: 50

Judgment: Less than

Notification character string: END (*)

*: As this character string is used to send notifications to the app performing edge computing, a character string
that matches the app must be entered.

9. Click Update on the bottom of the screen. This updates the distribution policy with the information entered.

IoT Platform Tenant ID MANUAL Q0L UF1 > hanaks i

Resource Access Code Event Loag User Access Control m Certificate Common

tps/bps

Datn Farmat *

Reconsmand Resaurcs.
URL

tps/bps Selection * tps v

Edge Computing
Canditian *

Abaue-manficnad i R I Metificatian String
Murmanc Undar
Resciutary Cendition *

5.2.11. MQTT Settings
In this section, the process used to set MQTT password is explained. Settings are not required when you do not
use MQTT, and do not need to change the password.

1. Click "Common" on the Main screen.

loT Platform Tenant 10 MANLUAL-001 UF} haniako ruffrst

Resource Access Code Event Log User Access Control Distribution Certificate

*Refer to Chapter 4.5.1 for more information about the Main screen.
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2. Enter MQTT password, and click Change. This updates the MQTT password with the information entered.
laT Mlatform FHoID MANUAL-OOL [IP)v  EEREE rujivst

YY-3 | FHEAD-F Asub o4 1-H—  FORASE | OWEE | EElEs

mMoT cons | I5-mm

TR,
User Name MARNUAL-D01

Password COfzAn

e :

Example: mqttpass
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5.2.12. CORS settings
In this section, the process used to set CORS as enabled and disabled is explained.

1. Click "Common" on the Main screen.

loT Platform Tenant 1B MANUAL-001 L) » hanaks Uiy

Resource Access Code Event Log User Access Control Distribution Certificate M

*Refer to Chapter 4.5.1 for more information about the Main screen.

2. (lick the CORS tab.
laT Platform Tenant [ MANUAL-0OT UF1 hanako W n||'1‘|s||
Resource Access Code Event Log User Access Control Distribution Certificate m
MQTT CORS rror Collection

The CORS settings screen will appear.

3. Select Enable when you prefer to use CORS, and Disable when you do not prefer to use CORS, and then click
Change. This updates the CORS settings with the information entered.

loT Platform
Resource Access Code Event Log User Access Control Dristribution Certificate m [

Mg CORS Erear Collectian

Timant 1D MANUAL DBLOFI S Davahas FIfiTa

it apmi e b donnn e T S e peskact e et of Hha weh sarer

O et o
nl e
CURSWIH’WK‘J’DIRHIE'

Example: Disable
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5.2.13. Error Collection Settings
In this section, the process used to set Error Collection Settings is explained.

1. Click "Common" on the Main screen.
loT Platform

Resource Access Code Event Log User Access Control Distribution Certificate

Tenant 1B MANUAL-001 L) » hanaks Uiy

*Refer to Chapter 4.5.1 for more information about the Main screen.

2. Click the Error Collection tab.

loT Platform Tenant ID MANUAL-00L UF1 % hanako FufiTsu

Resource Access Code Event Log User Access Control Distribution Certificate Im
I
| o | ]

The Error Collection settings screen will appear.

3. Select Error Collection Enable/Disable. Select Enable when you prefer to use Error Collection, and Disable when
you do not prefer to use Error Collection.

laT Platform Tonant [ MANUAL BT (3F) % hownakm Fuifsu

Resource Access Code Event Log User Access Control Drstribution Certificate m

MgTT CORS | Errur Collection

Ervar Collaction Enable/Disablle” & Lazbic | Lisak

Resauree Prasarustion OF  Revaurce Path
Callectad Error Logs®

Example: Enable

4. Set the access code to the error collection resource “_error” you prefer to write in.

4-1. Click Search for the Access Code.

laT Platform Tenank ID MANUALDET (3195 howmain Tujfesu
Resource Access Code Event Log User Aceess Control Distribution Certificate m
mgTT CoRZ Erres Callaction
Error Colinction Enable/Disable” * Edsbic L Ditable
Resource Proservation Of  Resource Path erar
Callncted Erver Logs®
e :r-'-- =
Recess Cade Name Ervartine
L

4-2. Enter "ErrorWrite" for the Access Code on the Access Code Search screen.
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Access Code Search

e
'“i g

4-3. Select the Access Code "ErrorWrite", and click Execute.

Access Code Search

{Fennwied BMatc

5. Click Update.

loT Platfarm

Tenant ) MANIAAIO0T (7 Banaien sy
Resource Aceess Code Event Log User Access Control Distribution Certificate Im

mMQTT | CORS

Error Collection.

Collected Ervor Logs™
e = -
Azcess Code Name Error Callection Write
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Chapter 6

List of Error Messages

MessagelD Message Countermeasure
00007 User ID and password do not match. Either the user ID or password
entered is wrong.
If you have forgotten your password,
ask your system administrator to
reset it.
Additionally, check that the Service
Portal access control settings do not
contain errors.
00010 Disconnected after a period of inactivity. Please login again.
00017 User ID and password do not match. Either the user ID or password
entered is wrong.
If you have forgotten your password,
ask your system administrator to
reset it.
Additionally, check that the Service
Portal access control settings do not
contain errors.
06101 The corresponding information has exceeded 100 | Narrow down the resource path
items. Only displaying the first 100 items. search conditions set.
06102 Enter a resource path by 128 half-width
alphanumeric characters, including -, _, and /
symbols, or less. - and / symbols cannot be used at
the beginning of a resource path. Additionally, -, _,
and / symbols cannot be used after a /.
06103 Enter a resource name by 32 characters or less.
06201 Enter a resource path by 2 to 128 half-width
alphanumeric characters, including -, _, and /
symbols. Symbols cannot be used at the beginning
of a resource path and aftera /.
06203 The resource path specified has been registered. Please specify a non-registered
resource path.
06204 Enter a resource name by 32 characters or less.
06206 The resource name specified has been registered. | Please specify a non-registered
resource name.
06207 Select a data format.
06209 Enter a comment by 256 characters or less.
06210 Enter an authentication ID by 20 half-width
characters or less.
06211 Enter an authentication password by 20 half-width
characters or less.
06212 Enter header name 1 by 20 half-width characters | The “header name 1" number part shows
or less. the corresponding number.
06213 Enter header value 1 by 512 half-width characters | The “header value 1" part shows the
or less. corresponding number.
06214 Enter a retention period (days) by 1 to 9999
half-width numerals.
06215 Enter a URI by 256 half-width characters or less.
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06216 If the resource type is resource (transfer), enter a
resource path by 1 to 123 half-width alphanumeric
characters, including -, _, and / symbols.
Additionally, -, _, and / symbols cannot be used
afteral.
06217 If the resource type is resource and a binary data
format is used, enter a resource path by 1to 123
half-width alphanumeric characters, including -, _,
and / symbols. Additionally, -, _, and / symbols
cannot be used after a /.
06301 Specify a file to be used to batch add resources. Specify a CSV format file when batch
adding resources.
06302 An error was found with the CSV format. Edit the CSV file used when
registering the resource again.
06303 The (SV file exceeds 100 rows. Separate the data
and register it again.
06304 The number of items is incorrect.
06305 Select a resource type.
06308 Select a method.
06310 Enter an authentication ID by 20 half-width
characters or less.
06311 Enter an authentication password by 20 half-width
characters or less.
06312 Enter header name 1 by 20 half-width characters | The “header name 1" number part shows
or less. the corresponding number.
06313 Enter header value 1 by 512 half-width characters | The “header value 1" part shows the
or less. corresponding number.
06314 Enter a retention period (days) by 1 to 9999
half-width numerals.
06315 Enter a URI by 256 half-width characters or less.
06316 If resource (transfer) is selected, enter a resource
path by 1 to 123 half-width alphanumeric
characters (_fwd/ not included in character count),
including -, _, and / symbols. Additionally, -, _, and
/ symbols cannot be used after a /.
06317 If the resource type is resource and a binary data
format is used, enter a resource path by 1to 123
half-width alphanumeric characters (_bin/ not
included in character count), including -, _, and /
symbols. Additionally, -, _, and / symbols cannot
be used aftera /.
06318 If the resource type is resource (transfer), enter “1” (JSON)
for the data format.
06401 The resource path specified does not exist. The resource may have been deleted
by another user while updating.
Check whether another user has
deleted the resource.
06402 Enter a resource name by 32 characters or less.
06404 The resource name specified already exists. Review the resource name specified
at updating the resource name.

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

140




06405 The resource path selected has been deleted.

06410 Enter an authentication ID by 20 half-width

characters or less.

06411 Enter an authentication password by 20 half-width

characters or less.

06412 Enter header name 1 by 20 half-width characters | The “header name 1" number part shows

or less. the corresponding number.

06413 Enter header value 1 by 512 half-width characters | The “header value 1" part shows the

or less. corresponding number.

06414 Enter a retention period (days) by 1 to 9999

half-width numerals.

06415 Enter a URI by 256 half-width characters or less.

06503 Failed to delete. Delete all events and access codes
tied to the resource before
attempting to delete the resource.

06504 Delete was failed because Access Code exists

under the resource.

07101 Enter an access code by 48 half-width

alphanumeric characters or less.

07102 Enter an access code by 32 characters or less.

07103 Enter a resource path by 128 half-width

alphanumeric characters, including -, _, and /
symbols, or less. - and / symbols cannot be used at
the beginning of a resource path. Additionally, -, _,
and / symbols cannot be used after a /.

07104 Enter a resource name by 32 characters or less.

07105 The corresponding information has exceeded

1,000 items. Only displaying the first 1,000 items.

07201 Enter an access code by 3 to 48 half-width

alphanumeric characters.

07202 Select a resource path. Output when the resource you prefer
to tie to the access code has not
been selected.

07203 Select at least one access permission (UR).

07204 Enter a comment by 256 characters or less.

07205 Access permissions CDL and L cannot be selected

at the same time.

07206 Specify one or more access protocol from http,

https, mqtt, or mqtts.

07207 Specify a correct certification file(under 10000

Bytes).
07208 Specify a text file for certificates.
07209 Reading the certificate fie fails. Please try again.
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07301 Enter an access code by 3 to 48 half-width

alphanumeric characters.

07302 Specify a file to be used to batch add access codes.

07303 An error was found with the CSV format.

07304 The (SV file exceeds 100 rows. Separate the data

and register it again.

07305 The number of items is incorrect. Review the CSV file to be used when
batch registering access codes.

07306 Select a combination of CDL, L, R, and U access

permissions.

07401 Select a resource path.

07402 Select at least one access permission (UR).

07403 Enter a comment by 256 characters or less.

07406 Specify one or more access protocol from http,

https, mqtt, or mqtts.

07407 Specify a correct text file (10000 bytes or less) for

certificates.

07408 Specify a text file for certificates.

07409 Reading the certificate fie fails. Please try again.

07501 Failed to delete. Check whether or not the event or
access code access controls tied to
the corresponding access code have
been defined.

07601 Enter an access code by 3 to 48 half-width

alphanumeric characters.

07602 Enter an access code by 32 characters or less.

07603 Enter a comment by 256 characters or less.

07604 Enter a resource path by 2 to 128 half-width

alphanumeric characters, including -, _, and /
symbols. Symbols cannot be used at the beginning
of a resource path and aftera /.

07605 Enter an access permission by 2-character UR or

less.

07606 The resource path repeats.

07607 Specify one or more access protocol from http,

https, mqtt, or mqtts.

07702 The access code specified has already been

registered.

07703 The resource path specified does not exist.

07704 Access code matching search conditions not found.

07705 Access code matching search conditions not found.

07706 Information needed for registration not found.
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07707 Event associated with target access code found.

07708 Insufficient access permissions not associated with
a resource.

07709 Insufficient access code permission information.

07710 Insufficient resource permission information.

07711 Insufficient resource permission resource path.

07712 Insufficient resource access permission.

07713 IP filters associated with target access code found.

07714 Enabled distribution policy associated with target
access code found.

07715 Enabled recommend resource associated with
target access code found.

07716 The target access code has a distribution policy
with upload permissions.

07717 The target access code has a recommend resource
with upload permissions.

07718 Event associated with target access code and
resource found.

07719 The number of resource paths that can be added
with a single request has been exceeded.

07720 The access protocol not permitted.

07721 Certificate file format includes error.

07722 Access protocol format includes error.

07723 The certificate file exceeds 10000 bytes.

07724 Specify a correct text file for certificates.

07725 Access protocol duplicated.

08101 Enter an event ID by 12 half-width alphanumeric
characters or less.

08102 Enter an event name by 32 characters or less.

08103 Enter a resource path by 128 half-width
alphanumeric characters, including -, _, and /
symbols, or less. - and / symbols cannot be used at
the beginning of a resource path. Additionally, -, _,
and / symbols cannot be used after a /.

08104 Enter a resource name by 32 characters or less.

08105 The corresponding information has exceeded
1,000 items. Only displaying the first 1,000 items.

08201 Enter an event name by 32 characters or less.

08202 Enter a comment by 256 characters or less.

08203 Enter a resource path by 128 half-width
alphanumeric characters, including -, _, and /
symbols, or less. - and / symbols cannot be used at
the beginning of a resource path. Additionally, -, _,
and / symbols cannot be used after a /.

08204 Enter a resource name by 32 characters or less.
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08205 Enter an access code by 3 to 48 half-width

alphanumeric characters.

08206 Enter an access code by 32 characters or less.

08207 Enter a data position by 1902 half-width

characters or less.

08208 Invalid detection data format. Check that a character string has not
been specified when numerical
value is selected.

08209 Invalid released data format. Check that a character string has not
been specified when numerical
value is selected.

08210 Enter an email address by 254 characters or less in

an email address format.

08211 Enter a subject line by 256 characters or less.

08212 Enter the main text by 140 characters or less.

08213 Enter a URI by 256 half-width characters or less.

08214 Enter an authentication ID by 20 half-width

characters or less.

08215 Enter an authentication password by 20 half-width

characters or less.

08216 Enter a header name by 20 half-width characters

or less.

08217 Enter a header value by 512 half-width characters

or less.

08218 Enter the body by 1,024 characters or less.

08219 Enter the event detection condition start time

(hour).
08220 Enter the event detection condition start time
(minutes).
08221 Enter the event detection condition start time
(seconds).
08222 Enter the correct event detection condition start Check whether a value outside the
time. time range (e.g., a value of 25 or
higher for hours and 60 or higher for
minutes and seconds) has been set.
08223 Enter the event detection condition end time
(hour).
08224 Enter the event detection condition end time
(minutes).
08225 Enter the event detection condition end time
(seconds).
08226 Enter the correct event detection condition end Check whether a value outside the
time. time range (e.g., a value of 25 or
higher for hours and 60 or higher for
minutes and seconds) has been set.
08227 Set a value lower than the detection condition end

time as the detection condition start time.
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08228 Enter the event detection condition start time
(date).

08229 Enter the event detection condition end time
(date).

08230 Select detect event judgment.

08231 Select cancel event judgment.

08232 Select event detection condition.

08233 Select cancel event condition.

08234 If the detection condition is a numerical value,

enter by up to five integer part and five decimal
part half-width numbers.

08235 If the detection condition is a character string,
enter by 128 characters or less.

08236 If the resolutory condition is a numerical value,
enter by up to five integer part and five decimal
part half-width numbers.

08237 If the resolutory condition is a character string,
enter by 128 characters or less.

08301 Enter an event name by 32 characters or less.

08302 Enter a comment by 256 characters or less.

08303 Enter a resource path by 128 half-width

alphanumeric characters, including -, _, and /
symbols, or less. Symbols cannot be used at the
beginning of a resource path and after a /.

08304 Enter a resource name by 32 characters or less.

08305 Enter an access code by 3 to 48 half-width
alphanumeric characters.

08306 Enter an access code by 32 characters or less.

08307 Enter a data position by 1902 half-width
characters or less.

08308 Invalid detection data format. Check that a character string has not
been specified when numerical
value is selected.

08309 Invalid released data format. Check that a character string has not
been specified when numerical
value is selected.

08310 Enter an email address by 254 characters or less in

an email address format.

08311 Enter a subject line by 256 characters or less.

08312 Enter the main text by 140 characters or less.

08313 Enter a URI by 256 half-width characters or less.

08314 Enter an authentication ID by 20 half-width

characters or less.

08315 Enter an authentication password by 20 half-width
characters or less.

08316 Enter a header name by 20 half-width characters

or less.
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08317 Enter a header value by 512 half-width characters

or less.

08318 Enter the body by 1,024 characters or less.

08319 Enter the event detection condition start time
(hour).

08320 Enter the event detection condition start time
(minutes).

08321 Enter the event detection condition start time
(seconds).

08322 Enter the correct event detection condition start
time.

08323 Enter the event detection condition end time
(hour).

08324 Enter the event detection condition end time
(minutes).

08325 Enter the event detection condition end time
(seconds).

08326 Enter the correct event detection condition end
time.

08327 Set a value lower than the detection condition end
time as the detection condition start time.

08328 Enter the event detection condition start time
(date).

08329 Enter the event detection condition end time
(date).

08330 Select detect event judgment.

08331 Select cancel event judgment.

08332 Select event detection condition.

08333 Select cancel event condition.

08334 If the detection condition is a numerical value,

enter by up to five integer part and five decimal
part half-width numbers.

08335 If the detection condition is a character string,
enter by 128 characters or less.
08336 If the resolutory condition is a numerical value,

enter by up to five integer part and five decimal
part half-width numbers.

08337 If the resolutory condition is a character string,
enter by 128 characters or less.

08502 Failed to delete.

08704 Failed to send to the event judgment part.

08705 T.he response from the event judgment part has
timed out.

08707 Related event information not found.

08708 Target resource not found.

08710 Related event information not found.

08711 Event ID not specified.

08712 Invalid request URL.

08713 Invalid event search conditions.

08714 Invalid filter conditions.
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08715 Invalid top conditions.

08716 Invalid skip conditions.

08717 Insufficient event conditions.

08718 Insufficient event targets.

08719 Insufficient event target resource path.

08720 Insufficient target resource data operation.
Insufficient access code with a target resource path

08721 . .
with read permissions.

08722 Insufficient notification condition path format.
Insufficient resource path specifying notification

08723 .
condition body elements.

08724 Insufficient notification condition comparative
operators.

08725 Insufficient notification condition comparative
target value.

08726 Insufficient inhibit condition path format.
Insufficient resource path specifying inhibit

08727 .
condition body elements.

08728 Insufficient inhibit condition comparative
operators.

08729 Insufficient inhibit condition comparative target
value.

08730 Insufficient notification content specification.

08731 Insufficient notification destination email address.

08732 Insufficient notification email body text.

08733 Insufficient notification HTTP Method.

08734 Insufficient notification URI.

08735 Insufficient notification header field.

08736 Insufficient notification header field name.

08737 Insufficient notification header field value.

08738 Insufficient notification.

08739 input parameter error. resource_path is duplicated.

08740 iot-pf Service Unavailable.

08741 iot-pf Service Unavailable.

08742 iot-pf Service Unavailable.

08743 tenant ID not found.

08744 iot-pf Service Unavailable.

08745 iot-pf Service Unavailable.

08746 iot-pf internal error.

08747 Reload configuration to fail to read config.

08748 request access code has event.

08749 request access code can't read event.

08750 request access code has dispersion policy.

08751 request access code has recommend resource.

08752 request access code can't update dispersion policy.

08753 request access code can't update recommend
resource.

08754 request access code and resource have event.

09102 Enter the start date in YYYY/MM/DD format.

09103 Enter the end date in YYYY/MM/DD format.
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09104 Enter the start time in HH:MM format.

09105 Enter the start time in HH:MM format.

09106 Enter the end time in HH:MM format.

09107 Enter the end time in HH:MM format.

09108 Make sure to enter time later than the start time

for an end time.

09109 The corresponding information was not found. Please review the detection
conditions in the operating log.

09110 Enter a user ID by 254 characters or less in an

email address format.

09111 Enter a user name by 32 characters or less.

09201 The corresponding condition has exceeded 1,000

items. Only displaying the first 1,000 items.

09501 Enter the target date in YYYY/MM/DD format.

09502 A usage amount log for the target date does not

exist.

09700 A usage amount log for the target month does not

exist.

09801 A usage amount log for the target month does not

exist.

09901 Problems were found with the log file which may

prevent it from displaying properly.

09903 The system is busy. Please Try again after a while.

10101 Enter a user ID by 254 characters or less in an

email address format.

10102 Enter a user name by 32 characters or less.

10103 The corresponding information has exceeded

1,000 items. Only displaying the first 1,000 items.

10201 Enter a user ID by 254 characters or less in an

email address format.

10202 A user ID is registered. Please specify a different user ID to
register.

10203 Enter a user name by 32 characters or less.

10204 Enter a comment by 256 characters or less.

10301 The user ID selected has been deleted. The user may have been deleted by
another user while user information
was being updated. Check whether
another user has deleted this user.

10302 Enter a user name by 32 characters or less.

10303 Enter a comment by 256 characters or less.

11101 Enter a permitted IP address by 15 characters or

less in a IP address format.
11102 Enter a user ID by 254 characters or less in an

email address format.
11103 The corresponding information was not found. Please review the search conditions.
11201 Enter a start permitted IP address by 15 characters | The same message may also be

or less in a IP address format. output for the stop IP address.
11202 Please enter a higher value for the stop IP address

than the start IP address.
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11203 Enter a comment by 256 characters or less.

11204 Enter a user ID by 254 characters or less in an

email address format.

11205 Enter a user name by 32 characters or less.

11206 Select user information. Output when the user you prefer to
tie to the permitted IP address has
not been selected.

11207 The corresponding information has exceeded

1,000 items. Only displaying the first 1,000 items.

11208 Cannot add as five entries have already been Up to five Service Portal access

made. controls can be added.

11209 The user ID selected has been deleted. The user may have been deleted by
another user. Check whether
another user has deleted this user.

11301 Enter a start permitted IP address by 15 characters | The same message may also be

or less in a IP address format. output for the stop IP address.
11302 Please enter a higher value for the stop IP address

than the start IP address.
11303 Enter a comment by 256 characters or less.
11304 Enter a user ID by 254 characters or less in an

email address format.

11305 Enter a user name by 32 characters or less.

11306 Select user information. Output when the user you prefer to
tie to the permitted IP address has
not been selected.

11307 The corresponding information has exceeded

1,000 items. Only displaying the first 1,000 items.

11308 The user ID selected has been deleted. The user may have been deleted by
another user. Check whether
another user has deleted this user.

11402 Failed to delete.

11601 Enter a permitted IP address by 15 characters or

less in a IP address format.
11602 Enter an access code by 48 half-width
alphanumeric characters or less.

11603 The corresponding information was not found. Please review the search conditions.

11701 Enter a start permitted IP address by 15 characters | The same message may also be

or less in a IP address format. output for the stop IP address.

11702 Please enter a higher value for the stop IP address

than the start IP address.
11703 Enter a comment by 256 characters or less.
11704 Enter an access code by 48 half-width
alphanumeric characters or less.

11705 Enter an access code by 32 characters or less.

11706 Select access code information. Output when the access code you
prefer to tie to the permitted IP
address has not been selected.

11707 The corresponding information has exceeded

1,000 items. Only displaying the first 1,000 items.
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11708 Cannot add as five entries have already been Up to five access controls can be

made. added.

11709 The access code selected has been deleted. The access code may have been
deleted by another user. Check
whether another user has deleted
this access code.

11710 The starting IP address and ending IP address has | Register a different starting IP

been registered. address and ending IP address.

11801 Enter a start permitted IP address by 15 characters | The same message may also be

or less in a IP address format. output for the stop IP address.

11802 Please enter a higher value for the stop IP address

than the start IP address.

11803 Enter a comment by 256 characters or less.

11804 Enter an access code by 48 half-width

alphanumeric characters or less.

11805 Enter an access code by 32 characters or less.

11806 Select access code information. Output when the access code you
prefer to tie to the permitted IP
address has not been selected.

11807 The corresponding information has exceeded

1,000 items. Only displaying the first 1,000 items.

11808 The access code selected has been deleted. The access code may have been
deleted by another user. Check
whether another user has deleted
this access code.

11902 Failed to delete.

12101 Enter a recommendation cycle by 1 to 1440

half-width numerals.

12102 Enter a calculating period (days) by 1 to 1440

half-width numerals.

12103 Set a greater value for the calculating period than

the recommendation cycle.

12104 Enter the resource path of a load resource by 2 to

128 half-width alphanumeric characters, including
-, _, and / symbols. Symbols cannot be used at the
beginning of a resource path and after a /.

12105 Enter a load resource access code by 3 to 48

half-width alphanumeric characters.

12106 Make sure to enable at least one recommend Enable recommend resources 1, 2 or

resource. 3 to enable distribution settings.

12107 Enter a resource path for recommend resource 1 by | *1

2 to 128 half-width alphanumeric characters,
including -, _, and / symbols. Symbols cannot be
used at the beginning of a resource path and after
al.
12108 Enter an access code for recommend resource 1 by | *1
3 to 48 half-width alphanumeric characters.
12109 Enter an edge computing condition for *1

recommend resource 1 of up to 10 half-width
numerals.
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12110 Select the edge computing detection judgment *1
condition for recommend resource 1.

12113 Select the resolutory judgment condition for the *1
above for recommend resource 1.

12115 Failed to send update notification as the planner | Please wait a while before trying
has not been started. again.

12116 Failed to send update notification as the planner is
still being started, or has been shutdown.

12117 Failed to send update notification as the data
format sent to the planner is incorrect.

12119 An HTTP request error has been received from the
planner.

12120 The resource path for the load resource does not The access code permissions
match the access code permission-controlled associated with the resource path
resource path. may have been changed, or the

access code may have been deleted
by another user. Check whether
another user has changed or deleted
this access code.

12121 The resource path for recommend resource 1 does | *1
not match the access code permission-controlled
resource path.

12122 Please enter Edge Computing Condition is value of
Condition Resolutive or more.

13200 Enter a new password of 8 to 12 characters for the

following policy.

*1: The "recommend resource 1" number part shows the corresponding field number.

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

151




Chapter 7

Appendix

7.1 Notes on the CSV Format
7.1.1  Overview of the CSV Format Used for Resources
No. | Header name | Header name Required | Character No. of Format | Notes
(Japanese) (English) type characte
rs
1 Resource Resource Path Yes Single-byte | Up to - Available symbols
path alphanumer | 128 - (hyphen), _
ic characters (underscore), /
and (slash)
symbols
2 Resource Resource Name | - Single-/dou | Upto32 |- Usable characters
Name ble-byte Numbers, upper
and lower case
alphabetical
characters,
Double-byte
characters, @ -
():._
3 Data format | Data Format Yes Single-byte |1 Numeric
(1:JSON 2: (1:JSON numerals al values
Binary) 2:BINARY)
4 | Comment Comment - Single-/dou | Up to - Japanese
ble-byte 256 language input
available
5 Retention Retention period | Yes Single-byte |Upto4 |- Unit: Days
period numerals
(1-9999
days)
6 Resource type | Resource Yes Single-byte | 1 Numeric
(1: Resource | Kind(1:Accumula numerals al values
2: Resource tion 2:Transfer)
(transfer))
7 URI URI - Single-byte | Up to -
alphanumer | 256
ic characters
and
symbols
8 | Method Method(1:POST | - Single-byte | 1 Numeric | Numbers from 1 to
(1:POST 2:PUT 3:GET 4: numerals al values |7
2:PUT 3:GET DELETE 5:HEAD
4: DELETE 6:0PTIONS
5:HEAD 7:TRACE)
6:0PTIONS
7:TRACE)
9 | Authenticatio | Authentication | - Single-byte | Upto 20 | -
niD ID alphanumer
ic characters
and
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symbols

10

Authenticatio
n password

Authentication
Passwd

Single-byte
alphanumer
ic characters
and
symbols

Up to 20

11

Header name
1

Field Name1

Single-byte
alphanumer
ic characters
and
symbols

Up to 20

12

Header value
1

Field Value1

Single-byte
alphanumer
ic characters
and
symbols

Up to
512

30

Header name
10

Field Name10

Single-byte
alphanumer
ic characters
and
symbols

Up to 20

31

Header value
10

Field Value10

Single-byte
alphanumer
ic characters
and
symbols

Up to 512

&Note

- The character codes that can be used for CSV files with each Add All function are based on the screen
display language, as follows.
If the display language is Japanese: Shift-JIS, JIS, EUC, and UTF-8 (Automatic discrimination. Character

codes cannot be mixed)

If the display language is English: UTF-8

(SVimage
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7.1.2  Overview of the CSV Format Used for Access Codes
No | Header | Header | Requir | Character type No. of Form | Notes
name name ed characte | at
(Japanes | (English) rs
e)
1 | Access Access Yes Single-byte 3to48 |-
codes Code alphanumeric
characters
2 | Access Access - Single-/double-b | Upto 32 | - Usable characters
Code Code yte Numbers, upper and lower case
Name Name alphabetical characters,
Double-byte characters, @ - () : . _
3 | Commen | Commen | - Single-/double-b | Up to - Japanese language input available
t t yte 256
4 | Access Access - Single-byte Upto 21 |- Specify http, https, mqtt, or mqtts by ;
protocol | Protocol alphabetical
characters
5 | Resource | Resource | Yes Single-byte Up to - Available symbols
path Path alphanumeric 128 - (hyphen), _ (underscore), / (slash)
characters and
symbols
6 | Access Access Yes Single-byte Upto5 | (D, |Acombination ofany CDLRU
permissi | Code alphabetical L, R, | characters (varied order allowed).
on Permissi characters U However, be aware that D and L
on permissions are required when
including C, and Cand L permissions
are required when including D
(setting L permissions without C and
D permissions allowed).
Possible combinations (varied order
allowed).
Either R or U permissions are
required.
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(DL/L/CDLR/CDLU/CDLRU/LR/LU/LRU/
R/RU/U

- Add additional columns to the right as shown in the (SV image below when you prefer to associate multiple
resource paths and access permissions.

(SVimage
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7.2 Notes on the Sorting Policy
Search results are sorted in the following order when clicking the Sort button on the Display Search Results
screen.

Single-byte symbols (*1)

Single-byte numerals

Single-byte alphabetical characters (upper case)
Single-byte alphabetical characters (lower case)
Double-byte hiragana characters

Double-byte katakana characters

Double-byte kanji characters

Double-byte symbols (*2)

Double-byte numerals

Double-byte alphabetical characters (upper case)
Double-byte alphabetical characters (lower case)
Single-byte katakana characters

&Note

*1: Single-byte symbols are sorted by code order, and may appear behind numbers depending on the symbol
type.

*2: Double-byte characters are sorted by code order, and may not follow the above-mentioned sorting order
depending on the character type.
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1.3

Event Function Notification Messages

The format for notification messages sent with the event function are as follows.

For email notifications, the following message will be sent as a text file (eventinfo.txt) written in JSON format.
For API calls, this service will automatically store the notification message in the body and send it if settings are
configured to not store notification messages to the body in add event settings, and if the resource data format is
JSON.

If the binary data format is used, notification messages will be sent without being stored to the body.

event judgment was made.

Entry name Description Notes
(1) | EventID Stores the event ID detected. A character string by a combination of 12
alphanumeric characters.
(2) | Operation Stores resource operation details | “update”: When writing data
when the event is detected. “delete”: When deleting
(3) | Timestamp Stores the time at which the Conforms to ISO8601.

(20141225T103612.001+0900, etc.)

(4)

Resource path

The resource path in use when
the event was detected.

Refer to 4.6.2

(5)

Message

Data stored to the resource path

Message in JSON format

A formatting example is provided below.

{

"eventID":"123456789abc",

"operation":"update",
"date": "20141225T103612.001+0900",
"resoucepath":" Kamata/Printers/1F/Printer",

"message": {"temp" : 69}

}
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7.4 Cautions When Accessing the Login URL
The following screen may appear when accessing the Login URL via Internet Explorer 11.

g Thera is a prokilem with this website's sacurity certificate.

Thes sevatity cefifale pressnte by Wis websils wes nol ssesd by @ st

Siccurity cortidicate probions may indicate s aterpt w0 taal you of starcopt 2y

W recommend that you close this webpage and do not continue to this welsite.

@ Cick here to o

This issue may be resolved by changing Internet Options settings in Internet Explorer 11.

1. Click the [Advanced] tab in Internet Options.

[ General | security | Privacy | Content | Connections | Programs | Advanced |

2. Change the settings for SSL and TLS use under N -

"Security" in the following manner. = xmﬁmwm. :
[¥] Enable Integrated Windows Authentication®

(V] Enable native XMLHTTP support

(V] Enable SmartScreen Fiter

("] Enable Strict P3P Validation™

'~ Send Do Not Track requests to sites you visit in Internet E

Use S5L 2.0

- Deselect the "Use SSL2.0" check box
- Deselect the "Use SSL3.0" check box
- Select the "Use TLS1.0"
- Select the "Use TLS1.1"
- Select the "Use TLS1.2"

se TLS 1.2
Warn about certificate address mismatch™
Warn if changing between secure and not secure mode ™

3. Click "Apply" in the bottom right, and then click 1) i '

*Takes effect after you restart your computer

lam

n n
OK". [ Restore advanced settings I
Reset Internet Explorer settings
. . Resets Internet Explorer's settings to therr default
4, Restart Internet Explorer 11 Rests I [ Reset.. |

You should only use this if your browser is in an unusable state,

) Some settings are managed by your system administrator.

[ ok ][ cancel —
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