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Preface

Thank you for considering the "loT Platform". This "loT Platform Service Portal Operating Manual (hereafter, this
manual)" is intended for customers considering or implementing this service. We ask for your understanding with
regarding the following matters.

1. Customers considering this service are kindly requested to utilize this manual to assist in making their
decision to implement this service only.

2. This manual and the contents therein are not to be disclosed or provided to any third parties.

3. Copying or reproducing the contents of this manual without the permission of the provider is prohibited.

This manual contains important information to be used in implementing this service.

Customers signing up to a service contract are asked to thoroughly read this manual prior to using this service.
Please handle this manual with care and store it in a safe place.

Customers opting to not use this service are responsible for promptly disposing of this manual.

*Windows and Internet Explorer are trademarks or registered trademarks of Microsoft Corporation in the United
States of America and other countries.

The contents of this manual may change without notice due to changes to the specifications of this service
provided.

Disclaimers
- We do not accept any responsibility for unexpected malfunctions or for unforeseen charges occurring due to the
user performing operations not listed in this manual of this service.

- We do not accept any responsibility in the unlikely event that the use, or inability to use, this service causes

damage to the user (including, but not limited to, damages caused by a suspension of work, damage to/loss of
data, or accident-related damages, and including the potential for liability claims from a third party).
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® <Terms>

Term Description Notes
loT An abbreviation of "Internet of Things"
This refers to "things" connected to a network via an Internet protocol
(Internet language)".
REST An abbreviation of REpresentational State Transfer
This refers to a software design format where design principles optimized
for linking multiple software instances are adapted for the web.
*A caller interface (referred to as a "RESTful API") sends messages written
in XML to a specific URL via HTTP(s).
When using this service, replies are sent back in JSON format, not XML.
MQTT An abbreviation of Message Queuing Telemetry Transport

MQTT is a light communications protocol on the TCP/IP network suited to
frequently sending and receiving short messages between multiple
subjects. The use of MQTT is now very common in M2M networks and the
loT (Internet of Things) field. At a minimum the header is only two bytes
in size, significantly reducing the amount of communications traffic, CPU
load and energy consumption required, compared to sending the same
communications via HTTP.

Dynamic resource
controller (DRC)

Dynamic Resource Controller

Provides distributed control processing based on proprietary wide-area
distribution technologies. This function assists in the optimal collection of
data from a limited number of resources based on traffic fluctuation
during data collection.

Resources

The collection unit for loT data

Resource data

One piece of data

Access codes

Authorization information for resources

CORS

Meaning Cross-Origin Resource Sharing.
Web server determines a controlling method to cross-domain access,
enabling safe communications between domains.
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Chapter 1 Introduction

1.1 Purpose of this Manual
This manual describes the operations of the web interface (hereafter, Service Portal) when using the loT Platform
service (hereafter, this service).

1.2 Available Documents
The following documents are available concerning the use of this service.

Manual name Description
loT Platform Service Details Instruction Manual Describes service specifications.
loT Platform Service Portal Operating Manual A manual describing the Service Portal.
(This manual)
loT Platform User Guide A manual used to support API usage during application

design  with this service, including specific examples.

loT Platform API Reference An API reference manual used for application design

using this service.

1.3 Features
Configuring settings from the web
You can configure settings to use this service via your web browser.

Configuring settings from the Internet
You can configure settings regarding this service from anywhere provided you have an Internet connection.

Configuring settings from various devices
You can configure settings regarding this service from not only desktop PCs but also the devices including tablet
PCs.

Configuring settings regarding the collection and browsing of data

You can configure the default settings regarding the collection and browsing of data provided with this service.
Configuring these settings will allow you to connect to devices compatible with the general work application
using REST (HTTPs) and/or MQTT(s) protocols.

1.4 Preparations Required for the Customer
A customer user ID and password is required to utilize this Service Portal. You will be notified of this information
after service contract. The following information is required to log in.

- Service Portal URL

- Customer and Tenant ID
- Service Portal user ID

- User ID password (initial)

1.5 User Environment
Please prepare the following operating environment for accessing the Service Portal.

- Connection to the Internet

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018
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- A terminal to be connected to the Internet

Table 1.5. Tested user environments

[tem Requirements Notes
1 Compatible | Windows 7 SP1 (32 bit version, 64 bit version) Only available in Japanese and
0S Windows 8.1 (32 bit version, 64 bit version) English on Windows
Windows 10 (32 bit version, 64 bit version)
Browser Internet Explorer 11
Screen size | PC: 1024x768 or higher (recommended)

Tablet devices: 1920x1200 or higher

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018
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Chapter 2 loT Platform

2.1 What loT is all about
loT refers to utilizing the vast amounts of information gained from people and things, connected to the Internet,
in the creation of new services benefiting from the information and knowledge provided.

2.2 Service Overview
A customer specific area will be setup in our cloud service to use this service. You can apply to have multiple
tenants within a customer area.

2.2.1 Data Collection
Users create “resources”, which serve as units of registered data within the tenant. “Access codes” granting
permissions to the resource must be created and assigned to the resource.
Access codes are utilized by the API to approve and run the requests the access code corresponds to.
<Permission types>
C: Permission to create resources, access codes, etc.
R: Permission to reference (read) data
U: Permission to register (update) data
D: Permission to delete resources, access codes, events, etc.
L: Permission to acquire a list of resources, access codes, events, etc.
G: Permissions to refer to all resources under the resource
P: Permissions to update and delete all resources under the resource

2.2.1.1 Data collection preparation
Most operations can be performed from the Service Portal, or with the API.
*API operations can only be performed for “resources”, “access codes”, and “events”.

Service Portal

Creating/deleting/browsing ] WEB
Browser

.

R R Tenant
Application g o SEEEEARRENS Application
% e % Browsing resource list
Deleting resource| Access Code: D = Resource (=
|
! Resource |

Figure 2.2.1.1 Managing resources

2.2.1.2 Collecting and using data
Data can be registered and browsed with an API.

Access code: R Application
Device Registering data 3 PP
= | Browsing data |
oring

Figure 2.2.1.2-1 Storing data

Data can be transferred to other services without the need to store the data with this service.
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Application
Transferring data -

Device Registering data A
&= :—‘?ﬂ =

Figure 2.2.1.2-2 Transferring data

2.2.2  Event Function
Set conditions to extract data as events to perform actions when extraction conditions are met based on data
registration/update triggers. These actions can be configured to send email notifications, or start up a specific
API.

-—— Data storin
e Pf— g

Database

5 Matches
Email notification
Event
— Judgment
API startup '

Figure 2.2.2 Event functionality

2.2.3  Access Restrictions
Restrictions can be set for IP addresses accessing this service.
You can restrict access to resources by adding access restrictions to both the Service Portal and access codes.

WEB
browser Service Portal

G x | _ ]br?ﬁger

£,

Deviceee @

Figure 2.2.3 Access restrictions

2.2.4  Dynamic Resource Controller
This provides recommend resources (recommendations) for use during data collection as a means of controlling
data collection based on cloud load. This allows data collection to be optimized (ex: distributed filtering) based
on the level of IT resources available to the customer.

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

11



T
_Tenant

I Recommend
_DEowse (I D resource
Devicesm = ’/) -
l Resource
(2) Register
-

2.2.5

Figure 2.2.4 Dynamic resource controller

Service Portal Functions

Functions provided with the Service Portal are as follows.

Table 2.2.5 Service Portal Menu

restrictions

be accessed
- Add/change/delete IP addresses associated with an access code

Management | Content Notes
function
1 User account | - Add and delete accounts for Service Portal use Refer to Chapter
- Reissue passwords 3.2and 4.10
2 Resources - Add/change/delete resources, batch add Refer to Chapter
- Display/search/download resource lists 3.3and 4.6
3 Access codes | - Add/change/delete access codes, batch add Refer to Chapter
- Display/search/download access code lists 3.5and 4.7
4 Events - Add/change/delete events Refer to Chapter
- Display/search events 3.6and 4.8
5 Logs - Display/search/download the customer search portal use history Refer to Chapter
- Display monthly use summaries
- Display monthly usage amount screens
- Download timestamped use logs
- Display system log screens
6 Access - Add/change/delete IP addresses from which the Service Portal can | Refer to Chapter

4.11

- Configure error correction

7 Distribution | - Enable/disable the distribution control function Refer to Chapter
settings - Configure the load status calculation cycle, and the recommend | 4.12
cycle
- Configure load status acquisition resources
- Configure recommend resources
- Add/change/delete edge computing conditions
8 Client - Generate client certificates Refer to Chapter
certificate = 7—! 2R
BROMPY £¥
Ao 3
9 Common - Configure MQTT passwords Refeto Chapter
settings - Configure CORS = 7—! Z2HxT

BEROMNY R/
Ao
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Chapter 3 Definitions and Concepts Of This Service

This chapter describes the definitions used for and concepts of this service.

3.1 TenantID
A unique code used within this service to identify tenants within a customer area.

3.2 User

This is the administrator at the customer's company responsible for managing tenants included in the contract.
Users can be created freely from the Service Portal. User operating permissions are shared by all users, allowing
use to all of the Service Portal functions described in this manual.

[Note] Relationship between tenants and users

The relationship between tenants and users is as follows.

- Users can access all tenants under the same customer identifier.
- Users cannot access tenants under a different customer identifier.

FUJITSU Cloud Service
IoT Platform

Clstormera Tenant -
. administrator
aI|0W-e-a““““-\-“““““ ﬂ‘
| Customer's Tenar | e Y|
- ,..-»-" —————
Access not—
Tenant A .

allowed

e

g ———— ey
P e 0

Tenant B
e )

Cannot access tenants under

another company.
s——
e ———

Tenant C
e

Figure 3.1 Tenants and users

3.3 Resources

This service defines "resources" as "spaces used for the collection of data".

This service manages resources in "resource paths", which are structured in a similar manner to directories and
files.
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/Conﬁgural:_aie range of resource path setting \ Resource path
Printerl S A-office/Printerl
Printer2 S A-office/Printer2

Printer3 S A-office/Printer3

Printerd S A-office/Printer4
Printer5 S A-office/Printer5

- B-office — Printer [ toner S B-office/Printer/toner

paper S B-office/Printer/paper

- c-office PrinterlE toner S C-office/Printerl/toner
PHPQFS C-office/Printerl/toner

Printer2 [ toher 5 C-office/Printer2/toner
\ paper C-office/Printer2/paper

Tenant ID
123456JP01 | A-office —

In above diagram each drum is
example of a resource”

Figure 3.2 Resource Path Example

Resource paths are structured in the following manner.
- Each resource path within the same tenant is unique
- Resource paths are named with any given character string of up to 128 characters

3.4 Transferring data with Resource(Transfer)_JSON

This service allows for the creation of (transfer) resources to store data on other services, without storing data
within this service. As with reqular resources, resources (transfer) are controlled by "resource path", and these
resource paths have the same specifications as that for regular resources, with the exception of the unique
character string (_fwd) added to the beginning of the resource path.

; ,
Device Register

Application

Transfer

Figure 3.3 Resource (transfer) management

&Note

Binary data cannot be transferred.
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3.5 Access Codes

This service allows you to configure permissions (access codes) for the use of data within a resource in order to
prevent use by unspecified persons. You can assign permissions to register, update, delete and list resources
(CDL), permissions to register data (U) and reference data (R), and permissions to list (L) resources via an AP, for
each resource. By setting U permissions, users can register, update and delete data, and by setting R permissions,
users can reference data. Assigning L permissions enables users to reference resources in a resource list. By
setting CDL permissions, users can register, update and delete resources, register and delete access codes for
resources, and register and delete events for resources, in addition to actions allowed with L permissions. By
setting G permissions, users can refer to data for all resources under the resource. By setting P permissions, users
can register, update, and delete data for all resources under the resource.

You can write data to a resource and reference data in a resource by adding access codes to an API call from the
customer's application.

Refer to the “loT Platform User Guide" for more information.

Tenant Resource path
(A-office/Printerl T acodeoo01 ——
A-office/Printer2 -
A-office/Printer3 ' Resd O
omeies (iR I
A-office/Printer4 Create (C) Create and update resource
@»dﬁc@ﬂ’i’hﬁéﬁ 5 | Access code Delete (D) Delete resource
- Reference list Reference resource list
123456/P01 “"’L_‘:-cfr'nr,o;’?runter,.*’tor-cr 1 Resd 0K, Writ= OK Acode0002 (L)

Update (U) Register, update, and delete
data

Reference (R) Browse data

B-office/Printer/paper
L
C-office/Printerl/toner
C-office/Printerl/paper

AcodeQ003
Browse Apply B permissions for multiple

group (G) sub-resources

All under C-Office
C-office/Printer2/toner hege Shiintts (R
Update Apply U permissions for multiple

group (P) sub-resources

C-office/Printer2/paper
o

Figure 3.4 Relation between resource and access code

In the above example: OK indicates the right/permission is granted, while NG indicates “Not Granted”

Access code specifications are as follows.

- All access codes within the same tenant are unique

- Access codes must be added after the resource has been added. Access codes cannot be added without adding a
resource

- Permissions for multiple resources can be configured with a single access code

- Access code values can be set freely by the customer

You can set access codes for resources (transfer) in a similar manner to reqular resources. You can use a resource
(transfer) to transfer data by adding access codes to an API used to call data from the customer's application.

U or P permissions are required to use a resource (transfer) to transfer data. Resources (transfer) cannot be
accessed when only R or G permissions have been granted.

Refer to the “loT Platform User Guide” for more information.
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3.6 Events
This service can use an event function to perform actions when there is a change in the data.

— Storing

Database

Matches

Idv

Email notification
Event
= Judgment _
API startup

Figure 3.5 Event function

&Note

Events cannot be set for resources (transfer).

3.6.1 Judgment Conditions
The judgment conditions for events set by this service's event function are as follows.
1. When data is written for the specified resource
2. When the system detects that the status of written data in the specified data position(*) changes to one of the
following statuses

Character string

- Perfect match with set character string

- Contains set character string

Numerical values

- Value found in the data > Set value

- Value found in the data = Set value

- Value found in the data = Set value

- Value found in the data = Set value

- Value found in the data < Set value

(*) The data position is specified in JSONPath format.

You can also set a time range for detecting statuses 1. and 2. described above.
The system judges an event to have occurred when the conditions for status 1. or 2. described above are met
within the time range specified (when time ranges are used).

&Note

Judgment conditions cannot be specified when the resource data is in a binary format.

3.6.2 Actions after an event is Detected
The possible actions after an event is detected with this service's event function are as follows.
1. A notification is sent to the specified email address.
2. The specified REST APl is called.
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3.6.3 Cancel Event Settings
You can select between having this service's event function continue or invalidated after initial trigger, even
when status continues to meet the event criteria. The "continue to judge events" setting is configured by default.
With this default setting, if an event judgment setting is validated when the temperature reaches 30 degrees
centigrade or more, as long as the temperature remains at (or above) 30 degrees centigrade, the system will
continue to judge this as an event.

Temperature

30 degrees |- Event judgment threshold

. detected
| PRy

detectéd

e

20 degrees

Event judgment period

Time

Figure 3.6. Actions when an event is detected

Continuing to have the system perform actions may not be ideal in situations that are "collecting constantly
changing data at short intervals" - such as when collecting data at the above-mentioned temperature - as the
state where the threshold is exceeded will continue to persist. “Cancel event settings” can be configured to
prevent this by disabling the event judgment function once an event is detected.

[E.g.]

The case below shows an example of the following event settings:

- Judge events when temperatures reaching 30 degrees centigrade and over or more
- Cancel events when the temperature drops to 20 degrees centigrade or below

In this instance, while a temperature that reaches 30 degrees centigrade is initially detected as an event, this will
disable the event judgment function while the temperature remains at 30 degrees centigrade following this,
meaning that further events will not be detected even if a state of 30 degrees centigrade or more persists.
Further, as event judgment functionality will no longer be disabled once the temperature drops to 20 degrees
centigrade or below, events will start being detected again from this point. The figure below presents this as an
image.

Event
judgment
condition

Enabled

Temperature

Event judgment
| threshald

30 degrees

Event
detected

' Event
il detected

Event
disabled

| Cancel event

20 degrees ! judgment threshold

Time

Figure 3.7. Relationship between event judgments and disabled events

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

18



*Do not perform cancel event settings for the following cases.
- When you intend to set data writing for a specific resource only as the target of event judgments
- When you intend to set same content data writing for data within a resource as the target of event judgments

3.7 Writing Data
You can write data using this service by adding a resource. The general procedure for writing data is as follows.

1. Use the Service Portal or an API to add a resource. (Step (1) in the figure below)

2. Use the Service Portal or an API to grant access permissions for the resource. (Step (1) in the figure below)
You will be able to write data by granting writing permissions for the resource.

3. Add an API call to the application to write data to the resource. (Step (3) in the figure below) Refer to the “loT
Platform User Guide”.

4. Write data to this service by calling the APl used to write data to the resource from the application. (Step (4) in
the figure below)

FUJITSU Cloud Service IoT Platform

@ @ Write data

Create

(Tﬁ > e
L @ Notify a s cod . @ Create app
Administrator ‘ e e App designer =]
at Company A at Company A |

Figure 3.8. Steps taken to write data
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3.8 Referencing Written Data

This service can be used to reference data written using the steps outlined in Chapter 3.8. You can also specify

which data to reference by setting search conditions. The general procedure for referencing data is as follows.

1. Add an API call to the application you prefer to use for referencing resource data. Reference permissions must
be set for the corresponding resource when the access code is set. Refer to the “loT Platform User Guide” for
more information.

2. You can reference data from this service by calling APIs used to reference data written to a resource from the

application.

FUJITSU Cloud Service IoT Platform

=

@ yyy e @ Read data

Create
resource/acce
ss code

@ Create app

Notify access code

Administrator App designer
at Company A at Company A

I

Figure 3.9. Steps to reference data
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39 AP

APIs enabling users to interact with resources, access codes, events, and the data in a resource have been made
available with this service.

Refer to the “loT Platform User Guide” for more information.

3.9.1  HTTP REST Interface
Compatible with http and https.
The interface provided is described below.
Data groups within a resource are written as resource data.

Table 3.9.1 REST Interface (IF) list
- Resource related

Operation Option Method Relation to
name access code

1 | Register resource - POST Permitted with C

2 | Referencing Resource Specify field to acquire GET Permitted with L
Metadata Specify number of acquired data items

3 | Updating Resource - PUT Permitted with C
Metadata

4 | Delete resource - DELETE Permitted with D

- Resource data related (if the data format is JSON)

Operation Option Method Relation to access code
name
1 | Registering resource data | Registration timestamp PUT Permitted with U
RETAIN flag Permitted to all
Bulk Insert flag resources with P
2 | Browsing resource data Specify field to acquire GET Permitted with R

Permitted to all
resources with G

3 | Retrieving resource data Specifying time/date GET Permitted with R
Specifying the range of Permitted to all
times/dates resources with G

Specify field to acquire
Specify number of acquired data

items
4 | Updating resource data Registration timestamp after PUT Permitted with U
update Permitted to all
resources with P
5 | Deleting resource data Specifying time/date DELETE Permitted with U
Specifying the range of Permitted to all
times/dates resources with P

&Note

The following restrictions apply to resources (transfer).

- Only PUT method support provided. GET and DELETE are unavailable for use.

- U permissions must be granted to access resources. Users with only R permissions cannot access said
resources.

- The binary data format cannot be used.
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- Resource data related (if the data format is binary)

Operation Option Method Relation to
name access code
1 | Registering resource data | Registration timestamp PUT Permitted with U

Permitted to all
resources with P

2 | Browsing resource data - GET Permitted with R
Permitted to all
resources with G

3 | Retrieving resource data Specifying time/date GET Permitted with R
Specifying the range of times/dates Permitted to all
Specify number of acquired data items resources with G
4 | Deleting resource data Specifying time/date DELETE Permitted with U
Specifying the range of times/dates Permitted to all

resources with P

&Note

Binary resource data cannot be updated.

This section provides an explanation of resource-related and resource data-related options that can be
specified.
- Registration timestamp
Specify the data and time data is registered. When left blank, this will be set to the date and time the
service receives a request.
- RETAIN flag
Specify whether to retain the registration data on the MQTT broker side.
- Bulk Insert flag
Specify whether or not to run a bulk insert(*).
*Data registered with multiple JSON objects in a JSON array will be stored and managed as separate data
items.
- Specify time/date
Specify the target to be retrieved/deleted by date and time.
- Specifying the range of times/dates
Specify the target to be retrieved/deleted by a range of times/dates.
- Specify field to acquire
Specify the field to acquire. Only fields specified will be acquired.
- Specify number of acquired data items
You can specify the number of items to acquire, and the number of data items retrieved as search results to
skip.
The maximum number of items that can be acquired at once is 1,000.
- Registration timestamp after update
Update the data registration timestamp at the date and time specified.

- Access code-related

| | Operation | Option | Method | Notes
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name

1 | Register access code - POST

2 | Reference access code | Specify resource path GET
information Specify number of acquired data items

3 | Update access code | - PUT
information

4 | Delete access code - DELETE

Memo

This section provides an explanation of access code-related options that can be specified.

- Specify resource path
Specify the resource path for resources corresponding to the access code to be referenced as a condition, and
return only those access codes that meet the conditions set as search results.

- Event-related

Operation Option Method name Notes
Register event - POST
2 | Reference event Specify event ID GET

Specify number of
acquired data items

3 | Update event - PUT
4 | Delete event - DELETE
Memo

This section provides an explanation of event-related options that can be specified.

- Specify event ID
Specify the event ID for events to be referenced as a condition, and return only those events that meet the
conditions set as search results. When omitted, all events pertaining to the tenant will be search targets.

3.9.2  MQTT Interface
Compatible with MQTT and MQTTS.
The interface provided is described below.
Data groups within a resource are written as resource data.

Table 3.9.1 MQTT Interface (IF) list

- Resource data related (if the data format is JSON)

Operation Option Control Packet name Relation to access code

1 | Registering resource data | Registration PUBLISH Permitted with U
timestamp Permitted to all

resources with P

2 | Browsing resource data - SUBSCRIBE Permitted with R
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+PUBLISH(*)

Permitted to
resources with G

all

- Resource data related (if the data format is binary)

Relation to access code

Operation Option Control Packet name

resources with G

1 | Registering resource data PUBLISH Permitted with U
Permitted to all

resources with P

2 | Browsing resource data - SUBSCRIBE Permitted with R
+PUBLISH(*) Permitted to all

(*) PUBLISH from this service after SUBSCRIBE from the client (cannot be specified as an option)

- Registration timestamp

service receives a request.

Specify the data and time data is registered. When left blank, this will be set to the date and time the

3.10 Access Restrictions
Restrictions can be set for IP addresses accessing this service.

You can restrict access to resources by adding access restrictions to both the Service Portal and access codes.

WEB
browser

- O

Service Portal

Figure 3.10. How access restrictions work
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3.11 Dynamic Resource Controller (DRC)

This service uses the dynamic resource controller (distributed control) function (hereafter, DRC) to enable the
use of proprietary overall optimization technologies (distributed service platform technologies) of Fujitsu to
collect data generated from sensors and other devices to ensure efficient and stable data collection even when
fluctuations in data traffic, etc. are experienced.

Cloud

Gateway device IoT Platform Cloud server

Sensor

Resource/transfer resource, etc.

Recommend

I'?E e

Distribution policy

EY F p——— @

Figure 3.11. Visual representation of the DRC

This service collects service load information and compares these values with conditions set by the customer
(edge computing conditions) to provide recommendations to the customer. Customers can develop applications
to optimally collect data within the IT resources available using these recommendations.

The process flow for using the DRC s as follows.

@ The distribution policy is used to monitor the load placed on this service.
@ Recommend resources are flagged as recommended based on a pre-defined distribution policy.
@ Processes are modified based on the rewritten recommend resources.

The gateway device, cloud solution and sensor shown in the diagram shall be prepared by the customer. This
enables processes to be modified based on system load, allowing for stable system operation.

3.12 ID and Password for MQTT Connections
- MQTT connection account
The tenant ID is used as the account (ID) for using MQTT.

- MQTT password

The MQTT password policy is as follows. (note: MQTT password can be set and changed within the service
portal)

<Definition>

Usable character types At least one of each of the following four character types must be used.
Upper and lower case alphabetical characters, numbers, symbols (eight
symbols: #,@,-,(,),:,.._)

No. of characters 8to12

Period of initial password | No limit

validity

Period of password validity No limit
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3.13 Regions and Times

- Regions

This service can be used in multiple regions.

Users can ascertain which region is active for the system they are logged into from the region code displayed
next to the tenant ID at the top of the Service Portal screen.

- System times, on-screen dates and times and API dates and times

System times for this service are set to Coordinated Universal Time (UTC), regardless of which region the service is
provided. Date and time information and log output times displayed on the Service Portal screen, and times
specified with an API are all displayed, output and specified, based on system times.

3.14 Languages

Users can select the language in which item names, messages, etc. appear on the Service Portal screen, choosing
from Japanese or English.

Language settings are saved when creating/modifying users and when users change language settings by
themselves. The Service Portal screen will automatically appear in the language set when next logging in.

3.15 Client Certificate
In this service, users can set the client certificate as an authorization function to access to the access code. You
can generate the certificate on the screen of the Service Portal.

3.16 CORS

By using Cross-origin Resource Sharing (CORS), this service provide you to send an HTTP request to the domains
other than the domain which you installed this service. You can switch activate and deactivate CORS on the
Service Portal screen.

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

26



Chapter 4 Screen Descriptions
This chapter describes how to use the Service Portal.

4.1 Basic Settings Procedure
A flowchart showing the setting procedures that will need to be configured when starting to use the service is

provided below.

Common settings Configure the required settings. Refer to Chapter 4.5.3 and 4.10

- Add administrator account
- Change administrator account
- Change passwords

Add resources These settings are mandatory. Refer to Chapter 4.6

- Add resources

- Search resources

- Reference resources

- Change resource information
- Delete resources

- Batch add resources

— These settings are used when using certificates for access codes. Refer to
Add certificates Chapter 4.6

- Generate and download certificates

Add access codes These settings are mandatory. Refer to Chapter 4.7

- Add access codes

- Search access codes

- Reference access codes

- Change access code information
- Delete access codes

- Batch add access codes

v

Add events These settings are mandatory when you use the event function. Refer to
Chapter 4.8

- Add events

- Search events

- Reference events

- Change events

- Delete events
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Access restriction settings Set access restrictions if required. Refer to Chapter4.11

- Add Service Portal access controls

- Search Service Portal access controls
- Change Service Portal access controls
- Delete Service Portal access controls

- Add access code access controls

- Search access code access controls
- Change access code access controls
- Delete access code access controls

Distribution policy settings | Set the distribution policy if required. Refer to Chapter 4.12

- Configure tps/bps distributed control settings

MQTT settings Set the MQTT password if required. Refer to Chapter 4.14.1

- Set MQTT password

CORS settings Set the CORS usage if required. Refer to Chapter 4.14.2

- Set CORS usage

Error collection settings Set the error collection usage if required. Refer to Chapter 4.14.3

- Set error collection usage

4.2 Using CSV Files

We recommend preparing a preliminary list of resources and access codes before adding them to the system.
Batch adding resources and access codes by uploading CSV files saves you time and effort when using the system
for the first time, or when modifying a number of resources and access codes.

Refer to Chapter5.2.2 and 5.2.44 for more details.

43 Login Screen
The following screen will appear when accessing the login URL.

- The login URL will appear when configuring service use settings from the FUITSU Cloud Service K5 PaaS Portal
screen.
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1. Enter the user ID into (1).
2. Enter your password into (2).

3. Click the Login button shown as

1A\

loT Platform

1)

Notes on input parameters

Entry Entry format Required | No. of | Initial Notes
name Input Character type characters | display
method

User ID Text Single-byte Yes - - E-mail address format
alphanumeric
characters

Password | Text Single-byte Yes 8to 15 - The character types
alphanumeric allowed are as follows
characters Upper and lower case
Alphanumeric alphabetical characters,
characters numbers,

#@-():._
Memo

- The region of the system you are logging into is fixed based on your login URL.

- The language appeared in the Login screen can be changed via your browser's language settings. Pages
will appear in Japanese when your browser's language settings are set to Japanese. It will appear in
English when these settings are set to any other language.

- The language appeared in the pages after logging in can be set for each user logging in. Refer to Chapter
410 for more details.

The screen will show the following when the user ID and password do not match.

If you have forgotten your password, have another customer administrator within the same tenant reset the
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password. Refer to Chapter Chapter 13.14.10.4 (1) for more details.

4.4  Selecting Tenant
The following screen will appear when you have logged in successfully and there are multiple tenants included in

the customer's contract.

laT Platform roain iy

1. Select the tenant you prefer to
use by clicking the Tenant Select
button shown as (1) in the figure.
After clicking this, you will proceed to
the Home screen described in
Chapter 4.5.

Click the Comment Edit button shown as (2) in the figure to edit comments appearing at the right of the Tenant
Select button.

This screen will not appear when only one tenant is included in the customer's contract. In this instance, you will
proceed directly to the Home screen described in Chapter 4.5.

4.4.1 Editing Comments

The following screen will appear when the Select Comment button is clicked.

1. Enter the Comment in the area
shown as (1) in the figure.

2. (Click Update shown as (2) in the R S R TR
figure. |

Notes on input parameters

Entry Entry format Required | No. of Initial Notes
name Input method | Character type characters | display
Comment | Text Optional - Upto 256 |-
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4.5

Home Screen

The following screen will appear when you have successfully logged in.
An overview of the service functions available appears on the Home screen. Click an image to jump to a brief
description of each of the functions available.

4.5.1

loT Platform

Resource

Tensnt [0 MANUAL-001 UP) v hanal

Access Code Event Log User Access Control Distribution Certificate Commen

suiTsu

Main Screen

Welcome to IoT Platform !

Wis asalain the function af loT Piatform,

i | O | £

Applied

8.5

About Applied Applied
Basic Function Chapter 1 Chapter 2 Chapter 3
Data Access Event DRC Access Control

About Basic Function

This section covers the "Main screen" which always appears at the top of the screen after logging in, regardless of
what screen you transition to.

(1)

(2)

loT Platform Tenant 1D MANUAL-001 UP]I hanako v ] I'U'i:i’TSLf
Resource Access Code Event Log User Eccess Control Distribution Certificate [Common
B @ G e M@ (9) (10) )
Number | Entry name Description Notes
(M Select a Tenant | Selects the tenant ID. The region code will appear after Refer to Chapter 4.5.2

ID

the tenant ID in parentheses.

(2) Select User Users are able to select "Change Password/Language Refer to Chapter 4.5.3
Settings/Version Information/Operating Manual/Logout". | to 4.5.7
(3) Resource Opens the Resource screen. Refer to Chapter 4.6

(4) Access Code Opens the Access Code screen. Refer to Chapter 4.7

(5) Event Opens the Event screen. Refer to Chapter 4.8

(6) Log Opens the Log screen. Refer to Chapter 4.9

(7) User Opens the User screen. Refer to Chapter 4.10
(8) Access Control | Opens the Access Control screen. Refer to Chapter 4.11
(9) Distribution Opens the Distribution screen. Refer to Chapter 4.12
(10) Certificate Opens the Certificate screen. Refer to Chapter 4.12
(11) Common Opens the Common screen. Refer to Chapter — 3

—! Z2RITBR2OHY
FHA,

4.5.2

Select a Tenan

tiD

When multiple tenants are included in a customer's contract, you will be able to click the Select Tenant ID
pull-down menu to show "Tenant Select".

“Tenant Select"will appear. Click Tenant Select to proceed to the screen in Chapter 4.4.
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contract.

Nothing will appear when clicking Select Tenant ID when only one tenant is included in the customer's

4.5.3  Select Password Change
This section describes the process used to change passwords to log into the Service Portal.

1. Select "Password Change" from the

loT Platform Tenaat i1 ur

Access Code Event Log User Access Control Distributi Certifi [«

user name pull-down menu on the
Home screen to move to the Password

Change screen.

2. Enter your old password.

3. Enter your new password.

4. Enter your new password again (for

confirmation).

5. Click Change.

Notes on input parameters

Welcome to IoT Platform ! Speiation Hamal
W axpiain the funczion of [oT Partamm, ~agout
[ =3 (P S| e
About Applied Applied Applied
Basic Function Chapter 1 Chapter 2 Chapter 3

Data Access Euvent DRC Access Control

About Basic Function

Password Change

Entry name Entry format Required | No. of Initial | Notes
Input Character type characters | display
method

0ld password | Text Single-byte Yes 8to 15 - The character types
alphanumeric allowed are as follows
characters Upper and lower case
Alphanumeric alphabetical characters,
characters numbers,

#@-():._

New password | Text Single-byte Yes 8to 15 - The character types
alphanumeric allowed are as follows
characters Upper and lower case
Alphanumeric alphabetical characters,
characters numbers,

#@-():._
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New password | Text Single-byte Yes 8to 15 - The character types
(for alphanumeric allowed are as follows
confirmation). characters Upper and lower case
Alphanumeric alphabetical characters,
characters numbers,
#@-():._

4.5.4 Language Settings
This section describes how to change the language display for the Service Portal.

loT Platform Tocant [0 MANIALOGS (1F) % | Ranakn & sy |

Select the lan guage from the Resource | AccessCode  Event  Log | User | AccessControl | Distribution | Certifica it
tamane: s Langua > —
Language pull-down menu under — N |
ik |
the user name. Welcome to IoT Platform ! Operation Wacusl
YO u can se I ect fro m Ja pa nese or W sipain the functien ot laT Flatioem: Lagaut
English.
O i@ ©
About Applied Applied Applied
Basic Function Chapter 1 Chapter 2 Chapter 3
Data Accass Event CRC Agcess Conlral
About Basic Function ¥
|
Memo

Language setting changes in Language will be saved, and the screen will appear in the language selected
when you next log in.

4.5.5 Select Version Information
The following screen will appear when you select Version Info from the user name pull-down menu.

Click Close to return to the previous
screen.

Version Info

4.5.6 Select Operating Manual
This operating manual will appear on the device you are logged into when you select Operation Manual from the
user name pull-down menu.
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4.5.7 Logging Out
. loT Platform Ternst 10 MANUAL Q01 UF) > | hamaherw suifirsty
Log 0 Ut by SEIecn ng Logo Ut fro m the Resource Aceess Code Event Log User Access Control Distribution Certificate
user name pull-down menu in the
Main screen. Welcome to IoT Platform ! T
About Applied Applied Applied
Basic Function Chapter 1 Chapter 2 Chapter 3
Data Access Ewvent DRC Access Control
About Basic Function Il

&Note

- Make sure to log out before closing the browser screen.

4,6 Resource Screen
Click Resource on the Main screen to display the Resource screen.
laT Platform Towant I0 MANUALS01 {1F1 % hansin mufiTsy
m Access Code Ewvent Log User Access Control Distribution Certificate Cq(qiln)on ( 2 )
Resource List | Add AD Add
(3) 4) (=
s Ru.:il’ah Resoutoe Nane Revouree Type hf(héul) (6)
=2
(7)
Number | Entry name Description Notes
(1) Add all Batch adds all resources. Refer to Chapter 4.6.1
(2) Add Adds the resource. Refer to Chapter 4.6.2
(3) Resource path | Set when searching for resources. Refer to Chapter 4.6.4
(4) Resource Set when searching for resources. Refer to Chapter 4.6.4
name
(5) Download Downloads configured resource information. | Refer to Chapter 4.6.3
(6) Search Retrieves resources. Refer to Chapter 4.6.4
(7) Delete Use when deleting batches of resources. Refer to Chapter 4.6.6
Notes on input parameters
Entry Entry format Required | No. of | Initial | Notes
name Input method ‘ Character type characters | display
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Resource | Text Single-byte - Upto128 |- Usable characters

path alphanumeric Numbers, upper and lower case
characters alphabetical characters,

- (hyphen), _ (underscore), /
(slash)

Refer to 4.6.4

Resource | Text Optional - Upto32 |- Usable characters

Name Numbers, upper and lower case
alphabetical characters,
Double-byte characters
@-():._

Refer to 4.6.4

4.6.1 Add All Resources
You can add resources as a batch using (SV files.

loT Platform Tonus 1 MANIALSO1 (BF1 v hamake FuliTsu

1' CIiCk Download Shown as (1) in Access Code Event Log User Access Control Distribution Certificate Common

the figure to download a (SV
template to your device. B - (2) =

Resousrca Path [Ferward Match] Resaurcs Name (Freward Majch]

()

3. (lick Add All shown as (2) in the fra—— - i ot
figure. IS

2. Edit the CSV file.

4.  Click Reference shown as (3) in
the figure and select the edited
SV file.

5. Click Add shown as (4) in the
figure.

All Resource Registration

Powm ackd fles. Show the latest result

= (3) (=]
(4)

- The name of the downloaded file will be in resource_ YYYYMMDDHHMMSS.csv format.

- You can download the CSV template only without a resource being added by downloading the CSV template
before a resource is added.

- You can also add access codes without downloading by editing a CSV file with the same formatting as the
template from the PCin use.

- A maximum of 100 resources can be added at a single operation using the Add All function. Add resources
in multiple batches when you are adding 100 or more resources.
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- Resources cannot be added if a resource with the same resource path and resource name is already in use
within the same tenant ID.

- You can only add new resources when downloading and editing a CSV file. Existing resources cannot be

modified.

- Refer to Chapter Chapter 17.1 for more information about the CSV format.

[1] Display previous results / Show the latest result

Click "Display Previous Results / Show the latest result" on the All Resource Registration screen to output a log of
previous operations.

4.6.2 Add Resources
The following screen will appear when you click Add on the Resource screen described in Chapter 4.6. This menu
is used when you prefer to add a single resource only. First, select the resource type from (1) in the screenshot
shown below. If “Resource” is selected as the resource type, an entry field for the resource to be used for data
storing will appear. If Resource (Transfer) is selected, an entry field for the data transfer resource will appear.
Examples below explain settings for each type of resource.

- For data storing resources

1. Select Resource from the

pull-down menu shown as (1) in Resource Registrafion
the figure. il o
= il |
2. Enter the resource path into the w2}
field shown as (2) in the figure. S E) |
- E=
3. Enter the resource name into the F—

field shown as (3) in the figure. e

4.  Select the data format from the
pull-down menu shown as (4) in
the figure.

5. (Click (5) Add.

6. A Confirmation screen will appear
after clicking Add. Click Enter

Data Format

shown as (6) in the figure to add —
the resource. e P

Notes on input parameters

Entry Entry format Required | No. of Initial Notes
name Input Character characters | display

method type
Resource Pull-down - Yes - Resource | Select from Resource and
type Resource (Transfer)
Resource | Text Single-byte | Yes Upto128 |- Usable characters
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path alphanumeric Numbers, upper and lower
characters case alphabetical characters,
- (hyphen), _ (underscore), /
(slash)
Resource | Text Single- and - Upto32 |- Usable characters
Name double-byte Numbers, upper and lower
characters case alphabetical characters,
Alphanumeric Double-byte characters
characters @-():._
Symbols
Data Pull-down - Yes - JSON Select from JSON and Binary
format
Comment | Text Optional - Upto 256 | -
Retention | Text Single-byte Yes Upto 4 1 Unit: Days
period numerals Data added will be deleted
once the set retention period
has elapsed.

- For data transfer resources

1.

1. Select Resource (Transfer) from
the pull-down menu shown as (1)
in the figure.

Enter the resource path into the
field shown as (2) in the figure.

Enter the resource name into the
field shown as (3) in the figure.

Enter transfer destination
details and set the data to be
transferred into the fields shown
as (4) in the figure (several fields
can be completed by scrolling
through the form).

Click (5) Add.

A Confirmation screen will appear
after clicking Add. Click Enter
shown as (6) in the figure to add
the resource.

Notes on input parameters

Resource Registration

_twelatatowandmgesaurcebid

DstafowardngResource(02

Entry name | Entry format Required | No.  of | Initial Notes
Input Character characte | display
method type s
Resource type | Pull-down | - Yes - Resource | Select from Resource and
Resource (Transfer)
Resource Text Single-byte | Yes Up to|- Usable characters
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path alphanumer 128 Numbers, upper and lower case
ic characters (*1) alphabetical characters,
- (hyphen), _ (underscore), /
(slash)
Resource Text Single- and | - Upto32 |- Usable characters
Name double-byte Numbers, upper and lower case
characters alphabetical characters,
Alphanumer Double-byte characters
ic characters @-():._
Data format | Pull-down - Yes - JSON JSON only
Comment Text Optional - Up to|-
256
URI Text Single-byte | - Up to|-
alphanumer 256
ic characters
Method Pull-down - - - (NULL) | Select from
(NULL)/POST/PUT/GET/DELETE/HE
AD/OPTIONS/TRACE
Authenticatio | Text Single-byte | - Upto20 |-
niD alphanumer
ic characters
Authenticatio | Text Single-byte | - Upto20 |-
n password alphanumer
ic characters
Header Text Single-byte | - Upto20 |-
names 1 to alphanumer
10 ic characters
Header Text Single-byte | - Up to|-
values 1to 10 alphanumer 512
ic characters
Memo
- Resources cannot be added if a resource with the same resource path is already in use within the same
tenant.
- Resource paths that start with an underscore ( _ ), or have an underscore ( _) immediately after a slash (/)
cannot be specified.
- _bin/ is automatically added to the start of resource paths when the resource type selected is resource, and
the data format is binary.
- _fwd/ is automatically added to the start of resource paths when the resource type selected is resource
(transfer).
- (*1) The maximum number of characters for resource paths is 128, including the _bin/ and _fwd/ strings at
the start.
- It may take up to five minutes before you are able to access APIs using settings configured when adding or
changing resources/access codes.

4.6.3 Downloading Resources
You can download information regarding resources registered to one of your tenants. This function can be used to
download all resources retrieved with the Search key.

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

38



1oT Platform Tenant 10 MANUAL-O0E UF)»  hanaka Fulfirsu

m Aocess Code Event Log User Access Controb Distribution Certificate Common

Click Download to download Resource List [ |
information regarding tenant resources. P A
Haosource Path {Forward Match) Resource Mame (Farward March)
=S e
[N

- Clicking Download without performing a search will download all files that include any resources found
within all tenants. Click something other than Resource in the Main screen, and then click Resource in the
Main screen again to return to the results retrieved from the search performed.

&Note

- Attempting to download all resources when there are many resources registered may result in long
download times. It is recommended that you use search conditions to narrow down the resources being
downloaded to avoid this.

4.6.4 Searching for Resources
You can search for resources from the Resource screen. This is mainly used to modify resources or delete
unnecessary resources. You can also opt to download resource information for resources matching the search
conditions set only.

1. Enter the resource path or torpatiom TR et |
resource name that you prefer to m AT | ot el | Ve | OREeETee | Toibiven: | Bettiere ] oy
search for as a prefix match into  resourcetis N S
the area shown as (1) i the s msm s v 1
figure. e | F—r— Joomser (2)

2. (lick Search shown as (2) in the (1) 3) |
figure to display the search ..o 0.

[ o]

- Click (3) to sort the search results. Refer to Chapter 7.2 for more information about the display order for sorting.

- Resource paths and resource names can be searched for based on prefix matches.
- Up to 100 search results can be displayed. Please be aware that only the first 100 search results will appear
when performing searches that return over 100 matches.
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4.6.5

Changing Resource Settings

You can change resource settings for resources that you have added.

1. Search for the resource you prefer to R e

change from the Resource screen.
Refer to Chapter 4.6.4 for more
information on searching.

2. Click the resource path shown as (1)
in the figure for the resource settings
you prefer to change.

3. Enter the new resource name into
(2) when you prefer to change the
resource name.

4. Enter a new comment into (3) when
you prefer to change the comment.

*You can also change other input
items, as required. Refer to 4.6.2 for
further details on input items.

5. Click Update shown as (4) in the
figure.

6. The Resource Update/Confirm screen
will appear. Check that everything is
correct and click Enter.

\oT Platform Tenant [0 MANUAL 001 DS hanahu R
Event Log Uz Access Control Distribution Certificate Comman
p— =m
Praata aroar recured imlsrmatian snd cick “Saarch’ tion.
Resource Path (Forward Match} Resource Name Forward Masch)
Feamuren Type Dt Fotmat
l Dulaficaisseo] l DistaFursiusres0L Resurce o
= [ BN
Tt Tt g R 2 Tatalwid gfsousennd AesourcelTrasst son
Resource Update m
m
i
Sin Cades o MQTT Tepic]
Rusaurca Typa Resaufe
Resaurce Path DataRy Tl
Rosaurce Mame (2) [ Dataftescuncst ]
Data Farmat J5am
R =
Ratentian Pericd{1-5999 days)*
REST URT httpry fapi dev L Liotip fgitsu comLIMANLAL-00L DataResoume00t
MQTT Togic <Accass Cads » w1/ MANLIAL 001/ DataResaurcatin]
- (4)

Resource Update - Confirmation

I |
e
r

P
m

-0

5 Concie sy LIMANUAL- 001 DataReseced ]

&Note

again with the new path.
- The error collection resource '
deleted.

1]

- The resource path and data format cannot be changed.
- To change the resource path and data format, you must first delete the corresponding resource and add it

_error” added by the system when creating a tenant cannot be updated or
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[1] Deleting a single resource

This section describes the procedure to delete a single resource. If an access code is tied to the resource you
prefer to delete, you will need to delete the access code first before proceeding. Refer to Chapter 4.7.5 (5) for
more details.

laT Platform Tt 5 MAMUAL 00 [IF] [ Fuffsy

1. Search for the resource name you
m Access Code Event Log User Access Contral Distribution Certificate Common
prefer to delete from the Resource

screen. Refer to Chapter 4.6.4 for — Reoweus T
more information on searching.

Rasource Path. (Forward Mateh) Rescurce Name {Faresed Match)
2. Click the resource path shown as EE
(1) in the figure for the resource el — S
name you prefer to delete. { ) oo s =

Rlencrari0] Ditabemantngfiess sz RparealTransier =oh

3. Click Delete shown as (2) in the e
figure on the Resource Update screen.

4. Click Execute after confirming the Resource Update
contents of the Confirmation screen
when it appears.

—_
N9
~

AL

< Acoass Codes/vlMANLIAL-001 Titaslesninment

Resource Delete - Confirmation

- You can also delete resources using the method described in Chapter 4.6.6.
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&Note

- Deleting resources will delete both the resource and all data written to the resource.

- Once deleted, resources and the data written to the resource cannot be recovered. Customers are
responsible for using caution in checking the contents of resources being deleted before deleting them.

- The error collection resource “_error" added by the system when creating a tenant cannot be deleted.
Clicking the Delete button on the “_error” Update Resource screen will not delete the resource.

4.6.6 Delete All Resources
Follow the procedure below to delete multiple resources as a batch. If an access code is tied to the resource you
prefer to delete, you will need to delete the access code first before proceeding. Refer to Chapter 4.7.6 for more
details.

loT Platform Tensst 10 MANUAL 001 0F > g Fuffrsu

1. Search for the resource name you
m Access Code Event Lag User Access Contral Distribution Certificate Comman

prefer to change from the Resource
screen. Refer to Chapter 4.6.4 for — Reueti EIN
more information on searching. Sttt e

Resource Path (Fanward Match] Resource Name Frrward Match

2. Select the check box next to the
resource you prefer to delete, shown ’“)“‘ — w— —

DemaRazsercetol B

as (1) in the figure. Select multiple D

check boxes when you prefer to Litl B

delete multiple resources.
3. Click (2) Delete.
4. Click (3) Execute after confirming

the contents of the Confirmation
screen when it appears. Resourcs Dot - Confrmation

- You can also delete resources using the method described in Chapter 4.6.5 (1).

&Note

- Deleting resources will delete both the resource and all data stored to the resource.

- Once deleted, resources and the data written to the resource cannot be recovered. Customers are
responsible for using caution in checking the contents of resources being deleted before deleting them.

- The error collection resource “_error" added by the system when creating a tenant cannot be deleted.
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Selecting the “_error” check box and attempting to delete the resource will fail to delete the “_error”
resource.
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4.7

Access Code Screen

Click Access Code in the Main screen to display the Access Code screen.

loT Platform

Resource Event Lag User

Accass Control Distribution

Tarast 0 MANUALUGT LIFI S harsis

Cartificate Comnrnf \

(2)

Aceess Code List

= — s ) (8)
=
(9)
Number | Entry name Description Notes
(1) Add all Batch adds access codes. Refer to Chapter 4.7.1
(2) Add Adds an access code. Refer to Chapter 4.7.2

(3)

Access Code

Set when searching for access codes.

Refer to Chapter 4.7.3

(4)

Access Code Name

Set when searching for access codes.

Refer to Chapter 4.7.3

(5)

Resource path

Set when searching for access codes.

Refer to Chapter 4.7.3

(6)

Resource Name

Set when searching for access codes.

Refer to Chapter 4.7.3

(7) Download Downloads configured access code information. Refer to Chapter 4.7.4
(8) Search Retrieves access codes. Refer to Chapter 4.7.3
(9) Delete Use when deleting batches of access codes. Refer to Chapter 4.7.6

Notes on input parameters

Entry name | Entry format Required | No. of Initial | Notes (Usable characters)
Input Character type characters | display
method
Access Code | Text Single-byte 3to 48 - Numbers, upper and lower
alphanumeric case alphabetical characters
characters Refer to 4.7.3
Access Code | Text Refer to Notes 3to 48 - Numbers, upper and lower
Name case alphabetical
characters,
Double-byte characters, @ -
():._
Refer to 4.7.3
Resource path | Text Single-byte Upto128 | - Numbers, upper and lower
alphanumeric case alphabetical
characters characters,
- (hyphen), _ (underscore), /
(slash)
Refer to 4.7.3
Resource Text Refer to Notes Upto32 |- Numbers, upper and lower
Name case alphabetical
characters,
Double-byte characters, @ -
():._
Refer to 4.7.3
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4.7.1 Batch Add Access Codes
You can add access codes as a batch using CSV files.

IoT Platform Focmuart 10 MAMLIAL D0 (1F s s

1. Click Download shown as (1) in the - =
ﬁgure tO download a CSV template to Event Log User Access Control Distribution Certificate Common

your device. Access Code List (2) Em
2. Edit the CSV file. e o — -
3. Click Add All shown as (2) in the e - . : Pt
figure. g ' ===

eooess Code loess Cost Rame Access Prabocals Cemtiate Resoorce Paimy Rezoesce Name

4. Click Reference shown as (3) in the ———
figure and select the edited CSV file.

5 Click (4) Add.

All Access Code Registration

- The name of the downloaded file will be in access_code_ YYYYMMDDHHMMSS.csv format.

- You can download the CSV template only without an access code being added by downloading the CSV
template before an access code is added.

- You can also add access codes without downloading by editing a (SV file with the same formatting as the
template from the PCin use.

- A maximum of 100 access codes can be added at a single operation using the Add All function. Add access
codes in multiple batches when you are adding 100 or more access codes.

- Multiple resource paths can be assigned to a single access code by adding them on lines to the right as
shown in the CSV Image in Chapter 7.1.2.

- Configure access codes and access code names so that they do not repeat addition completed values.

- Make sure to assign R or G access permissions for access codes set for events.

- You cannot set certificates for access codes when adding access codes as a batch.

- Refer to Chapter Chapter 17.1 for more information about the CSV format.

[1] Display previous results / Show the latest result
Click "Display Previous Results" on the All Resource Registration screen to output a log of previous operations .
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4.7.2 Adding Access Codes
The following screen will appear when you click Add on the Access Code screen described in Chapter 4.7. This
menu is used when you prefer to add a single access code only.
1. Enter the access code in the field
marked as (1) in the figure.

2. Enter the access code name in the field e
marked as (2) in the figure. :

3. To specify an access protocol, select
Specify in the area marked as (3) in the
image, and select the check box next to
the corresponding access protocol. Select
Do not specify to not specify an access
protocol.

4. To set a certificate, click the Browse
button in the area marked as (4) in the
image, and select a certificate file. R it

(5)

5. Select the resource that you prefer to
grant the permissions that this access
code gives.

5-1. Enter the resource path or the
resource name as the search keyword in

the field marked as (5) in the figure. EHE ot

5-2. Click Search shown as (6) in the figure
to display resource paths matching the
search conditions at the bottom of the

screen. ==

(7

Access Code Registration

5-3. Select the check box for the resource
you prefer to grant permissions for shown
as (7) in the figure, and then click (8) for
Add to add the resource to the Used
Resources List at the bottom of the screen.

6. You can set permissions for registering,
updating, deleting and listing (CDL) via an
API, and permissions for listing (L),
updating/deleting (P) all sub-resources,
referencing all sub-resources (G),
registering data (U), and referencing data
(R) via an API.

* You can grant (DL, L, P, G, U, and R
P Rl VR YRS, FesRHSES ISR TED 2016-2018

IA_BBEIELLIII(J LIIU .)EIELL Al CTTECK DOX 11T U1E
Used Resources List.




9. Confirm the contents of the
Add/Confirm screen when it appears,
and then click Enter.

Notes on input parameters

Access Code Registration - Confirmation

Aocess Code

Accues Cade Name

Aiccaes Pratacals

Entry name | Entry format Required | No.  of | Initial display | Notes
Input Character character
method type S
Access Code | Text - Yes 3to 48 - Usable characters
Numbers, upper and lower
case alphabetical characters
Access Code | Text Single-and | - Upto32 |- Usable characters
Name double-byte Numbers, upper and lower
characters case alphabetical characters,
Alphanumeri Double-byte characters, @ -
c characters ():._
Access Radio - - - Do not specify | Select from Do not specify
protocol button and Specify
Access Check box | - Yes - HTTP,HTTPS, | This can only be selected
protocol MQTT,MQTTS | when Do not specify is
(types) selected for the access
protocol.
Multiple access protocols
can be selected from HTTP,
HTTPS, MQTT, MQTTS
Certificate | Text Refer to - - - All' characters that can be
Notes used in a file path are
available for use
Comment | Text Optional - Up to 256 | -
Resource Text Refer to - Upto128 | - Usable characters
path Notes Numbers, upper and lower
case alphabetical characters,
- (hyphen), _ (underscore), /
(slash)
Resource Text Refer to - Up to 32 Usable characters
Name Notes Numbers, upper and lower
case alphabetical characters,
Double-byte characters, @ -
():._
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- You can display the resource name by clicking the resource path in the Add screen.

- Make sure to assign R or G access permissions for access codes set for events.

- Assign (DL access permissions to add resources under a resource via an API, and to update and delete
resources added via an API.

- L access permissions cannot be selected if CDL access permissions are selected.

- (DL access permissions cannot be selected if L access permissions are selected.

- Access codes cannot be added if the same access code is already in use within the scope of the same tenant

ID.

- It may take up to five minutes before you are able to access APIs using settings configured when adding or
changing resources/access codes.

- Access codes set for a load resource or recommend resource on the Distribution screen (Chapter 4.12)
cannot be deleted if Distribution settings are enabled.
In this case, disable Distribution settings first to delete the access code.

&Note

- Please specify the certification which is generated on Generate Certificate Screen.

4.7.3 Searching for Access Codes
You can search for access codes from the Access Code screen. This is mainly used to edit access codes and to
delete unnecessary access codes.

1aT Platfarm Tenant 10 MANLIAL-D0 [IF} v — AufiTsy

1. Enter the access code or access code
Event Log User Access Control Distribution Certificate Common
name, or the resource path or resource

name you prefer to search for into the — cescodetis (1) TS T
fields shown in (1) in the figure. - _— i

tFarward Match) (Ferward Maich)
Name

Rusases Path {Fanwand Match) Resource Nasme. (Forward Match) ( 2 )

2. Click Search shown as (2) in the

figure to display the search results at m
the bottom of the screen. e DQL,NM vl 2 et %] Pmmeri

- (lick (3) to sort the search results. i o i :
Refer to Chapter 7.2 for more  [HEZES -
information about the display order

for sorting.

Memo

- All search keys are compatible with prefix-match searching.
- Up to 100 search results can be displayed. Please be aware that only the first 100 search results will appear
when performing searches that return over 100 matches.

&Note

- Avoid entering only an underscore ( _) into the access code or access code name fields and pressing the
Search button as doing so will retrieve all access codes in the search results.
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4.7.4  Downloading Access Codes
You can download information regarding access codes registered to one of your tenants. This function can be
used to download all resources retrieved with the Search key.

1. Perform searches using the access ™7 it B T
. . Resource Access Code Event L User Aceess Control Distribution Certificate Common

code searching procedure described Y | =

in Chapter 4.7.3. ccnss Gl e it oozt

Azcess Code A Code -
{Fanvsd Matchy i {Forward Match)
Mams

2. Click Download.

Ressusee Path {Fanuand Match Resourcs Hasms

Areie Coe Arees Code Hame Arrms Proncok Cestifizale Rimauree Pabh

- Clicking Download without performing a search will download all files that include any access codes found
within all tenants. Click something other than Access Code in the Main screen, and then click Access Code in
the Main screen again to return to the results retrieved from the search performed.

&Note

- The certificate set for an access code cannot be downloaded when downloading access codes.

4.7.5 Changing Access Code Settings
Display the Access Code Information Update screen by clicking the link for the access code you prefer to change
settings for after searching for the access code.
The access code cannot be deleted if it has been assigned to event settings. In this instance you must first
delete the event settings before deleting the access code.

loT Platform Tenant 10 MANUAL DL DFE Y Sanako FuiTsi

1. Search for the access code you
. Event Leg User MAceess Contral Distribution Certificate Common
prefer to change settings for from the

Access Code screen. Refer to Chapter — Acescodets ol
4.7.3 for more information on e S oo e i I
searching.

Rasauses Path {Fanward Match) Rescures Name (Forward Match)

2. (lick the access code you prefer to
change settings for, shown as (1) in -
the figure, to proceed to the Access et i
Code Information Update screen. The
following provides a description of the — HEZES .
changes and operation procedures

that can be performed in the Access

Code Information Update screen.
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[1] Change the access code name

1. Change the access code name in the Access Code Information Update
field marked as (1) in the figure. You
can also change the comment in (2) if
necessary.

Beewni Coda ( -I ) AccaesCod

Access Code Nanw

A Fooloddat 3 # UnSpacilind

2. (Click Update shown as (3) in the Rt
figure. e -

e (2)

Resource Search

&Note

- Access code values cannot be changed. To change access code values, delete the relevant access code first,
and then add a new access code with the new values.

[2] Change the access protocol

Access Code Information Update

1. Change the selection in the area
marked as (1) in the image, or
change the access protocol selected in e S
the area marked as (2) in the image. ,,_m,_,,__(][

) Y i spedfied  ® UnSpacifiad
http

2. Cick Update shown as (3) in the
figure.

Carioat nat

Eee (2]

Resource Search

[3] Change the certificate

- If a certificate has not been set Rcoais e Mt padate
“Unset” will appear in the Certificate
field.

1. To set a certificate, click the Browse

i spadfied ) UnSpacifiad

button in the area marked as (1) in wp sl o

Ungar

the image, and select a certificate file.

2. Click Update shown as (2) in the
figure.
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- If a certificate has been set fccess Code Information Update
“Setting” will appear in the Certificate
field. The “Reference” link and Delete
check box will also appear.

Click “Reference” (1) to display the ol st s
currently set certificate. :

2 E8 C2 67 0L 52 66 90 &1 F9 90 S8

- Changing certificates Aeeess Code Information Update
1. To change certificates, click the
Reference button in the area marked
as (1) in the image, and select a
certificate file.

sedified W LnSpacifiad

Wip  htor omgtt | motts

2. Click Update shown as (2) in the
figure.

- Deleting certificates

1. Select the Delete check box shown
as (1) in the figure to delete a
certificate.

2. Click Update shown as (2) in the

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018
51




Aceess Code Information Update

[4] Add resources tied to the relevant access code

1. Add resource paths/resource names
as search keys in the fields provided in
(1) to search for the resources you
prefer to add.

Access Cade Registration

2. Resource paths that match the
search keys added will appear at the
bottom of the screen. Select the
resources you prefer to add by selecting
the check boxes shown as (2) in the
figure.

St DitabwdngflesnerosCl

3. Click (3) Add to add new resources to

Access Code Information Update

the Used Resource List. T

4. Assign the access permissions for
the resources you have added using
the check boxes shown as (4) in the
figure.

5. Click Update shown as (5) in the

- Search for resource paths and resource names as prefix-match searches.

[5] Changing access permissions for resources which have already been assigned an access code
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1. Select the resource you prefer to
change access permissions for from the
resources in use at the bottom of the
screen, and then select or deselect the
check boxes shown as (1) in the figure
to change access permissions.

2. Click Update shown as (2) in the
figure.

1. Select the resource you prefer to
remove from the Used Resource list by
selecting the check box shown as (1) in
the figure.

2. Click (2) for Release to delete the
selected resource from the Used
Resource list.

3. (Click Update shown as (3) in the
figure.

Aceess Code Information Update

3 resuts 9 secieg)
| utiRescret0E

o Dtmaceanngtesorei

A Release
)

[7] Deleting access codes from the Access Code Information Update screen

1. Click Delete.

2. The Access Code Delete -
Confirmation screen will appear. Check
that everything is correct and click
Execute.

‘Access Code Information Update
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Aceess Code Delete - Confirmation

* bution 1o deletel sooess code somuetey

&Note

- Once deleted, access code information cannot be recovered. Customers are responsible for using caution in
checking which access code to delete before deleting them.
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4.7.6  Batch Delete Access Codes
Follow the procedure below to delete multiple access codes in a batch. Access codes cannot be deleted if they
have been assigned to event settings.
In this instance you must first delete the event settings before deleting the access code.

1. Search for the access code you  ioreittom oL ey |

prefer to delete fl—om the Access Code Resource (LTS T8N  Event Log User Access Control | Distribution  Certificate  Common

screen. Refer to Chapter 4.7.3 for more s Codo L [ o |}

information on searching. 2
e i {Formard Match] ;::’m uuuuuu ol Mateh)

2‘ Select the Check box (-I) neXt to the Rescurce Path {Farmard Match] Fesource Name (Formard Match)

resource you prefer to delete. Select
multiple check boxes when you prefer
to delete multiple resources.

3. Click (2) Delete.

4. Click Execute after confirming the
contents of the Confirmation screen
when it appears.

Access Code Delete - Confirmation

o dederel acoess code comelesely

- You can also delete access codes using the method described in Chapter 4.7.5 (5).

ANote

- Access codes cannot be deleted if they are associated with a permitted IP address with the access code
access control function. The association with the permitted IP address must be removed before deleting the
access code.

- Deleted access code information cannot be retrieved. Customers are responsible for using caution in
checking which access code to delete before performing the deletion.
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4.8

Event Screen

Click Event in the Main screen to display the Event screen.

loT Platfarm

Tenant [0 MANUAL DOE 1w Banaba

Resource Access Code m Log User Access Contral Distribution

Certificate

Commeon

g |
Afits |

Event List

(1)
)

ent 1D :'\'Scxl Match) Event (.3;) Farward Match)

Rmm(éﬁ) JiFomward Match) Rﬂmr‘Sa)m Forward Match)

Dresubs [0 selachen (6) |

7 |
Number | Entry name Description Notes
(1) Add Adds an event. Refer to Chapter 4.8.1
(2) Event ID Set when searching for events. Refer to Chapter 4.8.3
(3) Event name Set when searching for events. Refer to Chapter 4.8.3
(4) Resource path | Set when searching for events. Refer to Chapter 4.8.3
(5) Resource Set when searching for events. Refer to Chapter 4.8.3

Name

(6) Search Searches for events. Refer to Chapter 4.8.3
(7) Delete Use when deleting batches of events. Refer to Chapter 4.8.5

Notes on input parameters

Entry name | Entry format Required | No. of | Initial | Notes
Input method | Character characters | display
type
Event ID Text Single-byte - Upto12 |-
alphanumeric
characters
Event name | Text Refer to | - Upto32 |- Usable characters
Notes Numbers, upper and lower case
alphabetical characters,
Double-byte characters
@-():._
Refer to 4.8.3
Resource Text Single-byte - Upto 128 |- Usable characters
path alphanumeric Numbers, upper and lower case
characters alphabetical characters,
- (hyphen), _ (underscore), /
(slash)
Refer to 4.8.3
Resource Text Refer to | - Upto32 |- Usable characters
Name Notes Numbers, upper and lower case
alphabetical characters,
Double-byte characters
@-():._
Refer to 4.8.3
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The Event Registration screen will appear when you click Add on the Event screen described in Chapter 4.8.

Event. judgement

Action settings

While this service allows both event judgment and action settings to be configured on the same screen, the
process for configuring event settings and action settings is described separately in this manual.

&Note

- While you will not incur event charges for adding events, you will incur charges for the number of events
registered to a resource each time an API for writing data to a resource is called. Please use caution when
setting events to avoid unnecessary charges.
- You may be charged with a large usage bill if event settings are configured so that actions are performed on
a loop. Avoid configuring settings in the following manner.

- Call the API to write to resource B belonging to a tenant when data is written to resource A.

- Call the API to write to resource A belonging to a tenant when data is written to resource B.

Event judgment for resource A

Write to -> Write to resource B
resource A -> Event judgment for resource B

q:& — -> Write to resource A
' -> Event judgment for resource A

This forms an infinite loop

ANote

- Events cannot be set for resource (transfer) type resources.
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4.8.1 Add Events (Judgement Settings)

[1] Writing data to a specific resource

This section describes the procedure to use when you prefer to set event judgment conditions to when data

written to a specific resource.

1. Enter the event name in the field
shown as (1) in the figure. Enter a
comment if necessary.

2. Set the resource for the target of
event judgment settings.

2-1. Click Search next to the resource
path shown as (2) in the figure.

2-2. Enter the resource path or the
resource name as the search keyword
in the field marked as (3) in the
figure.

2-3. Click Search shown as (4) in the
figure to display resource paths
matching the search conditions, and
the access codes associated with said
resources, at the bottom of the screen.

2-4. Select a combination of resources
for the target of event judgment
settings and access codes by clicking a
check box shown as (5) in the figure.

2-5. Click (6) Enter to return to the
Event  Registration  screen  and
automatically fill out the fields shown
as (7) in the figure.

2-6. Set the event monitoring time
range, shown as (8) in the figure, if
necessary.

Next, configure the action settings.
Refer to Chapter 4.8.2 for more details.

Event Registration

Resource Path Search

Aecs Code N

Resource Path Search
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Notes on input parameters

Entry name Entry format Required | No. of Initial | Notes
Input method | Character characters | display
type
Event name Text Full- and - Upto32 |- Usable characters
single-byte Numbers, upper and
characters lower case alphabetical
Alphanumeric characters,
characters Double-byte characters,
@-():._
Comment Text - - Up to 256 | -
Resource path Text Single-byte Yes Upto128 |- Entered by searching.
alphanumeric
characters
Resource Name | - - - - - Entered automatically
Access Code _ _ _ _ _ from resource path
Access code - - - - _ settings.
name
Data format - - - - -
Extraction Text or Single-byte - - - Entered in YYYY/MM/DD
condition (time) | calendar numerals HH:MM:SS format

- Resources without an access code cannot be selected.

- Resources with an access code, but without an R permission, or not under the resource with a G permission,
cannot be selected. If without permissions , modify the access code settings from the access code menu
(Chapter 4.7.5 (3)).

- The error collection resource “_error" added by the system when creating a tenant cannot be selected.

[2] Judgments based on data content
This section describes the procedure to use when you prefer to set event judgment conditions to cases when data
is written to a specific resource, combined with when data content changes to a specific status.

1. Perform the operation described in

Chapter 4.8.1 (1).

2. Set the data position in the field
shown as (1) in the figure. Input this in

JSONPath format.

Event Registration

Maotification
Location

Determimation (] )ﬁys,w, = .ty ji[ ]
) ' = [+ I

)

3. Set the search conditions in the field
shown as (2) in the figure.

4. Set resolutory conditions in the field

shown as (3) in the figure if necessary.

Refer to Chapter 3.6.3 for more
information about resolutory condition

specifications.

Cancel

ANRi sentigee e @ity sREPIRTSU LIMITED 2016-2018

SBefer to Chapter 4.8.2.




Notes on input parameters

Entry Entry format Required | No. of | Initial | Notes
name Input method | Character type characters | display
Data path | Text Refer to Notes | - Up to | - Refer to Chapter3.6.1
1902
Extraction | Pull-down - - - - Selectable from a numerical
condition value/character string
(type)
Extraction | Text Single-byte - Upto 64 |- Usable characters
condition alphanumeric Numbers, upper and lower
(value) characters case alphabetical
characters,
Extraction | Pull-down - - - - If "Numerical value" is
condition selected as the detection
(condition) condition (type)
Select from match/no
match/or more/or less/less
than/more than.
If "Character string" is
selected as the detection
condition (type)
->Selectable from perfect
match/partial match
Resolutory | Pull-down - - - - Selectable from a numerical
condition value/character string
(type)
Resolutory | Text Single-byte - Upto 64 |- Usable characters
condition alphanumeric Numbers, upper and lower
(value) characters case alphabetical
characters,
Resolutory | Pull-down - - - - [f "Numerical value" is
condition selected as the detection
(condition) condition (type)
Select from match/no
match/or more/or less/less
than/more than.
If "Character string" is
selected as the detection
condition (type)
->Selectable from perfect
match/partial match

&Note

- Data content-based judgments are unavailable for use if the resource entered into the resource path is in a
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binary data format.

- Detection condition fields and resolutory condition fields cannot be entered if the resource entered into the
resource path is in a binary data format.

- If the resource path field is changed to a resource path with a binary data resource, any content input into
detection condition fields and resolutory condition fields will be deleted.

4.8.2 Add Events (Action Settings)

The settings described in this chapter are provided as an extension from the Add Event (Judgment Settings)

described in Chapter 4.8.1.

[1] Email settings

1. Select the action contents shown as

Event Registration

Natification

(1) in the figure. it
Select Email. Bt o e ~ sy g &
2. Set the email address to send emails :T "| :
;io U|rne the field shown as (2) in the -— D
gure. )] )
S - (3) '
3. Set the subject line in the field o
shown as (3) in the figure. (4) V
- =
4. Set the text of the email in the field
shown as (&) in the figure.
5. Click Add to finish configuring Add
Event settings.
Input parameters
Entry name | Entry format Required | No. of | Initial Notes
Input Character characters | display
method type

Action Pull-down - Yes - - Selectable from Email/Call
API

Email Text Single-byte | Yes Upto254 |- E-mail address format

address alphanumeric

characters

Subject Text Optional - Up to 256 -

Body Text Optional - Up to 140 - When left empty, this
service will automatically
insert an “Event Occurs”
message when sending
emails.

A notification message will be sent as an attachment to the email address specified.
Refer to Chapter 7.3 for more information about the contents of the notification message.
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[2] API caller settings

1. Select the action contents shown as

(1) in the figure.

Event Registration

Actlon” (’I) s

= (2)

Select the API caller here. wans (3) [T~
el = )
2. Set the calling destination URI in the T R . e
field shown as (2) in the figure. B .
j ) i
3. Set the HTTP method in (3). - it
4. Set the authentication ID and s g v v
password in the fields shown as (4) in S i
the figure if the calling destination is ——
compatible with Basic Authentication. o — 5
5. Set the HTTP headers and header s i
values if necessary in the fields shown it s Pt
as (5) in the figure. (Up to ten variations S vt
acceptable.) el [E—
6. Set the HTTP body value if necessary Ptdime Pk Vet
in the field shown as (6) in the figure. ey (6) _]
7. Click Add to finish configuring Add et
Event settings.
Input parameters
Entry name Entry format Required | No. of | Initial | Notes
Input Character characters | display
method type
URI Text Single-byte Yes Upto 256 |- -
alphanumeric
characters
Method Pull-down | - Yes - - Selectable from
GET/POST/PUT/DELETE/HE
AD/ OPTIONS/TRACE
Authentication Text Single-byte - Upto20 |-
ID alphanumeric
Authentication characters
password
Field name Text Single-byte - Upto20 |-
Field value alphanumeric Up to 512
characters
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Body Text Single-byte - Up
alphanumeric 1024
characters

to

This service will
automatically apply a
notification message
(refer to Chapter 7.3) if
nothing is set for the
body. A notification
message will not be
applied if a value is set.

4.8.3 Searching for Events

This section describes the process of searching for events to change event settings and display a list of events.

1. Enter the search keys into the fields
shown as (1) in the Event screen, and
then click (2) Search to display the
search results at the bottom of the
screen.

- Click (3) to sort the search results.

IoT Platform

Resource Access Code m Log User

Tenuen B MANUAL 8L 03 v ek aufisa

Access Control Distribution Certificate Commeon

Event List

Refer to Chapter 7.2 for more information about the display order for sorting.

&Note

- Avoid entering only an underscore ( _) into the event name, resource path or resource name fields and then
pressing the Search button, as doing so will retrieve all events in the search results.

4.8.4  Changing Event Settings

1. Display the event that you prefer to
reconfigure using the Search Events
function described in Chapter 4.8.3.

2. Click the event ID (1) of the event
you prefer to change.

3. When the Event Information Update
screen appears, select the settings you
prefer to modify.

*Refer to Chapter 4.8.1 and 4.8.2 for
more information about parameter
settings.

loT Platform

Tenoat 10 MANUALDOLOF)~ Baraki s

Resource Access Code m Log User Access Control Distribution Certificate Common

Event List
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Event Information Update

[1] Deleting events

1. Display the event that you prefer to

Event Information Update

delete using the Search Events function
described in Chapter 4.8.3.

2. Click the event ID of the event you
prefer to delete.

3. When the Event Information Update
screen appears, click (1) for Delete.

4. Click OK (2) after confirming the

contents of the Confirmation screen
when it appears.

Event Delete - Confirmation

&Note

- Once deleted, event information cannot be recovered. Customers are
checking which event to delete before deleting them.

responsible for using caution in
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4.8.5 Batch Deleting Events

Tenaot B} MANUAL-DOLUFS »  Banaka it

1. Display the event that you prefer to ~'or"etfom
. o SOUrce cess Code o sor coess Control istribution artifica ommon
delete using the Search Events function =~ *“=° Rl e | i | et [ st | i | <

described in Chapter 4.8.3. Event List s
2. Select the check box (1) to the left of o Faron o W
the event you prefer to delete. Select Revn Pt = Riirsce E———
multiple check boxes to delete multiple ==

events at once.

3. Click (2) for Delete.

4. Click Execute after confirming the
contents of the confirm deletion screen
when it appears.

Event Delete - Confirmation

tagoe cfick "Eescuts” buttan o cetal vt somtieteny

SHETTRA00051

&Note

- Once deleted, event information cannot be recovered. Customers are responsible for using caution in
checking which event to delete before deleting them.

4.9 Log Screen
Click Log in the Main screen to display the Log screen.
The Log screen consists of four screens, Usage, Operation Log, Usage Log, and System Log.

4.9.1 Usage Screen
[1] Download monthly usage amounts
Downloads a usage amount log for the month specified. Downloads results up to previous three months.

The content shown in a monthly usage amount log is as follows.

- Number of resources (history of resources registered by day)

- Amount of disk use (in MB) (history of disk space used by day)
- Amount of Normal API use (cumulative one month total)

- Amount of Light API use (cumulative one month total)

- Amount of API Bulk use (cumulative one month total)

- Amount of Normal SSL use (cumulative one month total)

- Amount of Light SSL use (cumulative one month total)
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- Amount of SSL Bulk use (cumulative one month total)
- Amount of Event use (cumulative total for the month)
- Communication volume (cumulative total for the month)

loT Platform Tenset 10 MANUAL DIL UL hanau Fufirst

1. Specify the usage amount month
you prefer to download in the field
shown as (1) in the figure in the v | ormnte | vasntes | sy

Usage Amount screen. You can either s (1) (2)
directly input this date, or click the

calendar icon to select it.

Resource Access Code Event User Access Control Distribution Certificate Comman

Target Moath P

Graph View

Turget Meath Wy

2. Click (2) to specify the folder to save
to on the device in use and save.

Registered Resources

[2] Display graphs

Display graphs tracking usage amounts by day for the specified month. Results for the past year can be displayed.
The following is displayed on the graphs.

1oT Platform Tenant 10 SUAHUALSIT (1% hansin ruffrsu

Resource Access Code Event E User Access Control Distribution Certificate Common

Usage Cperation Log | Usagelog | Systesn Log

APl Usage -~

0080 |
I

S0 I
Jill
i

Number of resources
Amount of disk use
Amount of APl use
Amount of SSL use
Amount of Event use
Communication volume

- The API usage amount displays the total number of uses for Normal API, Light APl and API Bulk use.
- The SSL usage amount displays the total number of uses for Normal SSL, Light SSL and SSL Bulk use.
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4.9.2 Operation Log Screen
Click the Operation Log tab in the Log screen to display the Operational Log screen.
The operation log refers to an operational history of all user operations, covering all access to the Service Portal
for tenants under customer management, and all Service Portal operations. These logs can be used to check a
history of operations for errors pertaining to resource, access code, event or other settings.

loT Platlorm Tariant [0 MANUAL 008 (1P} hansiin v FuiTsy
Resource Access Code Event Log User Access Contral Distribution Certificate Common
Usesie Opsratian Lag Ussgaleg |  System Lag
e (1 L 2
- (3) al 1 1 2 “) (5
[ )
Number | Entry name Description Notes
(1) User ID Set when searching for operational logs. Refer to [2]
(2) User name Set when searching for operational logs. Refer to [2]
(3) Date Set when searching for operational logs. Refer to [2]
(4) Download Downloads the operational log. Referto [1] and [3]
(5) Search Searches for operational logs. Refer to [2]

Notes on input parameters

Entry name | Entry format Required | No. of | Initial Notes
Input method | Character type characters | display
User ID Text - - Up to 256 | -
User name | Text - - Up to 32 -
Date Text/calendar | - - - - Usable characters:
Numerical values
Memo

- Search results are output in Coordinated Universal Time (UTC). The format used is YYYY/MM/DD
HH:MM+00.
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[1] Batch download operational logs
. . . loT Platform Tesiant [0 MAHUAL-008 [IF} % hanskn Fuffrsy ‘
] ° CIICk (]) WIthOUt performlng d Resource | Access Code Evant “ User Access Control Distribution Certificate Common
. . |
search from the main Operation Log |

Usage | Operstionlog  Ussgeleg | System log
screen. ;

Prasaze envar reauved infomanon end dlick “Search umen

Usar 1D (Ferwaitd Match] User Mame [Farwmard Wath)

2. Specify the folder to save to on the
device in use and save.

(1) e i

Dite el Tiime: User 10 User Mame Operation Trpe Detail

- Up to 92 days of operational logs for all users within a tenant can be downloaded.

- Clicking Download without performing a search will download all files including any operational logs found
within all tenants. Click any parts other than Log in the Main screen, and then click Log in the Main screen
again to return to the results retrieved from the search performed.

[2] Searching for operational logs

laT PMatfarm Tenamt M) MARIIAL-D0T (IF) hansin v Fulfrsu

1. Enter the user ID, user name, or the -
Resource Access Code Event Log User
date that you prefer to search for in the

Access Control Distribution Certificate Comman

Oparation Log | Usagelag | System Log

fields provided in (1) on the main  ** _
Operation Log screen. Enter the user ID e A
or user name as prefix searches. e (1)[

2. Cick (2) for Search to display the
search results.

- Clicking Search without setting any of the fields shown as (1) in the figure will display the operation logs of all
relevant users for up to 92 days.

- If over 1,000 search results are returned, only the first 1,000 results will be displayed.

&Note

- Avoid entering only an underscore ( _) into the user ID or user name fields and then pressing the Search
button, as doing so will retrieve all logs in the search results.

[3] Downloading from operational log searches
You can download a file containing only the search results displayed by selecting Download from an operational
log search result screen.
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laT Platferm Terusd 5 MANUAL DL {IF1 % hanako » FuliTsy

1. Click (1), having performed a search
from the main Operational Log screen.

Resource Access Code Event E User Aceess Contral Distribution Common

Usage | Operationlsg | Ussgelog  Systamlag

2. Specify the folder to save to on the S el ot
device in use and save. s

Dotw 201606720 jronf 10 0 = L6822 =1

(Ferward Match) Usar Mame (Faranrd Match}

Vs I Usés Hame Dpexation Type

49.3 Usage Log Screen
Click the Usage Log tab in the Log screen to display the Usage Log screen. You can download usage amount logs
recorded by day as of the date specified. You can download logs by day up to previous 92 days.

The content shown in a usage amount log is as follows.

- Number of resources

- Amount of disk use (in MB)

- Amount of Normal API use (in no. of times used)
- Amount of Light API use (in no. of times used)

- Amount of API Bulk use (in no. of times used)

- Amount of Normal SSL use (in no. of times used)
- Amount of Light SSL use (in no. of times used)

- Amount of SSL Bulk use (in no. of times used)

- Amount of event use (in no. of times used)

- Communication volume (in MB)

- Use trace logs

loT Platform Tonant D MANUALGOL 0P g Rifimn

1. Specify the date for the log you prefer
to download in the field shown as (1) in
the figure in the main Usage Log e | omnies | sie | syemio |
screen. You can either directly input this = (1) (2) |
date, or click the calendar icon to select it. Tty :} e

Resource Access Code Event User Access Control Distribution Common

2. Click (2) to specify the folder to save
to on the device in use and save.

[1] Using the Usage Log screen
This section describes the Usage Log format and how to reference information concerning charges from the
Usage Log.

1. Log format
The Usage Log outputs one line for each use, namely API or event use. Each of the following items is output on
each line, separated by single-byte spaces.
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Entry name Description Notes

Timestamp Outputs the timestamp the log was output | Output example:

in RFC3339 format. 2016-02-01T11:52:08.586808+09:00
API use: Timestamp of the API use request
Event use: Timestamp of event judgment

Tenant ID Outputs the ID of the tenant used.
Destination Outputs the source IP address sending the
API request.
Use code Outputs the code used for access. For API use: Access code
For event use: Tenant ID
Message Outputs a user-defined message for each
log.

2. Confirming charge-related information

- APl usage amount

You can count the number of API uses within a period output to a log by extracting uses with a transmission type
of 1 (denoting API use) from the Usage Log and counting the number of lines. You can also reference the SSL use
code for the extracted log to determine whether SSL is used for each API use.

&Note

- The Usage Log is intended for customers to check APl usage amounts to confirm the grounds for fees
charged. Other log details irrelevant to the above shall not be disclosed.

4.9.4  System Log Screen
Click the System Log tab in the Log screen to display the System Log screen.
Refer to the System Log to confirm error details when internal service processing errors occur for processes that
are performed by tenants under the customer’ s control that are approved (2,000K received).

- Execution of event actions (Email, API)
- Transferring resources

- MQTT requests
loT Platform Tenaod 1 MARUAL-IT 01 hanskn > fuifitsy |
Resource Access Code Event E User Access Control Distribution Certificate Commaon
Usage Operation Log Usage log System Log
(1)
o= A2 LOG06 MAMUAL-O0T nolP reguest Triched, (Method=noDsts, RequestURi=nclata; AccessCode=nsDats, ReguestiC=2000;
Code Search Reguest [Method=noData, Reguest
|
|
Number | Entry name Description Notes
(1) View/refresh View/refresh the System Log. View is for the initial System Log
screen display.
(2) System Log Display the System Log. An empty border will be shown for
display area the initial System Log screen
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| | | display.

[1] View/refresh the System Log.

laT Platform Tenant 10 MARUAL DOLUFI Y Bunaba Fuisn

1. Dlsplay the System LOg screen and Resaurce | AccessCode  Event m User  AccessControl  Distribution | Certificate  Common
click (1) View. The System Log will T e [P

appear. (”El

*The scroll bar for the System Log
display area will move to the bottom
when the System Log is displayed. The
View button will also change to the
Refresh button.

2. Click Refresh once the System Log is
displayed to show the most recent log

information

- It may take several moments to display the System Log when it contains many line entries.
- If the System Log has over 5,000 entries, only the first 5,000 entries will be displayed.

[2] Using the System Log
This section describes the System Log format and how to reference various information from the System Log.

- System Log format

One line is output in the System Log for each event action or other process performed. Each of the following
items is output on each line, separated by single-byte spaces.

Entry name Description Notes
Timestamp Outputs the timestamp the log was output | Output example:

in RFC3339 format. 2016-02-01T11:52:08.586808+09:00
Log level Outputs the log level. Displays one of the following.

<emerg>,<err>,<warning>,<info>
Refer to log level details for more details.

Component Outputs component names for the log | AO: Authorized
abbreviations output origin in two-character abbreviated | DM: Data management
format. EJ: Event judgment
ET: Event transmission
[P: IP filter

MP: MQTT parser

MX: MQTT-Proxy

PP: Pre-process FW

RM: REST parser (management)
RT: Transfer resource judgment
SV: Service Portal

RD: REST parser (data)
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TS: Transfer resource transmission

Message ID for | Outputs unique five digit decimal messages.
basic functions

Tenant ID Outputs the tenant ID for the tenant
executing the process.

The following may be output as special
tenant IDs.

- Tenant IDs with an asterisk (*) at the end
This shows processes performed while the
authorization process has not been
performed. Tenant IDs specified in API
requests and other requests will be output.
- iotpf

This shows processes not initiated by the
user, such as process initialization
processes.

Sender IP Outputs the IP address of the API publisher.

The following may be output as special
sender IPs.

- nolP

Processes not initiated by the user, such as
process initialization processes.

Message content | Outputs a user-defined message for each

log.
Log level details
Log level Content Notes
warning - Warning

during the requested process.

Warning is output when a process has only
completed in part due to an error occurring

info - Information
Shows application actions.

(1) Confirming a log of event actions performed (API) from the System Log

Process

1. Search for the resource path accessed from the System Log detailing events close to the time when the

resource was accessed.

2. Search for the component abbreviation “ET" representing event actions performed from the search results

returned in step 1.

3. When the APl is successfully called, “Success to send transmissionData” will appear in the <info> log level.
Starting with this, information on the calling destination URL and related resource paths, etc. will also appear.
*When calling the API fails, “Failed to send transmissionData" will appear in the <warning> log level.

4. The request ID (ReqID) is output to the above-mentioned log, allowing you to search the System Log with this
ID to retrieve a series of log information detailing processes from when a resource is accessed, to when an

executed process completes.

Log example:

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

72




2016-02-23T10:52:33.428322+09:00 <info> ET 10506 SMPAPL-001 Success to send Transmission Data to
http://sampleapp1.iot.jp.fujitsu.com/WebApl/AccessServlet. (ReqID=93942, ResourcePath=test,
AccCode=) (Reqld=93942, ResourcePath=test, AccessCode=) (EventTransmissionForHttp.java:164)
2016-02-23T10:52:33.429069+09:00 <info> ET 10502 SMPAPL-001 Success to transmit event(http).
Event Trigger Info(56cbb9f70011, test, create). Event Operational
Info(http://sampleapp1.iot.jp.fujitsu.com/WebApl/AccessServlet, POST)  (Reqld=93942,
ResourcePath=test, AccessCode=) (ReceiveEvt.java:251)

(2) Confirming a log of event actions performed (Email) from the System Log

Process
1. Search for the resource path accessed from the System Log detailing events close to the time when the
resource was accessed.

2. Search for the component abbreviation “ET" representing event actions performed from the search results
returned in step 1.

3. When the email is successfully sent, “Success to transmit event.” will appear in the <info> log level.
*When email sending fails, “Fail to transmit event(smtp)” will appear in the <warning> log level.

4. The request ID (RegID) is output to the above-mentioned log, allowing you to search the System Log with this
ID to retrieve a series of log information detailing processes from when a resource is accessed, to when an
executed process completes.

(3) Confirming the transfer of resources (transfer) from the System Log
Process
1. Search for the resource path accessed from the System Log detailing events close to the time when the

resource was accessed.

2. Search for the component abbreviation “TS" representing resource (transfer) processes from the search results
returned in step 1.

3. When the transfer process is successful “Success to send Transmission Data” will appear in the <info> log level.
Starting with this, the transfer address URL will be output.

4. The request ID (RegID) is output to the above-mentioned log, allowing you to search the System Log with this
ID to retrieve a series of log information detailing processes from when a resource is accessed, to when an

executed process completes.

Log example:

2016-02-23T10:58:23.004101+09:00 <info> TS 10406 SMPAPL-001 180.43.8.247 Success to send
Transmission Data to http://sampleapp1.iot.jp.fujitsu.com/WebApl/AccessServlet. (ReqlD=94330,
ResourcePath=_fwd/image, AccCode=imageAccessCode) (Normal) (ResourceSendForHTTP.java:150)

(4) Confirming data added by MQTT requests from the System Log

Process
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http://sampleapp1.iot.jp.fujitsu.com/WebApl/AccessServlet.
http://sampleapp1.iot.jp.fujitsu.com/WebApl/AccessServlet,
http://sampleapp1.iot.jp.fujitsu.com/WebApl/AccessServlet.

1. Search for the resource path accessed from the System Log detailing events close to the time of data being
sent with MQTT.

2. Search for the component abbreviation “TS" representing data added from the search results returned in step 1.
3. When the data is successfully added, "Add of resource data succeed.” will appear in the <info> log level.

Log example:

2016-02-23710:57:39.110570+09:00 <info> DM 30001 SMPAPL-001 180.43.8.247 Add of resource data
succeed.[DataLength=19] (Reqld=1010326, ResourcePath=test, AccessCode=)
(MongoDbManage.go:155)

4.10 User Screen
Click User in the Main screen to display the User screen.

loT Platform Tanant [0 MANUAL-D3L (IR hanaka e Fuffrsu

Resource | Access Code  Event Log ﬂ Access Control Distribution | Certificate  Common

e i (1 )

wo (2)C_____ e ) I
() =

1 b 0 sefactes)

User 10} Lisar Hame

==
(5)
Number | Entry name Description Notes
(1) Add Adds a user. Refer to Chapter 4.10.1
(2) User ID Set when searching for users. Refer to Chapter 4.10.3
(3) User name Set when searching for users. Refer to Chapter 4.10.3
(4) Search Deletes a user. Refer to Chapter 4.10.3
(5) Delete Deletes a user. Refer to Chapter 4.10.5

Notes on input parameters

Entry name | Entry format Required | No. of | Initial | Notes
Input Character characters | display
method type
User ID Text Single-byte - Upto 254 | - E-mail address format
alphanumeric Refer to Chapter 4.10.4 and
characters 4.10.3
User name | Text - - Upto32 |- Refer to Chapter 4.10.4 and
4.10.3

4.10.1 Adding Users
You can add users by clicking Add on the User screen. This section describes how to use the User Registration
screen.
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1. Enter the user ID into the field
shown as (1) in the figure. Make sure
to enter in an email address format.

2. Enter the user name into the field
shown as (2) in the figure. Enter a
comment if necessary into the field
shown as (3) in the figure.

3. Select the language the screen
after login appears for the login user
in the field shown as (4) in the figure.

4. Click (5) Add.

Notes on input parameters

Entry Entry format Required | No. of Initial Notes

name Input method | Character characters | display
type

User ID Text Single-byte Yes Upto 254 | - E-mail address format
alphanumeric
characters

User name | Text Optional - Up to 32 -

Language | Pull-down - Yes - Japanes | Select from Japanese and

e English
Comment | Text Optional - Up to 256 | -

5. If there are no problems when the
User Registration - Confirmation T
screen appears, click (6) to continue. e

6. Take a note of the password for the
user added which appears in the field
shown as (7) in the figure.

7. Click (8) OK. Notify the added user
of the password appearing in the field
shown as (7) in the figure.
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sabura@milceshujsu o

=0

- Reset the password if you have forgotten the password noted down. Refer to Chapter 4.10.4 (1) for more
details.

4£.10.2 Changing Password
Passwords can be changed from the Main screen. Refer to Chapter 4.5.3 for more details.

4.10.3 Searching for Users

loT Platform Tenuat B MANUAL Q0L UF) > hasabs s

1. Enter the user ID or user name of
the user you prefer to search for as a
prefix-match in the fields provided in | U<t L~ B
(1) in the figure. o o e

Resource Aceess Code Event Log u Aceess Control Distribution Certificate Coammaon

User 0 ('I l {Fanwars Match! User Name }oﬂ-\urn Match
2. Cick (2) to display the users (4) (2) -l
matching the search keys entered at the | == (3) E)=

bottom of the screen.

3. Click the user ID in (3) to display the Em i
User Information Update screen. e

- Click (4) to sort the search results. Refer to Chapter 7.2 for more information about the display order for sorting.

&Note

- Avoid entering only an underscore ( _) into the user ID or user name fields and then pressing the Search
button, as doing so will result in all users being retrieved in the search results.
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4.10.4 Changing Users

1. Display the User Information
Update screen for the user you prefer
to change by following the procedure User Information Update

Fluass ancer seqeived irfammaton nd ehek"Updat” butsen

described in 4.10.3. -
2. Edit the user name, language and
comment in the fields shown as (1) in
the figure.

3. Click (2) Update to display the
update confirmation screen. Click (3)

[1] Resetting passwords
You can reset a password if you have forgotten it. Ask a system administrator at your company to reset the
password.

1. Display the User Information
Update screen for the user you prefer
to reset the password for by following
the procedure described in 4.10.3.

2. Select the (1) Password Reset check
box, and then click (2) Update.

3. When the User Information Update
- Confirmation screen appears, click
(3) Enter to reset the password.

4. The reset password will appear in
the field shown as (4) in the figure in
the User Information Update - Sl
Confirmation screen. Notify the user

1

hanakodrmi s fufiteus com
[N G

User Information Update - Result

[T e e —

User 1D hanakaiiml sz it com

— W

User Hamse
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[2] Deleting users

1. Display the User Information
Update screen for the user you prefer
to delete by following the procedure
described in 4.10.3.

2. Click (1) for Delete.

3. When the User Delete -
Confirmation screen appears, click (2)
Execute to delete the user.

User Delete - Confirmation

4.10.5 Batch Deleting Users

laT Platform Temant 10 MARUML DOLDFE S Rasako FulfiTsty

1. Display the users you prefer to
delete by searching for the users using

Resource Access Code Event Log ﬂ Access Control Distribution Certificate Common

the procedure described in 4.10.3. er i (R
2. Select the check box of the users - P, e L
you prefer to delete, shown as (1) in 1) =3
the figure, and then click (2) Delete. Y —

O T —

3. When the User Delete -
Confirmation screen appears, click (3) (2)

Execute to delete the user.

(3)
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User Delete - Confirmation

hansko@miloss fuptsucom

&Note

- Users subject to Service Portal access control cannot be deleted. Remove those users from Service Portal access
control in order to delete them. Refer to Chapter 4.11.1 for more information about Service Portal access

control.

411 Access Control Screen
Click Access Control in the Main screen to display the Access Control screen.
The Access Control screen consists of two screens, the Service Portal Access Control screen, and the Access Code

Access Control screen.

loT Platform Temant 0 MANUALSUL 01w banaka Ffivsi

Resource  Access Code  Event Log User EUZETEIGTN  Distribution  Cortificate | Comman

Sarvica Pertsl Agcass Code

Service Portal - Access Control List n

8 atar e et islsimation ans ched “hearen Button b pes e

Pormitted 1P - User i
(Earward Mateh fForsard Mate)
o | orsird Mat

et 1 st

Feomitted ¥ arisre tsar 1

4.11.1 Service Portal Access Control Screen
Click the Service Portal tab in the Access Control screen to display the Service Portal Access Control screen.

loT Platform Tenant B MANUAL-S0L UFT S hanaka ' Fufimsi

Resource  AccessCode  fwent  log  User m Distrbution | Certficste | Commn

Sarvice Pertsl Agcass Coda

Service Portal - Access Control List “

rass wias cazusmt inlormation ane ok “hemren” Burtsn 13 eo remat.

i {Farwad Mach) i {Ford Mater
address

0 fesults 10 sebected

Prrmttted ¥ arsracy tiser 1
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You can add combinations of users within customer tenants allowed access to the Service Portal and permitted IP
addresses on the Service Portal Access Control screen. You can allow ranges of permitted IP addresses, for
example, IP addresses from 10.11.22.33-10.11.22.44. Users attempting to access the Service Portal will be
denied access if the IP address for the terminal in use differs from the permitted IP address range for the user.

- Users that are not associated with a single permitted IP address may access the Service Portal from any
terminal, regardless of its IP address.

Number | Entry name Description Notes
(1) Add Adds Service Portal access controls. Refer to Chapter 4.11.1(1)
(2) Permitted IP - Set when performing Service Portal access | Refer to Chapter 4.11.1(2)
address control searches.
(3) User ID - Set when performing Service Portal access | Refer to Chapter 4.11.1(2)
control searches.
(4) Search - Search for Service Portal access controls. Refer to Chapter 4.11.1(2)
(5) Delete - Deletes Service Portal access controls. Refer to Chapter 4.11.1(4)

Notes on input parameters

Entry name Entry format Required | No. of Initial Notes
Input Character type characters | display
method
Permitted IP | Text Single-byte - Upto 15 - Usable characters:
address numerals Single-byte numerals [.]
User ID Text Single-byte - Up to 254 -
alphanumeric
characters

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

80



[1] Adding Service Portal access controls
The following screen will appear when you click Add on the Service Portal Access Control screen described in
Chapter 4.11.1.

Access Code - Access Control Registration

Number | Entry name | Description Notes
(1) Permitted | Set the range of IP addresses permitted | Refer to permitted IP address settings
IP address | access.
(2) Comment | Allows users to set user-defined Service
Portal access control summaries, etc.
(3) User ID Set when searching for users. Refer to permitted user settings
(4) User name | Set when searching for users. Refer to permitted user settings
(5) Search Retrieves users. Refer to permitted user settings
(6) v Add Adds the selected user as a permitted user. | Refer to permitted user settings
(7) A Release | Removes the selected user from the | Refer to permitted user settings
permitted user list.
(8) Cancel Cancels adding Service Portal access controls
and closes the screen.
(9) Add Adds Service Portal access controls with the
settings applied.

Notes on input parameters

Entry name Entry format Required | No. of Initial | Notes
Input method | Character characters | display
type
Permitted IP | Text Single-byte Yes Upto15 |- Usable characters:
address numerals Single-byte numerals [.]
(start)
Permitted IP | Text Single-byte - Upto15 |- Usable characters:
address (stop) numerals Single-byte numerals [.]
Comment Text Single-byte Upto 256 | - Usable characters:
numerals Single-byte/double-byte/sy
mbols (Japanese input
allowed)
User ID Text Single-byte - Upto 254 | -
alphanumeric
characters
User name Text Refer to - Upto32 |- Usable characters:
Notes Single-byte/double-byte/sy
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mbols (Japanese input
allowed)

- Permitted IP address settings

1. Enter the initial and ending
permitted IP addresses in (1). Enter a
comment if necessary.

Access Code - Access Control Registration

Pimgee amer recured imfarmaton and click “AdE buthon. [ndcabe: necuned Anias

Purmicted 1P adaireas [ 5t |

&Note

- The permitted IP address (stop) cannot be a smaller value than the permitted IP address (start).

- Permitted user settings

2. Enter the user ID or the user name
you prefer to search for in (1).

3. Click Search (2) to display the search
results.

4, Select the user from the search
results (3), and then click WAdd (4).
This will add the selected user as a
permitted user.

*To remove permitted users, select the
user and click A Release.

Access Code - Access Control Registration
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- Add

5. Click Add (1 ) | Service Portal  Access Control Updute

6. Confirm the contents of the
Confirmation screen when it appears, Ao

saburo@mi.cas Ruptsu com

and then click Enter (2). PR

hanakoaBiml st can

7. Login again as a user that has been ' I
permitted access within 10 minutes to
apply settings.

Service Portal - Access Control Registration - Confirmation

Target L

‘hanoieo@m.cosfuitsu.com

- Up to five Service Portal access controls can be added per tenant.

&Note

- Login again as a user that has been permitted access within 10 minutes after adding/changing/deleting
Service Portal access controls to apply settings.

- All setting changes will be automatically undone if you do not log in within 10 minutes of
adding/changing/deleting Service Portal access controls.
(This is to prevent all users from being unable to log in due to misconfigured settings)
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[2] Searching Service Portal access controls

You can search for Service Portal access controls from the Service Portal Access Control screen.
This is mainly used to edit Service Portal access controls and to delete unnecessary Service Portal access controls.

10T Platform Tenant D MANUAL- DL UFLY  hamaks sy

1. Enter the permitted IP address or the
. . Resource Access Code Event L User Access Control Distribution Certificate Common
user name into the fields shown as (1) = -

in the figure. mesnsen |

S Pérkal« A Conteslt 1) [ |
2. Click Search shown as (2) in the i i
figure to display the search results at P el esiosy 12)
the bottom of the screen. 3) L=
Click (3) to sort the search results. Refer o O

e,

to Chapter 7.2 for more information
about the display order for sorting.

- All search keys are compatible with prefix-match searching.

[3] Updating Service Portal access controls

Click the Service Portal access control link after searching the Service Portal access control you prefer to modify to
display the Service Portal - Access Control Update screen.

1. You can search for the Service Portal  iorstatom e ony sy aff
access Control yOU pre I:er tO modify Resource Access Code Event Log User Distribution Certificate Comman

from the Service Portal Access Control —

screen. Refer to (2) for more Service Portal - Access Control List [ ]

information on searching.

L " [Faraand Mateh) ARt Farwad Match|

2. Click the Service Portal access
control you prefer to change settings
for, shown as (1) in the figure, to
proceed to the Service Portal - Access
Control Update screen. The following
provides a description of the changes
and operation procedures that can be
performed in the Service Portal -
Access Control Update screen.
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- Entry fields for the Service Portal - Access Control Update screen are the same as that for the Service Portal -
Access Control Registration screen.
Refer to (1) Service Portal - Access Control Registration screen for more details.

- Changing permitted IP addresses

1. Change the permitted IP addresses
in (1). You can also change the

comment if necessary.

- Changing permitted users

1. Enter the user ID or the user name

you prefer to search for in (1).

2. Click Search (2) to display the search

results.

3. Select the user from the search
results (3), and then click WAdd (4).
This will add the selected user as a

permitted user.

*To remove permitted users, select the

user and click A Release.

Service Portal - Access Control Update ( _I )

Piants amter rezured mize

Parmitted 1P address | s [10323545 - ston [102233.000
Comment
r Sear

(Forward Match)
(Forward Match|

A peuelts 0 selected)
Selectall

hanaka o SR, com

“Cancel

Service Portal - Access Control Update

Pistue mnter iesuiet information and didk "Update” Sutton {'indcstes roguied Sedds)

rd Match]

ko @rilossfuitaucom
il s fugpesL.cam,
sanurc@ml oo fufteu cam (4)

tara@mless ufitsu o

Sutect &l

hansko@ml.css fumsu.com
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- Updating

Click Update (1).

Confirm the contents of the
Confirmation screen when it

appears, and then click Enter (2).

Login again as a user that has
been permitted access within 10
minutes to apply settings.

Service Portal - Access Control Update

fanakemtzes it con
Jiemless it
saburoi@mi css fptsu com

taraiSimi.ces futsi.com

W Add 4 Release

hanaka@ml o figis com
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[4] Batch deleting Service Portal access controls
Follow the procedure below to delete multiple Service Portal access controls in a batch.

1. You can search for the Service Portal ~ "Teterm e i o M
access controls you prefer to delete "= et Bt O insimns il B cimnl) s

from the Service Portal Access Control SondcPoris | AcewsCode

screen.  Refer to  (2) for more  serieePortl-Access Contol i i
information on searching. S T

2. Select the check box (1) next to the =
Service Portal access control you prefer (1).....

to delete. Select multiple check boxes O "7 e

when you prefer to delete multiple e

resources.

3. Click (2) Delete.

4. (Click (3) Execute after confirming
the contents of the Confirmation Access Cade - Access Control Delete - Confirmation
screen when it appears. s 3 Tt e s ol it

L0 3EAS L0035 10 hanaofmicsfiyitucam

5. Login again as a user that has been
permitted access within 10 minutes to
apply the deletion changes.

ANote

- Login again as a user that has been permitted access within 10 minutes after adding/changing/deleting
Service Portal access controls to apply settings. All setting changes will be automatically undone if you do not
log in within 10 minutes of adding/changing/deleting Service Portal access controls. (This is to prevent all
users from being unable to log in due to misconfigured settings)

- Deleted Service Portal access control information cannot be retrieved after the deletion changes have been
applied. Customers are responsible for paying due care in checking which access code to delete before
performing deletion actually.
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4.11.2 Access Code - Access Control Screen
Click Access Code on the Access Control screen to display the Access Code - Access Control screen.

SRS ey, SR T

Log User Access Control Distribution Certificate Common

1o Platform

Resource Aceess Code Event

ServicePortsl | Bcotss Code
Service Portal - Access Control List

Permitied 1P ST, User I
address

{Forward Match]

Fermiitind IF ahibess U

You can add permitted IP addresses to associate with access codes within customer tenants on the Access Code -
Access Control screen.

You can allow ranges of permitted IP addresses, for example, IP addresses from 10.11.22.33-10.11.22.44. Users
will be denied access to access codes if the IP address for the terminal they are attempting to access differs from
the permitted IP address range.

- Access codes that are not associated with a single permitted IP address may be used for access from any IP
address.

Number | Entry name Description Notes
(1) Add Adds access code access controls. Refer to Chapter 4.11.2[1]
(2) Permitted IP Set when searching for access code access Refer to Chapter 4.11.2[2]
address controls.
(3) Access Code Set when searching for access code access Refer to Chapter 4.11.2[2]
controls.
(4) Search Searches for access code access controls. Refer to Chapter 4.11.2[2]
(5) Delete Deletes access code access controls. Refer to Chapter 4.11.2[4]
Notes on input parameters
Entry name Entry format Required | No. of Initial Notes
Input | Character characters | display
metho | type
d
Permitted IP Text Single-byte | - Upto 15 - Usable characters:
address numerals Single-byte numerals [.]
Access Code Text Single-byte | - Up to 48 - Usable characters:
numerals Single-byte numerals [-]
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[1] Adding access code access controls
The following screen will appear when you click Add on the Access Code - Access Control screen described in
Chapter 4.11.2.

Service Portal - Access Control Registration

Blente prmr aubred mAnEatn a0s £k TS RimEn, ©nsicater e fuich]

Prrmitted 1P addores  Star’ |

Comment

nanakcdEtml.ca sy :cam

Caneel

Number | Entry name Description Notes
(1) Permitted IP Set the range of IP addresses Refer to permitted IP address settings
address permitted access.
(2) Comment Allows users to set user-defined
access code access control
summaries, etc.
(3) Access Code Set when searching for access codes. | Refer to permitted access code
settings
(4) Access Code Name | Set when searching for access codes. | Refer to permitted access code
settings
(5) Search Retrieves access codes. Refer to permitted access code
settings
(6) v Add Adds the selected user as an access | Refer to permitted access code
code permitted access. settings
(7) A Release Deletes the selected user from Refer to permitted access code
access codes permitted access. settings
(8) Cancel Cancels adding access code access
controls and closes the screen.
(9) Add Adds access code access controls
with the settings applied.
Notes on input parameters
Entry name Entry format Required | No. of | Initial | Notes
Input method | Character characters | display
type
Permitted IP | Text Single-byte | Yes Upto15 |- Usable characters:
address numerals Single-byte numerals [.]
(start)
Permitted IP | Text Single-byte - Upto15 |- Usable characters:
address numerals Single-byte numerals [.]
(stop)
Comment Text Refer to Upto 256 |- Usable characters:
Notes Single-byte/double-byte/sy
mbols (Japanese input
allowed)
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Access Code | Text Single-byte - Upto 254 | - Usable characters:
numerals Single-byte numerals [-]
Access Code | Text Refer to - Upto32 |- Usable characters:
Name Notes Single-byte/double-byte/sy
mbols (Japanese input
allowed)

- Permitted IP address settings

Service Portal - Access Control Registration

1. Enter the initial and ending _ -
permitted IP addresses in (1). Enter a :LJ-«; |
comment if necessary i

fnekis@enl s it cam

‘Cancel

ANote

- The permitted IP address (stop) cannot be a smaller value than the permitted IP address (start).

- Permitted access code settings

1. Enter the access code or the access
code name you prefer to search for
in (1).

Service Portal - Access Contral Registration

SHense anber racrained iloration and dho " Add” bttn, [indicates reaueed el

Permitted 1P adelress St

Camment

2. (Cick Search (2) to display the
search results.

3. Select the access code from the
search results (3), and then click
V¥ Add (4). Adds the selected
access code as an access code
permitted access.

*To remove permitted access codes,
select the access code and click
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Access Code - Access Control Update

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

91



- Add

1. (lick Add ( 1 ) . Access Code - Access Control Registration

2. Confirm the contents of the
Confirmation screen when it
appears, and then click Enter (2)

Access Code - Access Contral Registration - Confirmation
Py ik “[mter” Dutton oo meger wih fha foligaeng conents
Start 19LIGHINAE - Stop 192368100.100

Permitted 7 address

Comment

- Up to five access code access controls can be added per tenant.

[2] Searching access code access controls
You can search for access code access controls from the Access Code - Access Control screen.
This is mainly used to edit access code access controls, and to delete unnecessary access code access controls.

loT Platform Tenus 10 MANUAL Q01 UF) > hanake Ffiran

] ' Enter the .permltte(‘j IP address Or the Resource Aceess Code Event Log User Distribution Certificate Common
access code into the fields shown as (1)

in the figure. S poret | A coce |
Access Code - Access Control List “ -

2. Click Search shown as (2) in the ™™

figure to display the search results at & s s e e A b

the bottom of the screen. m —

-“mhlum:::l:-niwﬂnlm (2 )
Click (3) to sort the search results. Refer
to Chapter 7.2 for more information

about the display order for sorting.

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

92



- All search keys are compatible with prefix-match searching.

[3] Updating access code access controls
Click the access code access control link after searching and retrieving the access code access control you prefer to
modify to display the Access Code - Access Control Update screen.

loT Platform Tenant 10 MAHUAL Q01 (P hamake v FuliTn

1. Search for access code access
Resource Aceess Code Event Leg User Distribution Certificate Common
controls from the Access Code - Access

Control screen. Refer to [2] for more  swerems | scescos

information on searching. Aokt Gad:- fleoms Conticd L1 [~ I
2. Click the access code access control SR orwart ) e b

you prefer to change settings for, 1) =
shown as (1) in the figure, to proceed s

to the Access Code - Access Control

screen. The following provides a
description of the changes and 1
operation procedures that can be

performed in the Access Code - Access

Control screen.

- Entry fields for the Access Code - Access Control Update screen are the same as that for the Access Code -
Access Control Registration screen.  Refer to (1) Access Code - Access Control Update screen for more details.

- Changing permitted IP addresses

1. Change the permitted IP Bccass Coide - Acoass Contral Update
addresses in (1). You can also change it N B S A0
the comment if necessary. v )[s oA -sepl@ED0

Comment

(Faraaid Matdh

(Farward Match)
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- Changing permitted access codes

1. Enter the access code or the
access code name you prefer to
search forin (1).

2. Click Search (2) to display the
search results.

3. Select the access code from the
search results (3), and then click
W Add (4). Adds the selected
access code as an access code
permitted access.

*To remove permitted access codes,
select the access code and click A
Release.

- Updating
1. (lick Update (1).
2. Confirm the contents of the

Confirmation screen when it
appears, and then click Enter (2).

Access Code - Access Control Update

Start* (10224485

Access Code - Access Control Update

3 resity sedl
(3)

Dcnucaaﬁm

reeszlaceil

Farwardingacssss0ns

4
Taoget bicess Corde ( s Release

Selury Al

Access Code - Access Control Update
L —

3 vl 10 sebected

W Add A Release

Access Code - Access Control Update - Canfirmation

innn click “Frne® Buten 2 uptais wrth fhe deilmeng covtente
Purmitted [? address Stan 10224459 - Stop 102245100
Comment

Tzt fccers Contn

ArerssTagezon

ArcessCodel0]
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[4] Deleting access code access controls

Follow the procedure below to delete multiple access code access controls in a batch.

loT Platform Tenant 10 MAKUAL Q01 (P haake v Fulim

-I. SearCh for access COde access Resource Aceess Code Event Leg User Distribution Certificate Common
controls you prefer to delete from
the Access Code - Access Control T |
screen. Refer to part [2] for more Apien ot Kok contil .
information on searching. e e

Bermitted IP = Hicoess Code - y

m {Foraard Maech) {Farwand Matcn)
2. Select the check box (1) next to ]

the access code access control you
prefer to delete. Select multiple
check boxes when you prefer to
delete multiple resources.

3. Click (2) Delete.

4. Click (3) Execute after confirming
the contents of the Confirmation Access Code - Access Control Delete - Confirmation
screen when it appears.

I0I2A4ER I0ATA5100
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412 Distribution Screen
Click Distribution in the Main screen to display the Distribution screen.

The Distribution screen contains the tps/bps distribution settings screen.

4.12.1 tps/bps Distribution Settings Screen

The tps/bps distribution settings screen sets the distribution policy based on the load status measured in tps

(transactions per second) or bps (bytes per second).

10T Platform

Teenaest 10 MAMLIAL DO (1F)

T FuiTsu

Resource Access Code Event Log User Access Control Commaon

tpaibps

m
2

Entire Enable/Disable * Enable 8 Disabin

Cammen

&)

Load Resource * Resource Path’ m
Number | Entry name Description Notes
(1) Entire Used to enable/disable all distribution
Enable/disable settings.
(2) Common Use shared settings. Refer to Chapter 4.12.1 [1] for more

distributed policy

details on each item.

(3)

Load resource

Sets the resource recording the load
status.

Refer to Chapter 4.12.1 [1] for more
details on each item.

(4)

Search (load
resource)

Searches resource paths when setting
load resources.

(5)

Recommend
resources 1 to 3

Set the resource used for
recommendations.

Refer to Chapter 4.12.1 [1] for more
details on each item.

(6)

Search

Searches resource paths when setting

(recommend recommend resources.
resource)
(7) Update Performs an update with the

information entered.
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[1] Updating tps/bps distribution settings
- Enable/disable all distribution policies

1. Enable/disable all
policiesin (1).

distribution

laT Platform

tpsflpn

LT

Commaon Distributed

Policy

Load Resource *

Entire Ennble/Dieable = [ Ena =i Digal

Recammuendation Cycle
{1-1340Minutes)

Cabculating Periosd
[1-1340Minutes) *

Resource Path®

Reseures Mame

Access Code”

Tenant I} MANIAAL-001 F1 % hanakn W

Resource Access Code Event Log User Access Control Distribution Common

raiist

eoammendation Cycle or mared

&Note

- Information entered will not be updated when Entire Enable/Disable is set to Disable.

- Common Distributed Policy settings

1. Set the recommendation cycle in

(1).

2. Set the calculating period in (2).

laT Platform

Resource

Access Code

Event Log User

tps/bps

LT

Entire Enable/Disabie = | En:

Comman Distrituted
Policy

Load Resousce *

e Co—
] —

Resource Path®

Resource Name

Access Code®

Temant [T MANIAAL-001 (1F) hanakn v

Access Control Commcn

FuiTste

value of Recammen:

Number | Entry name Description Notes
(1) Recommendation Cycle | Set the interval used for recommendations.
(2) Calculating Period Set the interval used for calculating load status.
Notes on input parameters
Entry name Entry format Required | No. of Initial Notes
Input method | Character type characters | display
Recommendatio | Text Single-byte Yes - 60 Available values: 1
n Cycle numerals to 1440 (Unit:
Minutes)
Calculating Text Single-byte Yes - 120 Available values: 1
Period numerals to 1440 (Unit:
Minutes)
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- Load resource settings

1. Click (1) Search to display the
Resource Path Search screen.

2. Enter the resource path or the
resource name in the fields shown
as (2) in the Resource Path Search
screen, and then click Search (3).

loT Platform

Tenant [ MANUAL-DGE [P hanska v

Resource Aceess Code Event Log User Access Control Certificate Common

Fufitsu

tpa/bps

Resource Name

Access Code”

‘Acoess Code Name

Data Farmat *

Load Resource URL

3. Select the resource path you
prefer to configure from the search Resursel ol

results (4), and then click Enter

(5).

Recommend Rusawrcal Recammend

Ressurce Puth®

Resource Path Search

= )

") Enable ® Desble

ANote

resources.

- Resource(transfer) type resources and binary-data resources cannot be set to load resources.
- The error collection resource “_error” added by the system when creating a tenant cannot be set to load

* The resource and access code used for the load resource must be configured on the Resource screen and the
Access Code screen before they can be retrieved in a search.

Number

Entry name

Description

Notes

(1)

Search

Displays the Resource Path Search
screen.

(2)

Resource path

Sets the resource path.

Select by searching for the resource
path.

(3)

Resource
name

Sets the resource name.

(4)

Access Code

Sets the access code.

(5)

Access code
name

Sets the access code name.

(6)

Data format

Sets the data format.
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(7) Load resource | Sets the load resource URL.
URL

Notes on input parameters

Entry name Entry format Required | No. of Initial | Notes
Input Character characters | display
method type
Resource path | Text Single-byte | Yes Upto128 |- Select by performing a
alphanumeric search. The resource path
characters cannot be directly input.
Resource name | - - - - - Entered automatically from
Access Code - - - - - resource path settings.
Access code - - - - -
name
Data format - - - - -
Load resource | - - - - -
URL
Memo

- The Resource Path Search screen is the same as the Resource Path Search screen used in Chapter 4.8.1.
Refer to Chapter 4.8.1 for more details.

- Configuring recommend resources

1. Enable/disable recommend g e kiR B
resource settings in (1). sowce | Auscode e og U ccesconwl [RURNRNY ot Commen

e
2. Click (2) Search to display the I i
Resource Path Search screen. M

3. Enter the resource path or the
resource name in the fields shown as
(3) in the Resource Path Search
screen, and then click Search.

4. Select the resource path you prefer
to configure from the search results
(4), and then click Enter.

5. Set the measurement type, the
edge computing condition, and the
above-mentioned resolutory
condition in the fields shown as (5) in
the figure.
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10T Platform

llllllll MANUBLOGL I hanako rufirsu

Resource Access Code Event Log User Access Control Certificate Common

ps/bps

URL

g ligns Sebectian ©

Edge Compating
Conditian *

Aboye-men tloned
Reschatary Canditifn *

HNetification String

Hetification String

&Note

recommend resource.

- The error collection resource “_error" added by the system when creating a tenant cannot be used as the

- The resource and access code used for the recommend resource must be configured on the Resource screen
and the Access Code screen before they can be retrieved in a search.

Number | Entry name Description Notes
(1) Enable/disable Enable/disable recommend resource
settings.

(2) Search Displays the Resource Path Search screen.

(3) Resource path Sets the resource path. Select by searching for
the resource path.

(4) Resource name Sets the resource name. Entered automatically

(5) Access Code Sets the access code. from resource path

(6) Access code name Sets the access code name. settings.

(7) Data format Sets the data format.

(8) Recommend resource URL | Set the recommend resource URL.

(9) tps/bps selection Select the load status measurement type.

(10) Edge computing condition | Set the edge computing condition.

(11) Above-mentioned Set the edge computing resolutory

resolutory condition condition.

&Note

- When recommend resource settings are disabled all other recommend resource entry fields cannot be
modified. Additionally, all other recommend resource entry fields will not be updated when updating the
distribution policy in this state.

Notes on input parameters

Entry name

Entry format

Required | No. of

Input
method

Character characters

type

Initial
display

Notes
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Resource path Text Single-byt | Yes Up to 128 Select by performing
e a search. The resource
alphanum path cannot be
eric directly input.
characters

Resource name - - - - Entered automatically

Access Code - - - - from resource path

Access code name - - - - settings.

Data format - - - -

Recommend resource URL | - - - -

Edge computing condition | Pull- - Yes Only a value can be

down selected.

Edge computing condition | Text Single-byt | Yes Upto 10
e
numerals

Edge computing condition | Pull- - Yes Only or more can be

detection judgment down selected.

Edge computing condition | Text Optional | Yes Upto 10

notification character

string

Resolutory condition Pull- - - Only a value can be

character type selection down selected.

Resolutory conditions Text Single-byt | Yes Upto 10
e
numerals

Resolutory condition Pull- Yes Only less than can be

detection judgments down selected.

Resolutory condition Text Optional | Yes Upto 10

notification character
string

Up to three recommend resources, 1 to 3, can be set. The settings for each recommend resources are the

same.

- Updating distribution settings

1. Click Update (1). This will apply the

changed settings.

laT Platform

Tenant [0 VANUAL D3LUFL % sk e Fuffrau

Resource Access Code Event Log User Access Contral Certificate Common

tos/bps

Dt Farmat *

Recommend Kesource
URL

tps/bps Selection *

Edge Computing
Condition *

Abeve-mentisned

Matification String

I Metifisation String
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413 Generate Certificate Screen
Click Generate certificate on the Main screen to display the Generate Certificate screen.
The options available on the Generate Certificate screen will vary depending on the certificate format selected.

4.13.1 Generate Certificate Screen (Create New Certificate)
An item will appear to create a new certificate when selecting Generate new certificate as the certificate format
on the Generate Certificate screen.
Here you can generate and download new client certificates.

laT Platlaim Torant VWAHIAL LB ok

Respurce | fecess Code  Event  Log Usor  Access Contral  Distibution m Cammon

Certificate

Carehitats Grmerasins Methos Giorwwaring hime Comtfiein 0 prt Satene Hgrans

Eoaunt Pl

Wariting Eepe Pasmeses

Eziration Peciad (1995 eyt

Number | Entry name

Description

Notes

(1) Certificate Select the certificate format.
format

(2) Signature hash | Display the signature hash algorithm. Refer to Chapter 4.13.1 (1)
algorithm

(3) PEM pass | Set when generating a certificate. Refer to Chapter 4.13.1 (1)
phrase

(4) Export Set when generating a certificate. Refer to Chapter 4.13.1 (1)
Password

(5) Verifying Set when generating a certificate. Refer to Chapter 4.13.1 (1)
Export
Password

(6) Public key | Set when generating a certificate. Refer to Chapter 4.13.1 (1)
length

(7) Period of | Set when generating a certificate. Refer to Chapter 4.13.1 (1)
validity

(8) Common Set when generating a certificate. Refer to Chapter 4.13.1 (1)
name (CN)

(9) Country (C) Set when generating a certificate. Refer to Chapter 4.13.1 (1)

(10) Prefecture (ST)

Set when generating a certificate.

Refer to Chapter 4.13.1 (1)

(11) Municipality
(L)

Set when generating a certificate.

Refer to Chapter 4.13.1 (1)

(12) Organization
name (0)

Set when generating a certificate.

Refer to Chapter 4.13.1 (1)

(13) Organization
unit name
(0u)

Set when generating a certificate.

Refer to Chapter 4.13.1 (1)

(14) E-mail

Set when generating a certificate.

Refer to Chapter 4.13.1 (1)

(15) Generate
button

Generates the certificate.

Refer to Chapter 4.13.1 (1)

Notes on input parameters
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Entry name Entry format Require | No. of Initial Notes
Input Character |d characte | display
method type rs
Certificate format | Radio - Yes - Create | Select from Create new
button new certificate and the certificate
certificat | signature.
e
PEM pass phrase | Text Refer to Yes 8to16 |- Usable characters: Upper and
Notes lower case alphabetical
characters, numbers, # @ - () :.
Export Password Text Refer to Yes 8to16 |- Usable characters: Upper and
Notes lower case alphabetical
characters, numbers, # @ - () :
Verifying Export Text Refer to Yes 8to16 |- Usable characters: Upper and
Password Notes lower case alphabetical
characters, numbers, # @ - () :
Public key length | Radio - Yes - 2048bit | Select from 1024bit, 2048bit or
button 4096bit
Period of validity | Text Refer to Yes 4 - Can set from 1 to 9999 days
Notes
Common name Text Refer to Yes 32 - Upper and lower case
(CN) Notes alphabetical characters,
numbers, half-width spaces, # @
- ()t
Country (C) Text Refer to Yes 2 - ISO 3166-1 alpha-2 Country code
Notes
Prefecture (ST) Text Refer to - 32 - Upper and lower case
Notes alphabetical characters,
numbers, half-width spaces, # @
- ()t
Municipality (L) Text Refer to - 32 - Upper and lower case
Notes alphabetical characters,
numbers, half-width spaces, # @
- ()t
Organization Text Refer to - 32 - Upper and lower case
name (0) Notes alphabetical characters,
numbers, half-width spaces, # @
-():t
Organization unit | Text Refer to - 32 -- Upper and lower case
name (0OU) Notes alphabetical characters,
numbers, half-width spaces, # @
- ()t
E-mail Text Refer to - 254 - E-mail address format (RFC5321)
Notes

[1] Create new certificate
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loT Platfarm Tarnt 1) MARKIAL-UGL (1% hanakn s

1- Enter inpUt pa ra mEterS ShOWﬂ aS (1) in Resource Access Code Event Log Usar Access Control Distribution m
the image.

Certificate |

*Enter the same character string for the
registration password and the registration e
password (for confirmation). T

Certiticate Genaration Mathad ®Ganarating Meve Camiicara  (CCTnt Canifica

2. Click Generate (2) to generate a R —
certificate. The certificate generated will e engihatpubits ey T (1)

be downloaded. Save the downloaded .
certificate to a file.

loT Platform Ternt 10 MANUAL B0 UF1 % feamal Fufitsu

Resource Access Code Ewvent Log User Access Control Distribution Certificate Common

Certificate

Cormmmen HamaiHi* [ \ n

Couniry Name(S)*

State or Province Name{ST]
kacaliy Mame(L|
Orgasization Namel0}

Orgamizatians! Unit Nameiol]

= \_ /] @)

&Note

- Certificates will only be downloaded once when first generated. You will not be able to redownload a certificate.
If you could not save the certificate due to canceling the download, or for some other reason, you will need to
generate a new certificate.

4.13.2 Create Certificate (Certificate Signature)
An item will appear for a certificate signature when selecting Certificate signature as the certificate format on the
Generate Certificate screen.
Here you can generate and download new signatures using a (SR (certificate signing request).

laT Platform Tecon T MANKAL 01 (1P} Bansi rufiras

Resource Access Code Event Log User Access Control Distribution Cartificate Camman

Certificate

Centificite Seneratios Mathed Gienerating New Catficate  (RUient Uecticate Signane

Exprart Pacnsse

Werifying Expurt Pasawerd *

Expiration Pericd [1-6999 dayel

<SR File" Referenca

=
Number | Entry name Description Notes
@ Certificate Select the certificate format.
format
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Export Set when generating a certificate. Refer to Chapter 4.13.2 (1).
Password
Verifying Set when generating a certificate. Refer to Chapter 4.13.2 (1).
Export
Password
@ CSR file Set when generating a certificate. Refer to Chapter 4.13.2 (1).
® Browse button | Select a file and set the CSR file path. Refer to Chapter 4.13.2 (1).
® Generate Generates the certificate. Refer to Chapter 4.13.2 (1).
button

Notes on input parameters

Entry name Entry format Require | No. of | Initial Notes
Input Character |d charact | display
method type ers

Certificate format | Radio - Yes - Certificate | Select from Create new
button signature | certificate and the certificate

signature.
Export Password | Text Refer to Yes 8to16 |- Usable characters: Upper and
Notes lower case alphabetical

characters, numbers, # @ - () :.

Verifying Export Text Refer to Yes 8to16 |- Usable characters: Upper and
Password Notes lower case alphabetical
characters, numbers, # @ - () :.

(SR file Text Refer to Yes 254 - Character strings available for
Notes use in a file path

[1] Create certificate signature

1. Enter the private key password (1). lof Platform

Certificate

2. Enter the registration password and the
registration password (for confirmation) (2).

Cartificats Gomaration Mirthad Ganimatiy b Catiicals  B0Gun Curlfidala Sigeatuin

Espart Prmiverd” (1)
* Enter the same character string for the registration T pr—
password and the registration password (for im0 o (2)
confirmation). e (3) (4)

3. Click Browse (3) and select the CSR file.

4. Click Generate (2) to generate a certificate. The
certificate generated will be downloaded. Save
the downloaded certificate to a file.

&Note

- Certificates will only be downloaded once when first generated. You will not be able to redownload a
certificate. If you could not download the certificate due to canceling the download, or for some other reason,
you will need to generate a new certificate.
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414 Common Screen

Click Common in the Main screen to display the Common screen.

The Common screen contains the MQTT settings screen, CORS setting screen and Error Correction setting screen.

4.14.1

MQTT Screen

You can change the MQTT password on the MQTT screen.

toT Plattorm

Resource

Tansen 1N MANIALSOT IF0 > Aanaka

=3
Number | Entry name Description Notes
(1) User Name Shows the MQTT user name. Refer to Chapter 4.14.1 [1]
(2) Password Shows the current MQTT password. Refer to Chapter 4.14.1 [1]
(3) New Password | Set when updating the MQTT password. Refer to Chapter 4.14.1 [1]
(4) Change Updates the MQTT password. Refer to Chapter 4.14.1 [1]

Notes on input parameters

Entry name Entry format Required | No. of | Initial | Notes
Input method | Character characters | display
type
New Text Refer to | Yes 8to12 - Usable characters: Upper
Password Notes and lower case

alphabetical characters,
numbers, #@- () :. _

[1] Updating MQTT passwords

1. Enter the new password in (1)
on the MQTT screen.

2. Click Change (2).

*The MQTT user name is the tenant
ID and cannot be changed by the

customer.

loT Platform

Resource Access Code

Event

Access Control

Fulfitsa

Distribution Certificate m

Tenant 10 MANUAL G01 UF) v hanake

MgTT CORS

Errer Collection

Uner Harmn

[

Hew Password™
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4.14.2 CORS Setting Screen
Configure CORS use settings on the CORS Settings screen.

1aT Platform Tenare [ MANUAL DS 0F1 % hangis sufitsn

Resource Access Code Event Log User Access Control Distribution Certificate

MaTT cong Errer Collection:

==
Number | Entry name Description Notes
@ Enable/disable | Set to enable/disable CORS settings. Refer to Chapter 4.14.2 [1]
CORS settings
® Update Update CORS settings. Refer to Chapter 4.14.2 [1]
Notes on input parameters
Entry name Entry format Required | No. of Initial Notes
Input Character characters | display
method type
Enable/disable Radio - Yse - - Select from enable or disable.
CORS settings button The initial display shows the
current setting.

[1] Update CORS settings

B H Iof Platform
.I' SEIeCt enabIEIdlsabIe (1) CORS SEttIngS On Resource Access Code Event Log User Access Control Distribution Certificate
the CORS Settings screen.

Terare [l MANUAL IS P % anass sufisi

T cons Errer Collection:

2. Click Update (2).

4.14.3 Error Correction Setting Screen

Configure error collection use settings on the Error Collection Settings screen.
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lol Platform Traanl I MAAALUI B furhes

Access Control Distribution Certificate m

Resource

T i

Errar Collastion Erabie/Dieabia” = Snacis - Lrisbi

Meansres Praserstian OF  Bessurce Path
Cotocted Ervnr Legs®

Number | Entry name Description Notes
@ Enable/disable | Set to enable/disable CORS settings. Refer to Chapter 4.14.3 (1)
error collection
® Collection Set the resource path that collected error
storage resource | information is stored to.
® Resource path Displays the resource path that collected error | Fixed to _error.
information is stored to.
@ Search Retrieve and set access codes for referencing
error information on the Search Access Codes
screen.
® Access code Displays access codes for referencing error Read-only
information.
® Access code Displays access code names for referencing Read-only
name error information.
©) Update Update error collection settings. Refer to Chapter 4.14.3 (1)
Notes on input parameters
Entry name Entry format Require | No. of Initial Notes
Input Characte | d character | display
method r type S
Enable/disable Radio - Yse - - Select from enable or disable.
error collection button
Access code - - * - - Entered by searching.
Access code name | - - * - - Entered automatically from access
code settings.

*0nly required when error collection is enabled.

(1) Update error collection settings
- If error collection is enabled

1. Set error collection to Enable (1) on the Error
Collection Settings screen.

2. Click Search (2) to display the Search Access

Codes screen.

laT Platform

Resource Aceess Code Event Log User Aceess Control Distribution Certificate m

Lerar 01 MANIEAS D013 (117

MQTT | CORS | Evar Comection
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3. On the Search Access Codes screen, enter the
search conditions (3), and then click Search (4).

4. Select the access code used for error collection
from the search results, and then click Enter (5).

5. Click Update (6) on the Error Collection
Settings screen.

loT Platform Fonamt D MANUAL DL 0PV fuarsdh At

Resource Access Code Event Log User Access Control Distribution Certificate Im

MgTT CORS Error Colluction

Errar Callection Enable/Dissble” * fnstin. |/ Dabie

Ressuirce Prassrvation OF  Resuces Puth i

Callected Error Logs®
s =
Emaririte

Accres Code Name

©® ()

&Notes

- Only access codes for which U permissions have been granted for the error collection resource “_error”, added by the
system when creating a new tenant, will be retrieved on the Search Access Codes screen that appears when clicking
the Search button on the Error Collection Settings screen.

- Set the access code used for error collection to one with a specified HTTP protocol when the access protocol is set to
“Do not specify” or “Specify”. Error collection cannot be performed if an access code that does not meet the above
conditions is set.

- While access codes set as access codes to be used for error collection can be updated on the Update Access Codes
screen, do not perform the following updates as doing so will prevent error collection.

- Deleting U permissions for _error.
- Deleting _error from the used resource list.

- Disabling error collection.

loT Platfaim Temam [ MAHUALAOL (IF1 S banak sufivsi

1. Seterror collection to Disable Resouren poressCode. | Erenk | Lo, | Wies | ecessontiol | Dltibuion, | Cordiicate m

(1) on the Error Collection
Settings screen.

(€))

2. Click Update (2).

@ (o=
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Chapter 5 Example of Settings Using the Service Portal

The following section provides examples of the basic tasks performed when using the Service Portal. Refer to
relevant page for more information about screen item contents and operation procedures.

5.1 Sample Data

The examples provided here use an attendance management model as an example where information on
employee positions and attendance information is collected from an attendance management app installed in
smartphones.

Goals with this setup
- Send attendance and holiday statuses (attendance information) from the attendance management app
installed in smartphones to the service
- Permit to write and reference information as to the person's whereabouts with the attendance management
app
- Permit all personnels to reference attendance information, and to write personal attendance information
exclusively by themselves
- Permit administrative personnel only to reference positional information, and all personnels to write personal
positional information exclusively by themselves
- Send an email addressed to administrative personnel when attendance information shows a holiday.
- Call an API when positional information shows the person at a north latitude of 90 degrees.
An employee for which attendance management recorded:

Hanako Fujitsu (administrative personnel)

Taro Fujitsu (regular employee)

Jiro Fujitsu (regular employee)

[tem Sub-item Setting value
Tenant ID FJIOT-001
URI  immediately  before <Base URL>/V1/FJIOT-001/
resource path
Topic name <Access code/v1/FJIOT-001/Resource path>
-_______________________________________________________|
Resource 1 Resource Name Attendance management (Hanako Fujitsu)
Resource path diligencs/status/hanako
Comment Administrative personnel
Data format JSON
Data Date(Date) :YYYYMMDD

plan (Attendance status) :0: Attending, 1: Holiday
JSONData image

{ "data"{
"date": 20150601,
"flag": 0}
}
Resource 2 Resource Name Attendance management (Taro Fujitsu)
Resource path diligencs/status/taro
Comment Regular employee
Data format JSON
Data date(Date) , plan (Attendance status)
Resource 3 Resource Name Attendance management (Jiro Fujitsu)
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Resource path

diligencs/statusljiro

Comment Regular employee
Data format JSON
Data diligencs/status/jiro
Resource 4 Resource Name Positional management (Hanako Fujitsu)
Resource path location/hanako
Comment Administrative personnel
Data format JSON
Data lat(Latitude), lon(Longitude)
{ "location": {
"lat": 30,
"lon": 130}
}
Resource 5 Resource Name Positional management (Taro Fujitsu)
Resource path location/taro
Comment Regular employee
Data format JSON
Data lat(Latitude), lon(Longitude)
Resource 6 Resource Name Positional management (Jiro Fujitsu)

Resource path

location/jiro

Comment Regular employee

Data lat(Latitude), lon(Longitude)
Resource 7 (Load resource) Resource Name Load resource

Resource path drc/load

Comment Application load

Data format JSON

Data Load status

Resource 8 (Recommend
resource)

Resource Name

Recommend resource

Resource path drc/recommend

Comment Recommend

Data format JSON

Data Notification character string
Resource 9 Resource Name Line 1

Resource path

_bin/Line1/Camera

Comment Camera image
Data format Binary
Data Image data

Resource 10

Resource Name

ToT device S1

Resource path

iot/machine/S1

Comment

ToT device with certifications

Data format

text

Data

Machine data

- ____________________________________|
Access code 1 Access Code DiligencsManagement11111

Access Code Name Reference and update attendance status

Comment Anyone can reference and update all users' status
Target resource diligencs/status/hanako, diligencs/status/taro,
diligencs/status/jiro

LocationManagement22222

Access code 2 Access Code
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Access Code Name

Update positional information (Hanako Fujitsu)

Comment

Users can only update their own positional
information

Target resource

location/hanako

Access code 3

Access Code

LocationManagement33333

Access Code Name

Update positional information (Taro Fujitsu)

Comment

Users can only update their own positional
information

Target resource

location/taro

Access code 4

Access Code

LocationManagement44444

Access Code Name

Update positional information (Jiro Fujitsu)

Comment

Users can only update their own positional
information

Target resource

location/jiro

Access code 5

Access Code

LocationManagement55555

Access Code Name

Reference positional information

Comment

Only administrative personnel can reference

Target resource

location/hanako, location/taro, location/jiro

Access code 6

Access Code

DRCLoad

Access Code Name

Refer/update load information

Comment

Target resource drc/load
Access code 7 Access Code DRCRecommend
Access Code Name Recommend
Comment
Target resource drc/recommend
Access code 8 Access Code Line1Camera
Access code name Line 1 image

Comment

Can update, delete and reference resources from an
API

Target resource

_bin/Line1/Camera

Access code 9

Access Code

SecureloTMachine

Access code name

ToT device with certifications

Comment

Authenticate with certifications

Target resource

iot/machine/S1

Access code 10

Access Code

ErrorRead

Access code name

Reference error collection

Comment

Accesss code for error collection reference

Target resource

_error

Access code 11

Access Code

ErrorWrite

Access code name

Register error collection

Comment

Access code for registration of error collection

Target resource

_error

Event 1 Event name Holiday notification (Hanako Fujitsu)
Comment Notify Taro by email if Hanako is on holiday
Target resource diligencs/status/hanako
Settings Path position: data.flag

Detection trigger:  Numerical value: Match with 1
Action: Email: Send to taro@ml.css.fujitsu.com

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

112



mailto:taro@ml.css.fujitsu.com

Event 2 Event name Holiday notification (Taro Fujitsu)

Comment If Taro is at a latitude of 90 degrees, call an API
Target resource location/taro
Settings Path position: location.lat
Detection trigger:  Numerical value: Match with 90
Action: Call API

Service Portal access control | Permitted [P address | 10.20.30.1

1 (start)

Permitted IP address | 10.20.30.200

(stop)

User ID hanako
N B
Access code access control Permitted IP address | 10.10.20.10

(start)

Permitted IP address | 10.10.20.100

(stop)

Access Code LocationManagement22222

Distribution common settings | Recommendation cycle | 60

Calculating period 120
Load resource Resource path drc/load
Recommend resource Resource path drc/recommend
tps/bps selection tps
Edge computing | Character type: Numerical values
condition Condition : 90

Judgment : Or more

Notification character string: START
Above-mentioned Character type: Numerical values
resolutory condition Condition : 50

Judgment : Or less

Notification character string: END

Certificate (new) PEM pass phrase passphrase
Export Password password
Public key length 2048bit
Period of validity 365
Common name (CN) iotMachine_s1
Country (C) JP
Prefecture (ST) Tokyo
Municipality (L) Kamata
Organization name (0) Fujitsu
Organization unit name | loT
(0u)

E-mail mail-iot@iot.com

Actual Use of the Above Model

5.2.1 Login
Service Portal URL will be notified after the service contract. Access this portal from a PC connected to the
Internet.
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1. Enter the user ID into (1).
2. Enter your password into (2).

3. Click Login. lalHathene =

(1)

Log in using the user ID and password provided after the service contract.

5.2.2 Add Resources
In this section, the process used to add resources using the Add All function is explained. Refer to Chapter 4.6 for
more information regarding other functions relating to resources.

1. Click "Resource" in the Main screen.

loT Platform Tenant 1D MANUAL-001 LIP} v hanako ¥ Fufitsu

Fsourcel Access Code Event Log User Access Control Distribution Certificate Common

*Refer to Chapter 4.5.1 for more information about the Main screen.

2. Click Download to download the CSV format template used for batch adding resources and save it to the PC
using the Service Portal.

10T Platform Tenat ID MANUALDOLOFY >  hanake RifiTsu |

m Access Code Event Log User Access Control Distribution Certificate Commen

Plezse enter nesuoad irfamation s ik “Sewoh” bution
Resource Path [Forward hatch FRiesource Name (Forward htatch}
l Dawrload I Semrch
B .
Resounce Fatli R M Rusetired Type Dlata Futinat

3. Edit and save the downloaded template.

Data Retention Resource
Resource path Resource Name Comment )
format period type
diligencs/statusihanako Athendance management (Hanako . Administrative . .
Fujitsu) personnel
diligencs/status/taro Att”endance management (Taro . Reqular .
Fujitsu) employee
diligencs/statusijiro Athendance management (Jiro . Reqular .
Fujitsu) employee
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Positional management (Hanako Administrative

location/hanako - 1 1 1
Fujitsu) personnel
location/taro Poiltlonal management (Taro : Reqular :
Fujitsu) employee
location/jiro PO‘S‘ItIOI']a| management (Jiro : Regular :
Fujitsu) employee
drc/load Load resource 1 Load status 1 1
drc/recommend Recommend resource 1 Recommend 1 1
_bin/Line1/Camera Line 1 2 Cameraimage 1 1
Including ol
iot/machine/S1 lot device ST 1 device 1 1
certificate

4. Click Add All.

10T Platform Tensit ID MANUALDOLOFY > Banakie Fufis |

m Access Code Event Log User Access Control Distribution Certificate Common

Resource List I
Plezie el nissured infenmation ael cick “Semes” butiar
Resource Path (coward Match) Reseurce Name (Foeward baeh}
neaits 7 e
[—— [nm——— Nesauren Type Ciata Frmmas
e

5. Click Reference and select the CSV file saved in step 3.

All Resource Registration

6. Click Add.
7. Check the confirmation message, and then click OK.

8. Confirm that there are no problems with the contents of the resource added when this information appears.
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5.2.3. Generate Certificates
In this section, the process used to generate a new certificate using the Generate Certificate function is explained.
Refer to Chapter 4.13 for more information regarding other functions relating to resources.

1. Click Generate Certificate in the Main screen.

1oT Platform Temand I MANUAL-DD1 UI) v hanake v Fufiisu

Resource Access Code Event Log User Access Contral Distribution I Eertiﬁtatel Commen

2. Select Create New Certificate according to the certificate format on the Generate Certificate screen.

1oT Platform Tenant 1D MANUALODE LIPS~ lienahi i |
|
Resource Access Code Event Log User Aecess Control Distribution Certiffcate Common
Certificate
Bl caary rsemation an £ “Genarate” Eumin Findlcarst required St -

P enerated oot

Cortiffeate Gartration Mathed #Geraratng He TenificaeChan Criifices Sigratues
Tignatuse Hash Algerithm sha2

PEM Prss Phrase”

xpart Password”

Varitying Expart Password™

Koy length of pulilic ey © Cpasnn mzoadnit  Caosekic

Expiration Period (1-9300 days)”

3. Enter PEM pass phrase.

10T Platform Tenant 1D MANUAL OOE LIS lienchos A |

|
Resource Access Code Event Log User Access Control Digtribution m Common

Certificate

Pl erfer rscatsary monmatian and s TGensrate” humion Indicat required 4eidk]
Pityse sye fre genasaled et iate

Cartificate Ganeration Methad F5ereratng Hew Cenificate < Clent {enificare Sgratuee
Tignature Hash Algerithm sha2

fxpart Password”

Waritying Expart Password™

Ky length of public ey Coaset ®2pambi Cdsekit

Expiration Period (1-93090 days)”

Example: passphrase

4. Enter Export Password. Enter the same password in Verifying Export Password for confirmation.

loT Platform Tenant 1D MANUALODE LIPS~ liznho A |
|

Resource Aceess Code Event Log User Aecess Control Distribution Common

Certificate

B s rsrmation an £ “Genaate” Bumsn Firdicsnat required St
" ed oot iate

Cartifieate Gameration Method #erarateg He TanificateChans Curtificse Sigratues
Signatuse Hash Algeritim sha?

Expart Password”
Varitying Ixport Prssword™
Kay length af public ey © B 1T TR =T

Eapiration Pericd (193080 days)”

Example: password
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5. Select the public key length.

T Platform Tenant I MANUAL-OOE LIFI > hanaka v RSy
Resource Aceeds Code Event Log User Aecess Control Distribution Common
Certificate

Certifieats Gareration Mathod #Gereratng Hew Cenificate Chent Cendiczse Sigratues
Sigratuse Hash Algsrithm shaz

PEM Pass Phrase”

‘Bxport Password®

Veritying Expart Password™

Ky Tengrth of public ey * TL0RSHI WEARE 0%

Explratién Perled [1-9998 days)”

Example: 2,048bit

5. Enter Period of validity, Common name, Country, Prefecture, Municipality, Organization name, Organization
unit name, and Email.

foT Platform

s 1ujiisy

emat 1} WARIIAL-ST 117
Resource AccessCode  Event  leg User | AccessControl | Distribution QeS8 Common
o e

Camman MamalEN)* ( \

Country Name(C)"

State or Provinee Name{ST}
Lacality Name(L)
Orpanization Naseio)

Organizatianal Unit Hama{OU}

\- J

Example:

Period of validity: 365
Common name: iotMachine_s1
Country: JP

Prefecture: Tokyo
Municipality: Kamata
Organization name: Fujitsu
Organization unit name: loT
Email: mail-iot@iot.com

5.2.4. Add Access Codes
In this section, the process used to add access codes using the Add All function is explained. Refer to Chapter 4.7
for more information regarding other functions relating to access codes.

1. (lick "Access Code" in the Main screen.

loT Platform Tenant 10 MANUAL-001 UF] hanake v ﬂlf‘i?&ll

Resource IA(cess Code I Event Log User Access Control Distribution Certificate Commaon

2. (lick Download to download the (SV format template used for batch adding resources and save it to the PC
using the Service Portal.
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laT Matform

Feramt B MANUAL-ITY LI

nanak Tuiisst

Event Log User Access Control Distribution Certificate Common
Access Cade List m “
HResource Fath Farward Matchl Repource Namse Farwans ke
3. Edit and save the downloaded template.
Access
Access Code Resource Access Access
Access Code Comment protocol Resource path 2
Name path 1 permission 1 permission 2
Reference and  Anyone can
DiligencsManage  update reference and diligencs/stat RU diligencs/status/tar RU diligencs/stat
ment11111 attendance update all users' us/hanako 0 usljiro
status status
Update
Users can only
positional
LocationManagem update their own location/hana
information RU
ent22222 positional ko
(Hanako
information
Fujitsu)
Update Users can only
LocationManagem  positional update their own
location/taro  RU
ent33333 information positional
(Taro Fujitsu) information
Update Users can only
LocationManagem  positional update their own
location/jiro RU
ent4hbhh information positional
(Jiro Fujitsu) information
Reference Only administrative
LocationManagem location/hana
positional personnel can location/jiro R
ent55555 ko
information reference
Refer/update
DRCLoad load drc/load RU
information
drc/recomme
DRCRecommend Recommend d RU
n
Can update, delete
and reference _bin/Line1/Ca
Line1Camera Line 1 image (DLRU
resources from an mera
API
lot device Authorize by iot/machine/S
SecureloTMachine RU
including certificate 1
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certificate

Reference http _error
Error correction
ErrorRead error R
access code
correction
http _error
Register error Error correction
ErrorWrite . U
correction access code
4. Click Add All.

5. Click Reference and select the CSV file saved in step 3.

All Access Code Registration

6. Click Add.
7. Check the confirmation message, and then click OK.

8. Confirm that there are no problems with the contents of the access code added when this information appears.

5.2.5. Integrating APIs into the Application
After resources and access codes have been added, data can be written to resources and referenced by using APIs
made available by this service.
Refer to the “loT Platform User Guide” for more information about API specifications.

5.2.6. Event Function (Email) Settings
This section describes how to configure "Event 1" settings by adding an event using the model described in 5.1.

1. (Cick "Event" in the Main screen.

loT Platform Tenant 1D MANUAL-001 (1F) hanake v Fujitsu

Resource Access Code Log User Access Control Distribution Certificate Commen

2. Click "Add".
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laT Platform TenantD MANUAL-GOLUPI > bansio rfirse
Resource Access Code m Log Usar Access Control Dristribation Certificate Common
et -
Event 10 {Exars Match} Everst Mama (Fatwaie Mateh]
Fesolrce Path {Forward Match) Resource Hame [Famvard Mabch]
[T e—
Frent 10 et Hama Raszarce Path Rescurce Hame:

3. Enter the event name and comment.
Event name: Holiday notification (Hanako Fujitsu)
Comment: Notifies Taro by email if Hanako is on holiday.

Event Registration

Flante srtar recurad imsnmmatinn e ik Skt bumen. [nsicekes e b
frvziakite syl fee D1 in Bvent Narne. Fescurce Nase and Access Cods

Event Mame

Comment

4. Assign a resource as the resource target.

4-1. Click "Search" next to the resource path item.

Event Registration
" Flense e recuved
Asaiuele symiveks are G
Event Mame
Comment

Rescurcs Puth®

Riseurce Name

Access Code”.

4-2. Enter "diligencs" as the resource path and click Search.

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

120




Resource Path Search

esource P
' - Erﬂ"ﬂ e

Ressuree Fa Rl
me

4-3. Paths containing "diligencs" as the start of the resource path will appear below in the search results.

Resource Path Search
{Farward Machi

Resource Path

4-4. Select the resource: diligencs/status/hanako with the access code: diligencsManagement11111 and click

"Enter".

Resource Path Search

tFarward hassch) (Fonward Matchy

atterdence shuznan |
A

5. After clicking Enter, "Resource name: Attendance management (Hanako Fujitsu)", "Access code:
DiligencsManagement11111", "Access code name: Reference and update attendance status" will be filled out

automatically.
6. Enter the "Data Path". Input the data position in JSONPath format.
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Enter data.flag in this example.

Event Registration

Rescurce Nama Attendancs WManagernenifanaks)
DikgencaManagement11111
attencance situaticn RU

[0}

l datafag

Matify Stast iy F __ haasily End
Time: Tinsa

7. Enter a time range for detection conditions. This setting is not configured in this case.

Event Registration

R N ssce Masagerientlianaks)

Access Code® DifgencsMansgement1111l

Access Code Mame attondsnce situation RU

Data Farmat’ (10}

MNotification

ot datafiag

otify Stant H F __ iy End
Time: Tina

—
[~

8. Set detection conditions. In this example, enter "select numerical value, enter 1, and select match".

Event Registration

B N \thenddance Manag

Rezess Code® DilgencsManagement11111

Accoss Code Name #bencance situstion RU

Data Format” 1508

Motification

datafia
Location i

Matify Starr = P NosityEnd
Time: Time

(L
[~
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9. Set resolutory conditions. This setting is not configured in this
information about resolutory condition specifications.

Event Registration

case. Refer to

Search diligencs/statis/hanako

Access Code” DikgencsMansgermnt]1 1111
Access Code Name: astendance situation RU
Data Farmat” 150N

Motification

e tin datafag

Determination bty End
Tise

Dintarmination

S Il

10. Configure action settings. Select Email in this example.

Event Registration

Motification

datatag|
Location

ks bty Sart = Horify Ead

Time L

Daterminatian > v

Canceliation V! |

A

Email Adelross®

Subject

Camesd

11. Enter the email address, title and text.

Event Registration

Motification

datatiag|
Location

syl Hlokify Start 1 .. Moy o
Time Tirme:

Duterminatian o il

Cancellation | v

Email Address®

Subject

Cancel

12. Click Add at the bottom of the window.
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Event Registration

Motification

datatiag| =
Location

Determination Moty Start = 3 . Moxify End
Time

Time

Dutarminatian v il

Canceliation | |

Agtlen® Email &

Email Addrass®

Subject

Canesl I Add

13. Click OK when the Confirmation screen appears to add event settings.
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5.2.7. Email Receipt Confirmation When an Event (Email) Occurs

Check that an email is sent after the data writing API is called.
An email like the following will be sent to the address.
Sender: eventinfo@sys.iot.jp.fujitsu.com
Address/title/text: Address/title/text set for the event
Attachment: eventinfo.txt
Attachment contents: JSON format similar to that shown below.
{

“eventID 7 :” 123456789abc” ,

“operation 7 :” update” ,

“date” : 7 20141225T103612. 001+0900” ,

”»

“resoucepath” :” diligencs/status/hanako”
“message” : { “data”: {”date”: 20150601, “flag”: 1} }
}
*eventID: A 12 digit event ID automatically assigned by the system.
operation: Operations occurring with the resource path that the target event is referring to.
Date: The time of the event.
Resourcepath: The resource path that the target event is referring to.

Message: Resource data content at the time of the event.

5.2.8. Event Function (Call API) Settings
This section describes how to configure "Event 2" settings by adding an event using the model described in 5.1.

1. (Cick "Event" in the Main screen.

loT Platform Tersamt 10 MANUAL-DOT (JF) ~ ke v Fufimsu

Resource Access Code I Event '_ng User Access Control Distribution Certificate Common

2. Click "Add".

loT Platform Tenant [0 MANUAL 001071 %  liarabis Fufirsi

Resource Access Code Log User Access Contral Distribution Certificate Common
Frent it

Event ID [Exarct Mt Event Name. {Forward Matehl

Hesource Path {Farward Matchi Resource Mamo [Focward Match]

Fupnt Hame Hourze Path Besouren Mame.
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3. Enter the event name and comment.
Event name: Holiday notification (Taro Fujitsu)
Comment: Call APIT if Taro is at a latitude of 90 degrees

Event Registration

4. Assign a resource as the resource target.

4-1. Click Search next to the resource path item.

Event Registration

4-2. Enter "location" as the resource path and click Search.

Resource Path Search
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5. Paths containing "location" as the start of the resource path will appear below in the search results.

Resource Path Search

Resource Fath {Eanward Match]

Resource Path Search

Resource Fath

7. After clicking Enter, "Resource name: Positional management (Taro Fujitsu)", "Access code:
LocationManagement33333", “Access code name: "Positional information update (Taro Fujitsu)” will be filled
out automatically.

- Resources without an access code cannot be selected.

- Resources with an access code, but without an R permission, or not under the resource with a G permission,
cannot be selected. If permissions not set, modify the access code settings from the access code menu
(Chapter 4.7.5 (3)).

8. Enter the "Data Path". Input the data position in JSONPath format.
In this example, location.lat is used.
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Event Registration

.

Rescurce Mame Lacation Marsgementijire)

Aeeuss Coda” LacationMansgement33ais

Access Code i Iocation

Data Format® oM

i [ Iecationat
Location

Determination Notify Seart ) YOE MetifyEnd

Tava

Event Registration

m Tsgboam

Lacation Marsgementijire)

LacatioriManagenenizais

Iocation

Data Format* oW

HNatification

Ipcationfat
Location

Determination . Moty Erd

Tv

Event Registration

S ...

Rescurce Mama Location Maragementijirz)

LocatiorMarsgenen3aas

Incation

Data Farmat* ]

HNaotification

lpcation fat
Lacatlon

Ditsemlextn Hotity Ssar t . Hotify Erd

Teng Teva

Determination [ | - |

Cancellation | : 1 V |

11. Set resolutory conditions. This setting is not configured in this case. Refer to Chapter 3.6.3 for more
information about resolutory condition specifications.
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Event Registration

12. Configure action settings. Select API caller in this example. The following screen will appear when API is
selected.

Event Registration

p——
Action® l AP Call '

13. Configure API settings. Configure API settings based on the API specifications set by the customer.

14. Click Add at the bottom of the window. Click OK on the Confirmation screen to add event settings.

Event Registration

Ficld Name3 Field Valued o
Fleld Named. Field Valued

Fleld Names Fleld Values

Field Name8 Field Value®

Field NameT Flald Value7

Field Name& Fiald ValueE

Finld Name@ Fiald Valus®

Fislt Nama 10 Fiald Vatus10

Bady

-
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5.2.9. Access Control Settings
- This section includes details on the anticipated methods of use

[1] Service Portal access controls
This section describes how to add settings to restrict PCs able to log into the Service Portal using the user ID used
in5.2.1.

1. (lick "Access Control" on the Main screen.

loT Platform Tenant 0 MANUAL-DOT (F) Banake v FujiTsu

Resource Access Code Event Log User Distribution Certificate Common

The Service Portal Access Control screen will appear.
*Refer to Chapter 4.5.1 for more information about the Main screen.

2. Click Add on the Service Portal Access Control screen.

IaT Platform Temant I MAHUAL 001 (F) % hunaka Fulisy

Resource Access Code Event Log User Distribution Certificate Commaon

Service Portal Access Code

Service Portal - Access Control List ' Add
Fleaze amer raqured informats SearTn’ buctoe oo Show sesuks

3. Enter the permitted IP address. Enter one of the following.
a. Enter the first permitted IP address and leave the stop field blank.
b. Or, enter the permitted IP address range to include the PC being granted access.

Example: If the IP address of the PC being permitted access is 10.20.30.100
Start: 10.20.30.1
Stop: 10.20.30.200

4. Enter the user ID (can also be left blank) and click Search on the Service Portal - Access Control Registration
screen.

5. Select the user ID check box for the user (hanako) you prefer to permit access from the search results, and then

click WAdd.
The selected user ID will be moved to the Target User list.
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Service Portal - Access Control Registration
(===

A rwahts 1 sabactent]

Hect all
B

pro@misss it o
ST SR T s

Tare @l £ Fujibias exim

m A REIEase
Target User”

I hanakamcss fujtse com

6. Click Add at the bottom of the screen to display the Confirmation screen. Use the Confirmation screen to

confirm changes. If this is correct, click Enter.

Service Portal - Access Control Registration - Confirmation

ey, e e of the

satizg

Start 1020501 - Stap 102030300

Nk oD s Ao

7. Login again with a user ID that has been permitted access within 10 minutes to enable the Service Portal

access controls added.

[2] Access code access controls

This section describes how to add settings to restrict devices permitted access for access codes added in 5.2.4.

1. Click "Access Control" on the Main screen.

loT Platform Tenant ID MANUAL-D01 (JF) % hanako v FulfiTsu

Resource Access Code Event Log User I Access Conta! Distribution Certificate Common

*Refer to Chapter 4.5.1 for more information about the Main screen.

2. Click the Access Code tab.

loT Platform Fenant I MANUAL-O0L (1% hanaka ¥

Resource Access Code Event Log User Distribution Certificate Commoen

iy

Servies Partal Access Cade I

The Access Code - Access Control screen will appear.

3. Click Add on the Access Code - Access Control screen.
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10T Platform Tenant [0 MANUAL DL [IFL % Ranake Al

Resource Access Code Event Log User Distribution Certificate Common

Service Partal Access Cade
Access Code - Access Control List

Flaase enter raguired wrlzomianon and dick “Sease” Button

Permitted 1P

(e Mateh)
addross

rnits §F eimcted)

Permitied IF dbdi g4

Riveis Code

4. Enter the permitted IP address. Enter one of the following.

a. Enter the first permitted IP address and leave the stop field blank.

b. Enter the start and stop permitted IP address range to include the device being granted access.

Example: If the IP address of the device being permitted access is 10.10.20.50

Start: 10.10.20.10
Stop: 10.10.20.100

5. Enter the access code (can also be left blank) and click Search on the Access Code Control Registration screen
to display search results at the bottom of the screen.

6. Select the check box for the access code (LocationManagement22222 in this example) you prefer to permit
access from the search results, and then click WAdd. The selected access code will be moved to the Target Access

Code list.

Service Portal - Access Control Registration

harako@ml csfujitascom

7. Click Add at the bottom of the screen to display the Confirmation screen. Use the Confirmation screen to
confirm changes. If this is correct, click Enter.
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Service Portal - Access Control Registration - Confirmation

Elaase click “Ercer” hotoon 1o rege

Start 1020501 - Stap 102030300

Nk @i s ik cam

5.2.10. Distribution Settings
This section describes how to add distribution settings.

1. (lick "Distribution" on the Main screen.

laT Plattorm Tenent 10 MANUAL-DOL UFs > hanike Fulfrsi

Resource Aceess Code Event Log User Access Cunlﬂ: Certificate Common

*Refer to Chapter 4.5.1 for more information about the Main screen.

The tps/bps distribution settings screen will appear at the bottom of the screen.

2. Select Enable for the Entire Enable/Disable radio button.

laT Platform Tezmant [0 MANUAL DL [IF Rariakes v fufitsy
Rescrce: | MecessCode | Event | log | User | -AcoeasContse Certficats | Common
tpsibps

n

Entire Enable/Disable * ff* #

Commion Distributed Recommenidation Cycle
Policy [1-1a40MIutes) *

Caleuiating Pesiod
[1-1a40Mirutes) ©

DU .. |

Rescurce Name

[Piease enter the value of Recommendation Cycle or moce)

Aecess Code”

3. Enter a common distributed policy.
Recommendation cycle: 60
Calculating period: 120
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loT Platform Torurt [D MANUSL 08 0L hanass R

Resource Access Code Event Log User Access Control Distribution Certificate Common

4. Click Search to the right of the load resource to display the Resource Path Search screen.
Enter drc for the resource path and perform a search, and then select the resource path assigned as the load
resource (drc/load) and click the Enter button.

Resource Path Search

Information pertaining to the selected resource path will appear in the fields from the resource path for the load
resource to the load resource URL. Check this information before proceeding.

5. Select Enable for the recommend resource 1 Enable/Disable radio button.

1aT Platform Tewont 0 MANUALBOT 01w hanakn sufirss

Resource Access Code. Event Log User Access Control Certificate Common

spebpe

Recemmend Risoureel

6. Click Search to the right of recommend resource 1 to display the Resource Path Search screen. Perform a search,
and then select the resource path assigned as the recommend resource 1 (drc/recommend) and click the Enter
button.

*The Resource Path Search screen is the same as the screen shown in 4.

Information pertaining to the selected resource path will appear in the fields from the resource path for

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

134



recommend resource 1 to the recommend resource URL. Check this information before proceeding.
7. Set the edge computing condition for recommend resource 1.

Example: If edge computing is set to start for values 90 and over.
Character type: Numerical values

Condition: 90

Judgment: Or more

Notification character string: START (*)

*: As this character string is used to send notifications to the app performing edge computing, a character string
that matches the app must be entered.

8. Set the edge computing resolutory condition for recommend resource 1. Refer to the following as an example
setting.

Example: If edge computing is set to be stopped for values 50 and under.
Character type: Numerical values

Condition: 50

Judgment: Less than

Notification character string: END (*)

*: As this character string is used to send notifications to the app performing edge computing, a character string
that matches the app must be entered.

9. (lick Update on the bottom of the screen. This updates the distribution policy with the information entered.

loT Platfarm Toeruant [0 MANIFAL-DOE TIFS % heanskn FufiTsy

Resource Access Code Event Log User Access Control Certificate Common

tpalbpa

Edge Computing
Condition *

| Matification String

Above-mentioned Matification String

Kumeric % | Under v
Resalutary Candition *

5.2.11. MQTT Settings
In this section, the process used to set MQTT password is explained. Settings are not required when you do not
use MQTT, and do not need to change the password.

1. Click "Common" on the Main screen.

10T Platform Tenant I MANUAL-DOL P}~ Parsalen ¥ Fufitsu

Resource Access Code Event Log User Access Control Distribution Certificate ICom mon I

*Refer to Chapter 4.5.1 for more information about the Main screen.

All Rights Reserved, Copyright©FUJITSU LIMITED 2016-2018

135



2. Enter MQTT password, and click Change. This updates the MQTT password with the information entered.

loT Matfarm

FHURID MANUAL-DUT [P} BEERET M AufiTst
Uy-x | POEAO-F Anvb o4 3-%— | POEAEE  SYMEE  aWLER

MOTT | CORS | I3 B

LT A )
AT

User Narie MANUIAL-D]1

Basswoerd Gp2atny

-  —

Example: mqttpass
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5.2.12. CORS settings
In this section, the process used to set CORS as enabled and disabled is explained.

1. Click "Common" on the Main screen.

loT Platform

Resource Access Code Event Log User Access Control Distribution Certificate @

Tenant 1D MANUALDOL 0P ko v FufiTsu

*Refer to Chapter 4.5.1 for more information about the Main screen.

2. Click the CORS tab.

loT Platform

Resource Access Code Event Log User Access Control Distribution Certificate
MQTT I CORS }"ﬂl Collection ‘

Tisnant 113 MANAIAL-DUL (173 Bainakis v FuliTsu

The CORS settings screen will appear.

3. Select Enable when you prefer to use CORS, and Disable when you do not prefer to use CORS, and then click
Change. This updates the CORS settings with the information entered.

laT Platform Teaaat 1D MANUAL-DILOPI - hanaks - ity

Resource Access Code Event Log Usar Access Control Distributicn Certificate m

QT

coms Errar Collaction

Upedate:

Example: Disable
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5.2.13. Error Collection Settings
In this section, the process used to set Error Collection Settings is explained.

1. Click "Common" on the Main screen.

IoT Platform Tenast 10 MANUAL-DOL (IF) hamakn v FAufimsy ‘

Resource Access Code Event Log User Access Control Distribution Certificate

*Refer to Chapter 4.5.1 for more information about the Main screen.

2. Click the Error Collection tab.

IoT Platform Tenant I MANUAL 001 (1P} » hanalea Fufirsu

Resource Access Code Event Log User Access Control Distribution Certificate Im

The Error Collection settings screen will appear.

3. Select Error Collection Enable/Disable. Select Enable when you prefer to use Error Collection, and Disable when
you do not prefer to use Error Collection.

1aT Platform Tenant I MAMUAL-DIL OF)w  hanain Fufirst
Resource Access Code Event Log User Access Control Distribution Certificate Im
MQIT | CORS | Ervar Callection
)
Resource Presenation 0f  Resource Path. _errer
Callected Error Logs™
L [ e N
Access Cole Name ErrorWiite

4 1 Enalii e, Piaspe push “Upsas - outtgn 115 <k

Example: Enable
4. Set the access code to the error collection resource “_error” you prefer to write in.

4-1. Click Search for the Access Code.

loT Platform Tenanl 1D MAMUAL DIL RS s R
Resource Access Code Event Log User Access Control Distribution Certificate m
wmorT | coms Erver Cellectien

Error Callection Enable/Biasblas = Erable || Oiabe

Resource Presenvation 0 Resource Path. _miTor

Callacted Errar Laga®
e ‘.vm:
Accezs Code Name Erscririte

enge ool D genieries i upasting n Enalik made, Piease puch "Upecte - aton 1115 ch

4-2. Enter "ErrorWrite" for the Access Code on the Access Code Search screen.
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Access Code Search

4-3. Select the Access Code "ErrorWrite", and click Execute.

Access Code Search

Enaririte dFoiward Mzach) (Forward hatch)

5. Click Update.

10T Platform TenantID MANUALGOLORY»  Banako RfiTse

Resource Access Code Event Log User Access Control Distribution Certificate m

MarT CORS Error Collection

Error Callection Enable/Disabia® || Erabie ‘= Disabie

Rescurcs Presarvation OF  Rescarce Path e
Colbected Ermor Logs™
ot [ S
Access Code Name: Erroc Collection Write.
il T i ELET ks Vi
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Chapter 6

List of Error Messages

MessagelD Message Countermeasure
00007 User ID and password do not match. Either the user ID or password
entered is wrong.
If you have forgotten your password,
ask your system administrator to
reset it.
Additionally, check that the Service
Portal access control settings do not
contain errors.
00010 Disconnected after a period of inactivity. Please login again.
00017 User ID and password do not match. Either the user ID or password
entered is wrong.
If you have forgotten your password,
ask your system administrator to
reset it.
Additionally, check that the Service
Portal access control settings do not
contain errors.
06101 The corresponding information has exceeded 100 | Narrow down the resource path
items. Only displaying the first 100 items. search conditions set.
06102 Enter a resource path by 128 half-width
alphanumeric characters, including -, _, and /
symbols, or less. - and / symbols cannot be used at
the beginning of a resource path. Additionally, -, _,
and / symbols cannot be used after a /.
06103 Enter a resource name by 32 characters or less.
06201 Enter a resource path by 2 to 128 half-width
alphanumeric characters, including -, _, and /
symbols. Symbols cannot be used at the beginning
of a resource path and aftera /.
06203 The resource path specified has been registered. Please specify a non-registered
resource path.
06204 Enter a resource name by 32 characters or less.
06206 The resource name specified has been registered. | Please specify a non-registered
resource name.
06207 Select a data format.
06209 Enter a comment by 256 characters or less.
06210 Enter an authentication ID by 20 half-width
characters or less.
06211 Enter an authentication password by 20 half-width
characters or less.
06212 Enter header name 1 by 20 half-width characters | The “header name 1" number part shows
or less. the corresponding number.
06213 Enter header value 1 by 512 half-width characters | The “header value 1" part shows the
or less. corresponding number.
06214 Enter a retention period (days) by 1 to 9999
half-width numerals.
06215 Enter a URI by 256 half-width characters or less.
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06216 If the resource type is resource (transfer), enter a
resource path by 1 to 123 half-width alphanumeric
characters, including -, _, and / symbols.
Additionally, -, _, and / symbols cannot be used
afteral/.
06217 If the resource type is resource and a binary data
format is used, enter a resource path by 1to 123
half-width alphanumeric characters, including -, _,
and / symbols. Additionally, -, _, and / symbols
cannot be used aftera /.
06301 Specify a file to be used to batch add resources. Specify a CSV format file when batch
adding resources.
06302 An error was found with the CSV format. Edit the CSV file used when
registering the resource again.
06303 The (SV file exceeds 100 rows. Separate the data
and register it again.
06304 The number of items is incorrect.
06305 Select a resource type.
06308 Select a method.
06310 Enter an authentication ID by 20 half-width
characters or less.
06311 Enter an authentication password by 20 half-width
characters or less.
06312 Enter header name 1 by 20 half-width characters | The “header name 1" number part shows
or less. the corresponding number.
06313 Enter header value 1 by 512 half-width characters | The “header value 1" part shows the
or less. corresponding number.
06314 Enter a retention period (days) by 1 to 9999
half-width numerals.
06315 Enter a URI by 256 half-width characters or less.
06316 If resource (transfer) is selected, enter a resource
path by 1 to 123 half-width alphanumeric
characters (_fwd/ not included in character count),
including -, _, and / symbols. Additionally, -, _, and
/ symbols cannot be used after a /.
06317 If the resource type is resource and a binary data
format is used, enter a resource path by 1to 123
half-width alphanumeric characters (_bin/ not
included in character count), including -, _, and /
symbols. Additionally, -, _, and / symbols cannot
be used aftera /.
06318 If the resource type is resource (transfer), enter “1” (JSON)
for the data format.
06401 The resource path specified does not exist. The resource may have been deleted
by another user while updating.
Check whether another user has
deleted the resource.
06402 Enter a resource name by 32 characters or less.
06404 The resource name specified already exists. Review the resource name specified
at updating the resource name.
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06405 The resource path selected has been deleted.

06410 Enter an authentication ID by 20 half-width

characters or less.

06411 Enter an authentication password by 20 half-width

characters or less.

06412 Enter header name 1 by 20 half-width characters | The “header name 1" number part shows

or less. the corresponding number.

06413 Enter header value 1 by 512 half-width characters | The “header value 1" part shows the

or less. corresponding number.

06414 Enter a retention period (days) by 1 to 9999

half-width numerals.

06415 Enter a URI by 256 half-width characters or less.

06503 Failed to delete. Delete all events and access codes
tied to the resource before
attempting to delete the resource.

06504 Delete was failed because Access Code exists

under the resource.

07101 Enter an access code by 48 half-width

alphanumeric characters or less.

07102 Enter an access code by 32 characters or less.

07103 Enter a resource path by 128 half-width

alphanumeric characters, including -, _, and /
symbols, or less. - and / symbols cannot be used at
the beginning of a resource path. Additionally, -, _,
and / symbols cannot be used after a /.

07104 Enter a resource name by 32 characters or less.

07105 The corresponding information has exceeded

1,000 items. Only displaying the first 1,000 items.

07201 Enter an access code by 3 to 48 half-width

alphanumeric characters.

07202 Select a resource path. Output when the resource you prefer
to tie to the access code has not
been selected.

07203 Select at least one access permission (UR).

07204 Enter a comment by 256 characters or less.

07205 Access permissions CDL and L cannot be selected

at the same time.

07206 Specify one or more access protocol from http,

https, mqtt, or mqtts.

07207 Specify a correct certification file(under 10000

Bytes).
07208 Specify a text file for certificates.
07209 Reading the certificate fie fails. Please try again.
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07301 Enter an access code by 3 to 48 half-width

alphanumeric characters.

07302 Specify a file to be used to batch add access codes.

07303 An error was found with the CSV format.

07304 The (SV file exceeds 100 rows. Separate the data

and register it again.

07305 The number of items is incorrect. Review the CSV file to be used when
batch registering access codes.

07306 Select a combination of CDL, L, R, and U access

permissions.

07401 Select a resource path.

07402 Select at least one access permission (UR).

07403 Enter a comment by 256 characters or less.

07406 Specify one or more access protocol from http,

https, mqtt, or mqtts.

07407 Specify a correct text file (10000 bytes or less) for

certificates.

07408 Specify a text file for certificates.

07409 Reading the certificate fie fails. Please try again.

07501 Failed to delete. Check whether or not the event or
access code access controls tied to
the corresponding access code have
been defined.

07601 Enter an access code by 3 to 48 half-width

alphanumeric characters.

07602 Enter an access code by 32 characters or less.

07603 Enter a comment by 256 characters or less.

07604 Enter a resource path by 2 to 128 half-width

alphanumeric characters, including -, _, and /
symbols. Symbols cannot be used at the beginning
of a resource path and aftera /.

07605 Enter an access permission by 2-character UR or

less.

07606 The resource path repeats.

07607 Specify one or more access protocol from http,

https, mqtt, or mqtts.

07702 The access code specified has already been

registered.

07703 The resource path specified does not exist.

07704 Access code matching search conditions not found.

07705 Access code matching search conditions not found.

07706 Information needed for registration not found.
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07707 Event associated with target access code found.

07708 Insufficient access permissions not associated with
a resource.

07709 Insufficient access code permission information.

07710 Insufficient resource permission information.

07711 Insufficient resource permission resource path.

07712 Insufficient resource access permission.

07713 IP filters associated with target access code found.

07714 Enabled distribution policy associated with target
access code found.

07715 Enabled recommend resource associated with
target access code found.

07716 The target access code has a distribution policy
with upload permissions.

07717 The target access code has a recommend resource
with upload permissions.

07718 Event associated with target access code and
resource found.

07719 The number of resource paths that can be added
with a single request has been exceeded.

07720 The access protocol not permitted.

07721 Certificate file format includes error.

07722 Access protocol format includes error.

07723 The certificate file exceeds 10000 bytes.

07724 Specify a correct text file for certificates.

07725 Access protocol duplicated.

08101 Enter an event ID by 12 half-width alphanumeric
characters or less.

08102 Enter an event name by 32 characters or less.

08103 Enter a resource path by 128 half-width
alphanumeric characters, including -, _, and /
symbols, or less. - and / symbols cannot be used at
the beginning of a resource path. Additionally, -, _,
and / symbols cannot be used after a /.

08104 Enter a resource name by 32 characters or less.

08105 The corresponding information has exceeded
1,000 items. Only displaying the first 1,000 items.

08201 Enter an event name by 32 characters or less.

08202 Enter a comment by 256 characters or less.

08203 Enter a resource path by 128 half-width
alphanumeric characters, including -, _, and /
symbols, or less. - and / symbols cannot be used at
the beginning of a resource path. Additionally, -, _,
and / symbols cannot be used after a /.

08204 Enter a resource name by 32 characters or less.
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08205 Enter an access code by 3 to 48 half-width

alphanumeric characters.

08206 Enter an access code by 32 characters or less.

08207 Enter a data position by 1902 half-width

characters or less.

08208 Invalid detection data format. Check that a character string has not
been specified when numerical
value is selected.

08209 Invalid released data format. Check that a character string has not
been specified when numerical
value is selected.

08210 Enter an email address by 254 characters or less in

an email address format.

08211 Enter a subject line by 256 characters or less.

08212 Enter the main text by 140 characters or less.

08213 Enter a URI by 256 half-width characters or less.

08214 Enter an authentication ID by 20 half-width

characters or less.

08215 Enter an authentication password by 20 half-width

characters or less.

08216 Enter a header name by 20 half-width characters

or less.

08217 Enter a header value by 512 half-width characters

or less.

08218 Enter the body by 1,024 characters or less.

08219 Enter the event detection condition start time

(hour).
08220 Enter the event detection condition start time
(minutes).
08221 Enter the event detection condition start time
(seconds).
08222 Enter the correct event detection condition start Check whether a value outside the
time. time range (e.g., a value of 25 or
higher for hours and 60 or higher for
minutes and seconds) has been set.
08223 Enter the event detection condition end time
(hour).
08224 Enter the event detection condition end time
(minutes).
08225 Enter the event detection condition end time
(seconds).
08226 Enter the correct event detection condition end Check whether a value outside the
time. time range (e.g., a value of 25 or
higher for hours and 60 or higher for
minutes and seconds) has been set.
08227 Set a value lower than the detection condition end

time as the detection condition start time.
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08228 Enter the event detection condition start time
(date).

08229 Enter the event detection condition end time
(date).

08230 Select detect event judgment.

08231 Select cancel event judgment.

08232 Select event detection condition.

08233 Select cancel event condition.

08234 If the detection condition is a numerical value,

enter by up to five integer part and five decimal
part half-width numbers.

08235 If the detection condition is a character string,
enter by 128 characters or less.

08236 If the resolutory condition is a numerical value,
enter by up to five integer part and five decimal
part half-width numbers.

08237 If the resolutory condition is a character string,
enter by 128 characters or less.

08301 Enter an event name by 32 characters or less.

08302 Enter a comment by 256 characters or less.

08303 Enter a resource path by 128 half-width

alphanumeric characters, including -, _, and /
symbols, or less. Symbols cannot be used at the
beginning of a resource path and after a /.

08304 Enter a resource name by 32 characters or less.

08305 Enter an access code by 3 to 48 half-width
alphanumeric characters.

08306 Enter an access code by 32 characters or less.

08307 Enter a data position by 1902 half-width
characters or less.

08308 Invalid detection data format. Check that a character string has not
been specified when numerical
value is selected.

08309 Invalid released data format. Check that a character string has not
been specified when numerical
value is selected.

08310 Enter an email address by 254 characters or less in

an email address format.

08311 Enter a subject line by 256 characters or less.

08312 Enter the main text by 140 characters or less.

08313 Enter a URI by 256 half-width characters or less.

08314 Enter an authentication ID by 20 half-width

characters or less.

08315 Enter an authentication password by 20 half-width
characters or less.

08316 Enter a header name by 20 half-width characters

or less.
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08317 Enter a header value by 512 half-width characters

or less.

08318 Enter the body by 1,024 characters or less.

08319 Enter the event detection condition start time
(hour).

08320 Enter the event detection condition start time
(minutes).

08321 Enter the event detection condition start time
(seconds).

08322 Enter the correct event detection condition start
time.

08323 Enter the event detection condition end time
(hour).

08324 Enter the event detection condition end time
(minutes).

08325 Enter the event detection condition end time
(seconds).

08326 Enter the correct event detection condition end
time.

08327 Set a value lower than the detection condition end
time as the detection condition start time.

08328 Enter the event detection condition start time
(date).

08329 Enter the event detection condition end time
(date).

08330 Select detect event judgment.

08331 Select cancel event judgment.

08332 Select event detection condition.

08333 Select cancel event condition.

08334 If the detection condition is a numerical value,

enter by up to five integer part and five decimal
part half-width numbers.

08335 If the detection condition is a character string,
enter by 128 characters or less.
08336 If the resolutory condition is a numerical value,

enter by up to five integer part and five decimal
part half-width numbers.

08337 If the resolutory condition is a character string,
enter by 128 characters or less.

08502 Failed to delete.

08704 Failed to send to the event judgment part.

08705 T.he response from the event judgment part has
timed out.

08707 Related event information not found.

08708 Target resource not found.

08710 Related event information not found.

08711 Event ID not specified.

08712 Invalid request URL.

08713 Invalid event search conditions.

08714 Invalid filter conditions.
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08715 Invalid top conditions.

08716 Invalid skip conditions.

08717 Insufficient event conditions.

08718 Insufficient event targets.

08719 Insufficient event target resource path.

08720 Insufficient target resource data operation.
Insufficient access code with a target resource path

08721 . o
with read permissions.

08722 Insufficient notification condition path format.
Insufficient resource path specifying notification

08723 .
condition body elements.

08724 Insufficient notification condition comparative
operators.

08725 Insufficient notification condition comparative
target value.

08726 Insufficient inhibit condition path format.
Insufficient resource path specifying inhibit

08727 .
condition body elements.

08728 Insufficient inhibit condition comparative
operators.

08729 Insufficient inhibit condition comparative target
value.

08730 Insufficient notification content specification.

08731 Insufficient notification destination email address.

08732 Insufficient notification email body text.

08733 Insufficient notification HTTP Method.

08734 Insufficient notification URI.

08735 Insufficient notification header field.

08736 Insufficient notification header field name.

08737 Insufficient notification header field value.

08738 Insufficient notification.

08739 input parameter error. resource_path is duplicated.

08740 iot-pf Service Unavailable.

08741 iot-pf Service Unavailable.

08742 iot-pf Service Unavailable.

08743 tenant ID not found.

08744 iot-pf Service Unavailable.

08745 iot-pf Service Unavailable.

08746 iot-pf internal error.

08747 Reload configuration to fail to read config.

08748 request access code has event.

08749 request access code can't read event.

08750 request access code has dispersion policy.

08751 request access code has recommend resource.

08752 request access code can't update dispersion policy.

08753 request access code can't update recommend
resource.

08754 request access code and resource have event.

09102 Enter the start date in YYYY/MM/DD format.

09103 Enter the end date in YYYY/MM/DD format.
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09104 Enter the start time in HH:MM format.

09105 Enter the start time in HH:MM format.

09106 Enter the end time in HH:MM format.

09107 Enter the end time in HH:MM format.

09108 Make sure to enter time later than the start time

for an end time.

09109 The corresponding information was not found. Please review the detection
conditions in the operating log.

09110 Enter a user ID by 254 characters or less in an

email address format.

09111 Enter a user name by 32 characters or less.

09201 The corresponding condition has exceeded 1,000

items. Only displaying the first 1,000 items.

09501 Enter the target date in YYYY/MM/DD format.

09502 A usage amount log for the target date does not

exist.

09700 A usage amount log for the target month does not

exist.

09801 A usage amount log for the target month does not

exist.

09901 Problems were found with the log file which may

prevent it from displaying properly.

09903 The system is busy. Please Try again after a while.

10101 Enter a user ID by 254 characters or less in an

email address format.

10102 Enter a user name by 32 characters or less.

10103 The corresponding information has exceeded

1,000 items. Only displaying the first 1,000 items.

10201 Enter a user ID by 254 characters or less in an

email address format.

10202 A user ID is registered. Please specify a different user ID to
register.

10203 Enter a user name by 32 characters or less.

10204 Enter a comment by 256 characters or less.

10301 The user ID selected has been deleted. The user may have been deleted by
another user while user information
was being updated. Check whether
another user has deleted this user.

10302 Enter a user name by 32 characters or less.

10303 Enter a comment by 256 characters or less.

11101 Enter a permitted IP address by 15 characters or

less in a IP address format.
11102 Enter a user ID by 254 characters or less in an

email address format.
11103 The corresponding information was not found. Please review the search conditions.
11201 Enter a start permitted IP address by 15 characters | The same message may also be

or less in a IP address format. output for the stop IP address.
11202 Please enter a higher value for the stop IP address

than the start IP address.
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11203 Enter a comment by 256 characters or less.

11204 Enter a user ID by 254 characters or less in an

email address format.

11205 Enter a user name by 32 characters or less.

11206 Select user information. Output when the user you prefer to
tie to the permitted IP address has
not been selected.

11207 The corresponding information has exceeded

1,000 items. Only displaying the first 1,000 items.

11208 Cannot add as five entries have already been Up to five Service Portal access

made. controls can be added.

11209 The user ID selected has been deleted. The user may have been deleted by
another user. Check whether
another user has deleted this user.

11301 Enter a start permitted IP address by 15 characters | The same message may also be

or less in a IP address format. output for the stop IP address.
11302 Please enter a higher value for the stop IP address

than the start IP address.
11303 Enter a comment by 256 characters or less.
11304 Enter a user ID by 254 characters or less in an

email address format.

11305 Enter a user name by 32 characters or less.

11306 Select user information. Output when the user you prefer to
tie to the permitted IP address has
not been selected.

11307 The corresponding information has exceeded

1,000 items. Only displaying the first 1,000 items.

11308 The user ID selected has been deleted. The user may have been deleted by
another user. Check whether
another user has deleted this user.

11402 Failed to delete.

11601 Enter a permitted IP address by 15 characters or

less in a IP address format.
11602 Enter an access code by 48 half-width
alphanumeric characters or less.

11603 The corresponding information was not found. Please review the search conditions.

11701 Enter a start permitted IP address by 15 characters | The same message may also be

or less in a IP address format. output for the stop IP address.

11702 Please enter a higher value for the stop IP address

than the start IP address.
11703 Enter a comment by 256 characters or less.
11704 Enter an access code by 48 half-width
alphanumeric characters or less.

11705 Enter an access code by 32 characters or less.

11706 Select access code information. Output when the access code you
prefer to tie to the permitted IP
address has not been selected.

11707 The corresponding information has exceeded

1,000 items. Only displaying the first 1,000 items.
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11708 Cannot add as five entries have already been Up to five access controls can be

made. added.

11709 The access code selected has been deleted. The access code may have been
deleted by another user. Check
whether another user has deleted
this access code.

11710 The starting IP address and ending IP address has | Register a different starting IP

been registered. address and ending IP address.

11801 Enter a start permitted IP address by 15 characters | The same message may also be

or less in a IP address format. output for the stop IP address.

11802 Please enter a higher value for the stop IP address

than the start IP address.

11803 Enter a comment by 256 characters or less.

11804 Enter an access code by 48 half-width

alphanumeric characters or less.

11805 Enter an access code by 32 characters or less.

11806 Select access code information. Output when the access code you
prefer to tie to the permitted IP
address has not been selected.

11807 The corresponding information has exceeded

1,000 items. Only displaying the first 1,000 items.

11808 The access code selected has been deleted. The access code may have been
deleted by another user. Check
whether another user has deleted
this access code.

11902 Failed to delete.

12101 Enter a recommendation cycle by 1 to 1440

half-width numerals.

12102 Enter a calculating period (days) by 1 to 1440

half-width numerals.

12103 Set a greater value for the calculating period than

the recommendation cycle.

12104 Enter the resource path of a load resource by 2 to

128 half-width alphanumeric characters, including
-, _,and / symbols. Symbols cannot be used at the
beginning of a resource path and aftera /.

12105 Enter a load resource access code by 3 to 48

half-width alphanumeric characters.

12106 Make sure to enable at least one recommend Enable recommend resources 1, 2 or

resource. 3 to enable distribution settings.

12107 Enter a resource path for recommend resource 1 by | *1

2 to 128 half-width alphanumeric characters,
including -, _, and / symbols. Symbols cannot be
used at the beginning of a resource path and after
al.
12108 Enter an access code for recommend resource 1 by | *1
3 to 48 half-width alphanumeric characters.
12109 Enter an edge computing condition for *1

recommend resource 1 of up to 10 half-width
numerals.
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12110 Select the edge computing detection judgment *1
condition for recommend resource 1.

12113 Select the resolutory judgment condition for the *1
above for recommend resource 1.

12115 Failed to send update notification as the planner | Please wait a while before trying
has not been started. again.

12116 Failed to send update notification as the planner is
still being started, or has been shutdown.

12117 Failed to send update notification as the data
format sent to the planner is incorrect.

12119 An HTTP request error has been received from the
planner.

12120 The resource path for the load resource does not The access code permissions
match the access code permission-controlled associated with the resource path
resource path. may have been changed, or the

access code may have been deleted
by another user. Check whether
another user has changed or deleted
this access code.

12121 The resource path for recommend resource 1 does | *1
not match the access code permission-controlled
resource path.

12122 Please enter Edge Computing Condition is value of
Condition Resolutive or more.

13200 Enter a new password of 8 to 12 characters for the

following policy.

*1: The "recommend resource 1" number part shows the corresponding field number.
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Chapter 7

Appendix

7.1 Notes on the CSV Format
7.1.1  Overview of the CSV Format Used for Resources
No. | Header name | Header name Required | Character No. of Format | Notes
(Japanese) (English) type characte
rs
1 Resource Resource Path Yes Single-byte | Up to - Available symbols
path alphanumer | 128 - (hyphen), _
ic characters (underscore), /
and (slash)
symbols
2 Resource Resource Name | - Single-/dou | Upto32 |- Usable characters
Name ble-byte Numbers, upper
and lower case
alphabetical
characters,
Double-byte
characters, @ -
():._
3 Data format | Data Format Yes Single-byte |1 Numeric
(1:JSON 2: (1:JSON numerals al values
Binary) 2:BINARY)
4 | Comment Comment - Single-/dou | Up to - Japanese
ble-byte 256 language input
available
5 Retention Retention period | Yes Single-byte |Upto4 |- Unit: Days
period numerals
(1-9999
days)
6 Resource type | Resource Yes Single-byte | 1 Numeric
(1: Resource | Kind(1:Accumula numerals al values
2: Resource tion 2:Transfer)
(transfer))
7 URI URI - Single-byte | Up to -
alphanumer | 256
ic characters
and
symbols
8 | Method Method(1:POST | - Single-byte |1 Numeric | Numbers from 1 to
(1:POST 2:PUT 3:GET 4: numerals al values |7
2:PUT 3:GET DELETE 5:HEAD
4: DELETE 6:0PTIONS
5:HEAD 7:TRACE)
6:0PTIONS
7:TRACE)
9 | Authenticatio | Authentication | - Single-byte | Upto 20 | -
niD ID alphanumer
ic characters
and
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symbols

10

Authenticatio
n password

Authentication
Passwd

Single-byte
alphanumer
ic characters
and
symbols

Up to 20

11

Header name
1

Field Name1

Single-byte
alphanumer
ic characters
and
symbols

Up to 20

12

Header value
1

Field Value1

Single-byte
alphanumer
ic characters
and
symbols

Up to
512

30

Header name
10

Field Name10

Single-byte
alphanumer
ic characters
and
symbols

Up to 20

31

Header value
10

Field Value10

Single-byte
alphanumer
ic characters
and
symbols

Up to 512

&Note

- The character codes that can be used for CSV files with each Add All function are based on the screen
display language, as follows.
If the display language is Japanese: Shift-JIS, JIS, EUC, and UTF-8 (Automatic discrimination. Character

codes cannot be mixed)

If the display language is English: UTF-8

(SVimage
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L I 727t oo~ o B =]
F-n WA A-Si4For BE 71 BB Be MR Q=8
| Al - S5 | Resnurce Path :
A B G C E F H J K I r':
t Fesurce batn  resource Mame Cata Farms o mment Reetention P Resaurce T LRI Matbad{1 FAuthentics Authentica Sl Mame Fisl Value Fizls [
2 | DstaResourcelon CataResource(il Resaurce for Dsta 1 1
| 5 | bin/Linet /Camera Linet 2 Carnera [mage 1 1
| 4 E 0 CataFowardingF IE: 1 Resource for Dsta Fowssding 2 bt gl 1 fwduser  pesswd rasder  ale
|5 fift =/ Fanako Atterdance Marage mentl banake 1 Mansger 1 1
| & diligenca/status fro Atterdsncs Managementijia ) 1 Regulsr empioves 1 1
| 7 |diligenes/status/tarn Atterdance Manage ment{ taro ) 1 Regular empoyes 1 1
| 8 |drcdioad Load resourcs 1 Apglicsthon Load 1 1
| & dred meeammesd Recommerd resourcs 1 Recommensl 1 1
| 100 bt/machine/51 IoT machine 51 1 2T maching 1 1
| 11 |ncaton/herakn Locatisn Maragerme il harakio | 1 Marsger 1 1
| 12 bestion I Locatian wanagerentl o) 1 Regulsr employes 1 1
| 13 |netondtam Location danageme i tars | 1 Arzulsr ampoyes 1 1
i |
16
| 17
2
28
g T
31 -
NPT reires S840 flon 53 i | i
L] |0 M 109%: (= {} +]
7.1.2  Overview of the CSV Format Used for Access Codes
No | Header | Header | Requir | Character type No. of Form | Notes
name name ed characte | at
(Japanes | (English) rs
e)
T | Access Access Yes Single-byte 3to48 |-
codes Code alphanumeric
characters
2 | Access Access - Single-/double-b | Upto 32 | - Usable characters
Code Code yte Numbers, upper and lower case
Name Name alphabetical characters,
Double-byte characters, @ - () :. _
3 | Commen | Commen | - Single-/double-b | Up to - Japanese language input available
t t yte 256
4 | Access Access - Single-byte Upto21 |- Specify http, https, mqtt, or mqtts by ;
protocol | Protocol alphabetical
characters
5 | Resource | Resource | Yes Single-byte Up to - Available symbols
path Path alphanumeric 128 - (hyphen), _ (underscore), / (slash)
characters and
symbols
6 | Access Access Yes Single-byte Upto5 | (D, |Acombination ofany CDLRU
permissi | Code alphabetical L, R, | characters (varied order allowed).
on Permissi characters U However, be aware that D and L
on permissions are required when
including C, and Cand L permissions
are required when including D
(setting L permissions without C and
D permissions allowed).
Possible combinations (varied order
allowed).
Either R or U permissions are
required.
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(DL/L/CDLR/CDLU/CDLRU/LR/LU/LRU/
R/RU/U

- Add additional columns to the right as shown in the CSV image below when you prefer to associate multiple
resource paths and access permissions.

(SV image
B oo e L T SR 1 e o TR S o
m =L BA ATLATHE BR T4 ER B MR c@=#H
12 - T diligencs/ststusin s
& B G ] £ F 153 ™ T ke
| Access Cods Anoezs Code blsme Cammerit Acczss F Resgurcs Path 1 Accass @6 Resource Path 2 Access Do il
2 | Diligencedanagerend 1111 attendancs situation R sefer and update for all diligencesststishanake  RU diigencs/atatus/tary R Akl
8 LocationismagementZZ222 nzation information[baraln)  sslf ket Framation lacation/ haraks RU
4 LocstionfMaragement33333 mcatian informationltam | w5 lf kbostion nfomation lncation/tam R
5 Locstionfdaragement4d4444 ocation Information] fro) s=If lrostion wfmomatin lacation/ i RU
| G Locationfdaragernsnt55585  sefer lestion informatian rafer koation wosmation ko cation/ harako R lzestion jro R
| 7 DRCLesd oad information R drizload RU
| & DRCRecommard meommerd dre/recommend RU
|| B Linal Camera Lirel Image updata, mfzrdelets Szsouwrce with AP _bindLins1 AZamem COLRL
19 SecuelaT Machine LT machine 51 Authertcatihn c2rtiflcste bt/ maching 31 RU
il 11 Erorfesd ErmorRead Ernar Collzction Resd hteg _&rror R
12 Erroriffrite Ermairite Ermr Collection Write htta _error u
1=
14
15 =
16
17
18
12
20
24
3
23
2
| &5
2y
e
] i
3 t
Mo N aocess cods SR LT <84 020 AT Lk m | LoDt
e WL, Enter SR, WOMUTRIRLET. | 0] 0 008 (= W 3]

7.2 Notes on the Sorting Policy
Search results are sorted in the following order when clicking the Sort button on the Display Search Results
screen.

Single-byte symbols (*1)

Single-byte numerals

Single-byte alphabetical characters (upper case)
Single-byte alphabetical characters (lower case)
Double-byte hiragana characters

Double-byte katakana characters

Double-byte kanji characters

Double-byte symbols (*2)

Double-byte numerals

Double-byte alphabetical characters (upper case)
Double-byte alphabetical characters (lower case)
Single-byte katakana characters

&Note

*1: Single-byte symbols are sorted by code order, and may appear behind numbers depending on the symbol
type.

*2: Double-byte characters are sorted by code order, and may not follow the above-mentioned sorting order
depending on the character type.
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1.3

Event Function Notification Messages

The format for notification messages sent with the event function are as follows.

For email notifications, the following message will be sent as a text file (eventinfo.txt) written in JSON format.
For API calls, this service will automatically store the notification message in the body and send it if settings are
configured to not store notification messages to the body in add event settings, and if the resource data format is
JSON.

If the binary data format is used, notification messages will be sent without being stored to the body.

event judgment was made.

Entry name Description Notes
(1) | EventID Stores the event ID detected. A character string by a combination of 12
alphanumeric characters.
(2) | Operation Stores resource operation details | “update”: When writing data
when the event is detected. “delete”: When deleting
(3) | Timestamp Stores the time at which the Conforms to ISO8601.

(20141225T103612.001+0900, etc.)

(4)

Resource path

The resource path in use when
the event was detected.

Refer to 4.6.2

(5)

Message

Data stored to the resource path

Message in JSON format

A formatting example is provided below.

{

"eventID":"123456789abc",

"operation":"update",
"date": "20141225T103612.001+0900",
"resoucepath":" Kamata/Printers/1F/Printer",

"message": {"temp" : 69}

}
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7.4  Cautions When Accessing the Login URL
The following screen may appear when accessing the Login URL via Internet Explorer 11.

g Thera is a prokilem with this website's sacurity certificate.

Thes sevatity cefifale pressnte by Wis websils wes nol ssesd by @ st

Security cartificate probéeans may indicate s atternpt 2ol you of eercapt sy

This issue may be resolved by changing Internet Options settings in Internet Explorer 11.

1. Click the [Advanced] tab in Internet Options.

[ General | seaurity | Privacy | Content | Connections | Programs | Advanced |

Settings
[ [¥] Enable DOM Storage al

("] Enable Enhanced Protected Mode™

(V] Enable Integrated Windows Authentication™

V] Enable native XMLHTTP support

[¥] Enable SmartScreen Filter

(7] Enable Strict P3P Validation™

~ Send Do Not Track requests to sites you visitin Internet

ea €S 2 0
Use 551 2.0

2. Change the settings for SSL and TLS use under
"Security" in the following manner.

- Deselect the "Use SSL2.0" check box
- Deselect the "Use SSL3.0" check box
- Select the "Use TLS1.0"
- Select the "Use TLS1.1"
- Select the "Use TLS1.2"

£l
=1
|
J Viam about certificate address mismatch™ I
Warn if changing between secure and not secure mode 'i

4 m ¢
“Takes effect after you restart your computer
[ Restore advanced settings ]

3. Click "Apply" in the bottom right, and then click
IIOKIl.

Reset Internet Explorer settings
. . Resets Internet Explorer’s settings to their default
4. Restart Internet Explorer 11 Resets In er's se eir _Reset.

You should only use this if your browser is in an unusable state.

ﬁ Some settings are managed by your system administrator.

o ][ concel
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